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1 ssmem
1.1 NHEERESS

1.1.1 display public-key local public

display public-key local public @4 FkRERAHAESFREZHS P AHEER.
[4<]
display public-key local { dsa | ecdsa | rsa } public [ name key-name ]
[#LE ]
R
[RERFPRE]
network-admin
network-operator
[(&%]
dsa: f/nActh DSA #P0 i APE R
ecdsa: ERAH ECDSA %4x H A5 B
rsa: WonAHh RSA ZHXH I AHE .
name key-name: ‘ZosiEEKIAMARRIFRE AR APEE . key-name N ARRIFRE PN 1)
AR, N I~BA N TR TS, AR KNG, FRIETR R DA S TR B “-7 R AR
EAZHL W EIRTE 2 R A A AR BRI K A PE .
(RS
an R T LA E 7 s A ) EHLA B RAF B s B & b, TR S AE A B & B AT A A 4
EARFENIAHEE, JFeRER.
ST ERNZFRE BN, ANaEEL TR € name key-name 85 R~ TRt e BB AT A A AR Xt
PREE T I 23 B BRI A4 R )2 B0
[241]
# WoRFTA AL RSA BT R AHE R

<Sysname> display public-key local rsa public

Key name: hostkey (default)

Key type: RSA

Time when key pair created: 15:40:48 2011/05/12

Key code:
30819F300D06092A864886F70D010101050003818D0030818902818100DAA4AAFEFEQ4C2C9
667269BB8226E26331E30F41A8FF922C7338208097E84332610632B49F75DABF6D871B80CE
C1BA2B75020077C74745C933E2F390DC0OB39D35B88283D700A163BB309B19F8F87216A44AB
FBF6A3D64DEB33E5CEBF2BCF26296778A26A84F4FAC5DBF8B656ACFAG62CD96863474899BC1
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2DA4CO4EF5AE0835090203010001

Key name: serverkey (default)

Key type: RSA

Time when key pair created: 15:40:48 2011/05/12

Key code:
307C300D06092A864886F70D0101010500036B003068026100CABACACCA16442AD5F453442
762F03897EOD494FEDE69224F5C051A441D290976733A278COFOCOF5A198E66143EABS54A64
DB608269CAE844B1E7CC64AD7EB08972E7CF887F3B657F056E7930FC84FBF1AD83A01CCA7E
9D85C13413996ECD093B0203010001

Key name: rsal

Key type: RSA

Time when key pair created: 15:42:26 2011/05/12

Key code:
30819F300D06092A864886F70D010101050003818D0030818902818100DEBC46F217DDF11D
426E7095AA45CD6BF1F87343D952569AC223A01365E0D8C91D49D347C143C5D8FAADABI6GAA
1A827E580F2502F1926F52197230E1DE391A64015C43DD79DC4EQE171BAEA1DEBAC71DAED7
9A6EDFD460D8945D27D39B7C9822D56AEAS5B7C2CCFF1B6BC524AD498C3B87D4BD6EB36AF03
92D8C6D940890BF4290203010001

# SR E A DSA X A AE B

<Sysname> display public-key local dsa public

Key name: dsakey (default)

Key type: DSA

Time when key pair created: 15:41:37 2011/05/12

Key code:
308201B73082012C06072A8648CE3804013082011F02818100D757262C4584C44C211F18BD
96E5F061C4F0A423F7FE6B6B85B34CEF72CE14A0D3A5222FEO8CECEGSBEGC265854889DC1E
DBD13EC8B274DA9F75BA26CCB987723602787E922BA84421F22C3C89CB9BO6FD60FEN01941D
DD77FE6B12893DA76EEBC1D128D97F0678D7722B5341C8506F358214B16A2FAC4B36895038
7811C7DA33021500C773218C737EC8EE993B4F2DED30F48EDACE915F0281810082269009E1
4EC474BAF2932E69D3B1F18517AD9594184CCDFCEAE9QGECAD5EF93133E84B47093C52B20CD
35D02492B3959EC6499625BC4FA5082E22C5B374E16DD00132CE71B020217091AC717B6123
91C76C1FB2E88317C1BD8171D41ECB83E210C03CCI9B32E810561C21621C73D6DAACO28F4B1
585DA7F42519718CCOBO9EEF0381840002818041912CE34D12BCD2157E7AB1C2F03B3EF395
100F3DB4A9E2FDFE860C1BD663D676438F7DA40A9406D61CA9079AF13E330489F1C76785DE
52DA649AC8BC04B6D39CD7C52CD0A14F75F7491A91D31D6AC22340B5981B27A915CDEC4F09
887E541EC1E5302D500F68E7AC29A084463C60F9EE266985A502FC92193E1CF4D265C4BA

Key name: dsal

Key type: DSA

Time when key pair created: 15:35:42 2011/05/12

Key code:
308201B83082012C06072A8648CE3804013082011F02818100D757262C4584C44C211F18BD
96E5F061C4F0A423F7FE6B6B85B34CEF72CE14A0D3A5222FEO8CECEG5BEGC265854889DC1E
DBD13EC8B274DA9F75BA26CCB987723602787E922BA84421F22C3C89CB9BO6FDE60OFE01941D
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DD77FE6B12893DA76EEBC1D128D97F0678D7722B5341C8506F358214B16A2FAC4B36895038
7811C7DA33021500C773218C737ECB8EE993B4F2DED30F48EDACE915F0281810082269009E1
4ECA474BAF2932E69D3B1F18517AD9594184CCDFCEAEOGECAD5EF93133E84B47093C52B20CD
35D02492B3959EC6499625BC4FA5082E22C5B374E16DD00132CE71B020217091AC717B6123
91C76C1FB2E88317C1BD8171D41ECB83E210C03CC9B32E810561C21621C73D6DAACO28F4B1
585DA7F42519718CCOBO9EEF0381850002818100A1E456C8DA2AD1BB83B1BDF2A1A6B5A6ES
3642B460402445DA7E4036715F468F76655E114D460B7112F57143EE020AEF4ASBFADO7B74
OFBCB1C64DA8A2BCE619283421445EEC77D3CFOD11866E9656AD6511F4926F8376967B0OAB7
15F9FB7B514BC1174155DD6E073B1FCB3A2749E6CS5FEA81003E16729497DOEAD9105E3E76A

# ORI A ECDSA %80 I APIE B

<Sysname> display public-key local ecdsa public

Key name: ecdsakey (default)

Key type: ECDSA

Time when key pair created: 15:42:04 2011/05/12

Key code:
3049301306072A8648CE3D020106082A8648CE3D03010103320004C10CF7CE42193F7FC2AF
68F5DC877835A43009DB6135558A7FB8316C361B0690B4FD84A14C0779C76DD6145BF9362B
1D

Key name: ecdsal

Key type: ECDSA

Time when key pair created: 15:43:33 2011/05/12

Key code:
3049301306072A8648CE3D020106082A8648CE3D03010103320004A1FB84D92315B8DB72D1
AE672C7CFA5135D5F5B02377F2F092F182EC83B5819795BC94CCBD3EBA7D4FOF2B2EB20C58
4D

# BN rsal AR RSA AN A B

<Sysname> display public-key local rsa public name rsal

Key name: rsal

Key type: RSA

Time when key pair created: 15:42:26 2011/05/12

Key code:
30819F300D06092A864886F70D010101050003818D0030818902818100DEBC46F217DDF11D
426E7095AA45CD6BF1F87343D952569AC223A01365E0D8C91D49D347C143C5D8FAADABI6GAA
1A827E580F2502F1926F52197230E1DE391A64015C43DD79DC4EQE171BAEALDEBAC71DAED7
9A6EDFD460D8945D27D39B7C9822D56AEASB7C2CCFF1B6BC524AD498C3B87D4BD6EB36AF03
92D8C6D940890BF4290203010001

# IR Ry dsal A DSA F 0t it A P15 B .

<Sysname> display public-key local dsa public name dsal

Key name: dsal
Key type: DSA
Time when key pair created: 15:35:42 2011/05/12

1-3



Key code:
308201B83082012C06072A8648CE3804013082011F02818100D757262C4584C44C211F18BD
96E5F061C4F0A423F7FE6B6B85B34CEF72CE14A0D3A5222FEO8CECEGSBEGC265854889DC1E
DBD13EC8B274DA9F75BA26CCB987723602787E922BA84421F22C3C89CBI9BO6FD60FE01941D
DD77FE6B12893DA76EEBC1D128D97F0678D7722B5341C8506F358214B16A2FAC4B36895038
7811C7DA33021500C773218C737EC8EE993B4F2DED30F48EDACEQ15F0281810082269009E1
4EC474BAF2932E69D3B1F18517AD9594184CCDFCEAE9QGECAD5EF93133E84B47093C52B20CD
35D02492B3959EC6499625BC4FAS5082E22C5B374E16DD00132CE71B020217091AC717B6123
91C76C1FB2E88317C1BD8171D41ECB83E210C03CCOB32E810561C21621C73D6DAAC0O28F4B1
585DA7F42519718CC9B0O9EEF0381850002818100A1E456C8DA2AD1BB83B1BDF2A1A6B5A6ES
3642B460402445DA7E4036715F468F76655E114D460B7112F57143EEO020AEF4AS5BFADO7B74
OFBCB1C64DA8A2BCE619283421445EEC77D3CFOD11866E9656AD6511F4926F8376967B0AB7
15F9FB7B514BC1174155DD6EO073B1FCB3A2749E6C5FEA81003E16729497D0EAD9105E3E76A

# Bon4 RN ecdsal [F A ECDSA AN I AHE B,

<Sysname> display public-key local ecdsa public name ecdsal

Key name: ecdsal

Key type: ECDSA

Time when key pair created: 15:43:33 2011/05/12

Key code:
3049301306072A8648CE3D020106082A8648CE3D03010103320004A1FB84D92315B8DB72D1
AE672C7CFA5135D5F5B02377F2F092F182EC83B5819795BC94CCBD3EBA7D4F0F2B2EB20C58
4D

#*1-1 display public-key local public %4 ER{E8i#A%E

ASH AR PR IS 1) 4 PR

defaultiR7RiZ L PR ER AR, EP$iTpublic-key local create
AR TR E SRR, AR RS BT B 4 FR

e  hostkey: RSA FEHLEFIXERINBFR

Key name
o serverkey: RSA R #HEHEHMMEINATR. HEHHK N RSAR, 74
DAFTERSS 23 AR
e dsakey: DSA ENLEHNHIERIN LR
e ecdsakey: ECDSA FTHLZHIXAIBRINALHR
HHRR, BUEEE:
e RSA: HHHAN RSA
Key type

o DSA: Z{IA KN DSA
e ECDSA: ZiH2kA1N ECDSA

Time when key pair created b X o B X 7 AR PR (]

Key code b X R B R A B B
[HHXx®HS

. public-key local create
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1.1.2 display public-key peer

display public-key peer fir4& HIR R GRAFFE A 2 EALIT AP B
[4<]

display public-key peer [ brief | name publickey-name ]
[#LE ]

R
[RERFPRE]

network-admin
network-operator
[&5%]
brief: W R{TRAEEAM A s EHLAHEERE S .
name publickey-name: W R{RAFEAMIHE & im ENLAHINEAEE, publickey-name
R ENLAHRI AR, N 1~64 NERFRFERF, KXo RAhE.
[ERES
WREA TR EARSE, RS B ORAFAE A R o AL A FI PELRAE S
Al LLdEE public-key peer 45 public-key peer import sshkey iy 244z EHLH
ANEAECE B A H

(254511
# R TRAFAEA ) A4 PRy idrsa (I i EHLA BRI TERTE S

<Sysname> display public-key peer name idrsa

Key name: idrsa

Key type: RSA

Key modulus: 1024

Key code:
30819F300D06092A864886F70D010101050003818D0030818902818100C5971581A78B5388
B3C9063EC6B53D395A6704D9752B6F9B7B1F734EEB5DD509F0B050662C46FFB8D27F797E37
918F6270C5793F1FC63638970A0E4D51A3CEF7CFF6E92BFAFD73F530EOBDE27056E81F2525
6D0883836FDBE68031B2C272FE2EA75C87734A7B8F85BBEBEB3BD51CC26916AF3B3FDC32C3
42C142D41BB4884FEB0203010001

#1-2 display public-key peer name %4 Z R 2R R

FE iy
Key name o EHLA AR
Key type R, BEEIERSA. DSAMIECDSA
Key modulus BB E, BANER
Key code UNEEVE
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# IR IRAEAEA I 1) P A ko AL A B R 245 2
<Sysname> display public-key peer brief

Type Modulus Name

RSA 1024 idrsa
DSA 1024 10.1.1.1

%<1-3 display public-key peer brief #84 R R{E 2L R
i ik
Type R, EEFERSA. DSARIECDSA
Modulus HHIRBACRE, ALy by
Name e g FALA A R
[HEXd&H<]

. public-key peer
. public-key peer import sshkey

1.1.3 peer-public-key end

peer-public-key end iy & H RN AFAMELR [F 2 R GALE, FEORAEH PRI A
(<]

peer-public-key end
[#LE ]

AP
[REFFAR]

network-admin

[ERES
Aty A i F TR E 77 Ok i E AL A SR B AR B % b F TR E 7 U248
(1) #4T public-key peer #ir4 3t N ASIRIE .
(2) EAHMET TNy EVLAH.
(38) 47T peer-public-key end 4B H AWK, FREHANK A
180N PR B 6 2005 /2 — 8 HIAG NEER . TERAF AT, W& AT AP AR A U
o WRAPEEBEMAHTFRAW S RNER, BB ERER, HARERAH
W EF, ARIXECE R
o WRAPEEMAHTFFREE, Gl K AHE ~ET display public-key
local public @4 B/RFIAH, WRMFEIZAH.
[=450]
#IRHAHIEL, R RN A

<Sysname> system-view
[Sysname] public-key peer keyl
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Enter public key view. Return to system view with "peer-public-key end" command.

[Sysname-pkey-public-key-key1]30819F300D06092A864886F70D010101050003818D0030818902818100
COEC8014F82515F6335A0A

[Sysname-pkey-public-key-keyl]EF8F999C01EC94E5760A079BD73E4F4D97F3500EDB308C29481B77E719
D1643135877E13B1C531B4

[Sysname-pkey-publ ic-key-key1]FF1877A5E2E7B1FA4710DB0744F66F6600EEFE166F1B854E2371D5B952
ADF6B80EB5F52698FCF3D6

[Sysname-pkey-public-key-keyl]1FOC2EAAD9813ECB16C5C7DC09812D4EE3E9OAOBO74276FFD4AF2050BD4
A9B1DDE675AC30CB020301

[Sysname-pkey-public-key-key1]10001
[Sysname-pkey-public-key-keyl] peer-public-key end
[Sysname]

[HHx&a<$]
. display public-key local public
. display public-key peer
. public-key peer

1.1.4 public-key local create

public-key local create fiy4 F KA piA M EXTFR 3 47X o
(<]
public-key local create { dsa | ecdsa [ secpl92rl | secp256rl | secp384rl |
secp521rl ] | rsa} [ name key-name ]
[BRETER]
AAFAEA I XS BRI o
[#RE ]
AU
[RERFPAE]
network-admin
[&#]
dsa: AHiZHXT RN DSA.
ecdsa: AHEHNT AN ECDSA.
e secpl92rl: RHAFRN secpl92rl HIMHIA 24 pliA s ECDSA %X, ZHKEE N 192

EEE

e secp256rl: KHZFRAN secp256rl IMhE M2k A4: At ECDSA Z4%), #HAKE R 256
FEAF o

e secp384rl: RHAFRN secp384rl [HMhlE M 28 4= At ECDSA %%, #HEHK N 384
EEARF

e secp521rl: RHZFRAN secp521rd IMhIE M2k A4: A<t ECDSA Z4x%), #HAKE R 521
LA o
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WA E UL AR — M3 PIN A S H, MR 5Ky secp192r1 UM Hh 2k 2E FiiA H ECDSA %
X, wHKEN 192 .
rsa: AHIEHX KA RSA.
name key-name: TR E BFRIATAENFRE XS . key-name i = E XS F5 5% 81T 1 44 K
N AI~64ANFR TR, AX KNG, FREh Ra s Bk -7 MRENMEEARS
0, WA ) RSA EAHLE LN I ERIN 4 R A hostkey, RSA R 55 2% 25 1 % IR ER A4 F5 N serverkey,
DSA EH%F I ERN 2 Fx Ny dsakey, ECDSA 1%} [FIERIN 4 Fr N ecdsakey.

[ERES
GBI RSATIDSAE XTI, W &SHERH P RN SRR . R, athiy, A
s U I ARG . B EEECDSAR SR, WIS FH AN [R5 AR A IRl i 2, B, %
PR, FR AR BRI AR . ¢ T2 ARG B2 B G B PR ANy = HIUE 2 0L & 1-4.
A BCEE ARSI, AR AR E B AR A RR, RS DAB A S Pk dr 4 B, IRER B X RR i N BRI
(default).
FH P ] DA F S 1) 3% B0 AR G AR XS, (B RAEASHIZE N Rid IEIA (default).
EBRIN LR N ) 3 B R B B R A B e A ), SR ZH PR S E &G . A
[FIR AL B AT, SRR LAAHIA] .
PATH 25, ARG R E RS, REEBEEHAASSEK.
R"1-4 TEIRBEAXIXTEE

AR AR 4 B AT T KE
o AIGEFBHIXF LIRS, W[ A
ANBEEH N R 5% 48 25 EH 6 A 3L B B
s R EPHHN, SRR i inmms12—20d8tear,
RSA IR (9102404 , S A BRI K A
@ . F ks 768 LI
1% FA
B#l, RA SSH15 ¥ MM T RSAMRSEH
5 4R 2T
K BUE TG 9512 ~2048 L0, By
DSA RA S — A TN 591024045, B IUS AR B K R
T o4 T 7680
ECDSA AR — A LN KJEHUE 9192, 256, 384Hi521 L4
[ =451

# A BN A FRIT A RSA HEXTFRE FHAT o

<Sysname> system-view

[Sysname] public-key local create rsa

The range of public key modulus is (612 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..

bt
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St
S
e

Create the key pair successfully.
# AR BN AR AL DSA FEX AR AN

<Sysname> system-view

[Sysname] public-key local create dsa

The range of public key modulus is (612 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..

L o o o i

Create the key pair successfully.

# BN A FRI A ECDSA JEX R X
<Syshame> system-view

[Sysname] public-key local create ecdsa
Generating Keys. ..

Create the key pair successfully.

# 'L RRAAFRON rsal (AR RSA AEXFRRE H1%T o

<Sysname> system-view

[Sysname] public-key local create rsa name rsal

The range of public key modulus is (612 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..

ot

+H++++

Create the key pair successfully.
# ARy dsal (A DSA xS PR g% .

<Sysname> system-view

[Sysname] public-key local create dsa name dsal

The range of public key modulus is (612 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..

B a2 2 2 T S T o o e



Create the key pair successfully.

# LA TR ecdsal A ECDSA JEX FRE %
<Syshame> system-view

[Sysname] public-key local create ecdsa name ecdsal
Generating Keys. ..

Create the key pair successfully.

[fAXa<]
. display public-key local public
. public-key local destroy

1.1.5 public-key local destroy

public-key local destroy 74 FRASSA AL FR 2 X o
(4]
public-key local destroy {dsa | ecdsa | rsa} [ name key-name ]
[#LE ]
RGE
[(REFFARE]
network-admin
(%]
dsa: AHLEAHNT A DSA.
ecdsa: AHhEHXIZAN ECDSA.
rsa: AHEFAXIAH RSA.
name key-name: #5458 ELMRAIA AL FREHXT . key-name N AHAEX FRE X 7R, A
1~64 MFERFMFREH, AXFKRNG, FRB\P AL E TR, Bl -7 MRNEEASH,
U5 B4 R T BRI A4 PR ) AR M AE 0 R 35 B 0
[ERES
FERTR JUAMEBL R, W A S A AR XS BREE XS, FFAE OB 128 A0
. A AR IMRR o XAELLT, ARV AT RE 2 B AR A B Vg ) R 2%
. TRAF B AR A7 £ IR, SBURAS R3A A N EAAVE,  Jeik R A IH B4R R
TN BEAT AR A 2 4
o EYINEM TR A, WAL R B ER BRI Y UK
o AKHEBBIAANIN, FHEMBRX A H . AHIEBRTEHENAE, ES A 22
BHIRT” T “PKI”,
[=41]
# B ER BN A FRI A RSA HEXTFREE FHXT o
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<Sysname> system-view

[Sysname] public-key local destroy rsa

Confirm to destroy the key pair? [Y/N]:y

# BB A FR B AS L DSA AEXTFR B XS o
<Sysname> system-view

[Sysname] public-key local destroy dsa

Confirm to destroy the key pair? [Y/N] :y

# BB L AR A ECDSA JEXTHRZE H14
<Sysname> system-view

[Sysname] public-key local destroy ecdsa

Confirm to destroy the key pair? [Y/N]:y

# BSR4 FRN rsal A RSA JEXTFRE HIXT o
<Sysname> system-view

[Sysname] public-key local destroy rsa name rsal
Confirm to destroy the key pair? [Y/N]:y

# BB PR dsal (A DSA xS R g%t .
<Sysname> system-view

[Sysname] public-key local destroy dsa name dsal
Confirm to destroy the key pair? [Y/N] :y

# B4 FR N ecdsal A ECDSA JEXF FR & 8%

<Sysname> system-view
[Sysname] public-key local destroy ecdsa name ecdsal
Confirm to destroy the key pair? [Y/N]:y

[HEXH<]

. public-key local create
1.1.6 public-key local export dsa

public-key local export dsa fiv4 HRiR#ETE E# TR A DSA ENLAHEUK H 5 H 2
i€ A
[4<]
public-key local export dsa [ name key-name ] { openssh | ssh2 } [ filename ]
[#LE ]
RGE
[RREFAFARE]
network-admin
[&%]
name key-name: o nil T HIEEAR DSA FHS M FENAH. key-name NAHZ X144
PR, N 1~64A NFERHFR . AKX RNG, FRSHPALaE 7R, Bk “-7 mRANMEE
AZH, WERECT BRI FRIIAH DSA 28X 1 EHLAH.
openssh: EHLAFAK A OpenSSH.
ssh2: EHLAHKEAN SSH2.0,
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filename: 8 EFES HAHRK SR AR, AX 0 KNS, BUEAREN “hostkey ”. “serverkey ”.
“dsakey”. “ecdsakey”, AfeaHN “.7, FHE—NFRARN “17, ARASERH “07 M
“Co R KERUATEEDN 1~128. A MEAINA, ES I BRI ER S P CSUER
GUEIL”. MEANREASE, MR TE TSR A DSA EHLAH.
[ERES
I LU ERAE, R AH S TN 77 2O A =LA R DR A7 B o 1 4% b
(1) LR T A SR A B SO
o HEAME AT public-key local export fird BT ek R ERAMEHAY G
T AR E Filename 240 , FIE IR 67 20R R 10 =LA B RAE RS0
o {EAME A EIAT public-key local export iR % R A EHL A S H 5
EXE (BUTaAITIEE Filename 280 o TEERENL, REEKEENAP S HEI TR
%1% pkey H LUK pkey B H & H
(2) CRPTSAFHEEB A FTP B 3 el TFTP AL 2lizin EHL. A% FTP A1 TFTP 1)
TR G Z W “ R ESR S P “FTP M TFTP”
() fEmiiEHL L, #4T public-key peer import sshkey fir 4 ¥ EHLAFIRAE RN A I,
SSH2.0 I OpenSSH & PRI A RIS B AKX, 7 75 BRI 25 245 o SCRe IR i 2 B A% =X,
R BT H I EHLA R
[=450]
# L OpenSSH#% U S Hh B IN B BRI A DSA B8 1 LA H, £74 5 H A FI SR 4 0 key.pub.

<Sysname> system-view
[Sysname] public-key local export dsa openssh key.pub

# UL SSH2.0 A% AR - BN A R AH DSA 9IS I EHLAH

<Sysname> system-view

[Sysname] public-key local export dsa ssh2
———- BEGIN SSH2 PUBLIC KEY ----

Comment: "dsa-key-2011/05/12"

AAAAB3NzaC1lkc3MAAACBANAXJ i xFhMRMIR8YvVZb 18GHE8KQJ9/5rad4WzT09yzhSg06UiL+CM70Zb5sJ1hUiJ3B7b
0T7IsnTan3W6Jsy5h312Anh+kiuoRCHyLDyJy5sG/WD+AZQd3XF+axKJPadu68HRKNI/BnjXcitTQchQbzWCFLFq
L6XLNoIQOHgRx90zAAAAFQDHCYGMc37 1 7pk7Ty3tMPS02s6RXWAAAT EAgQ 1aQCeFOXHS68pMuadOx8YUXrZWUGEzN
/0rpbsTV75MTPoS0cJPFKYDNNdAkkrovVnsZJiW8T6UIL i LFs3ThbdABMs5xsCAhcJGscXth15HHbB+y6 IMXwb2B
cdQey4P i EMA8ybMugQVhwhYhxz1tqsAo9LFYXafOJRIxjMmwnu8AAACAQZEs400SvN IVFngxwvA7PVOVEA89tKNni
/T6GDBVWY9Z2Q499pAqUBtYcqQea8T4zB Inxx2eF31LaZJr 1vAS205zXxSzQoU9190kakdMdas 1 JQLWYGyepFc3s
Twml FIQeweUwLVAPaOesKaCERjxg+edmaYWIAvySGT4cONIIxLo=

—-——- END SSH2 PUBLIC KEY ----

# UL OpenSSH & U R BRI L FR A H DSA 258X 1) FHLAH

<Sysname> system-view

[Sysname] public-key local export dsa openssh

ssh-dss
AAAAB3NzaC1kc3MAAACBANAXJ i XFhMRMIR8YvZbI8GHE8SKQj9/5radWzT09yzhSg06UiL+CM70Zb5sJ1hUiJ3B7b
0T7IsnTan3W6Jsy5h312Anh+kiuoRCHyLDyJy5sG/WD+AZQd3XF+axKJPadu68HRKNI/BnjXcitTQchQbzWCFLFq
L6XLNoIQOHgRx90zAAAAFQDHCYGMc37 1 7pk7Ty3tMPSO02s6RXWAAAIEAg 1aQCeFOXHS68pMuadOx8YUXrZWUGEzN
/0rpbsTV75MTPoSOcJPFKYDNNdAKkrOVNsZJ1iWw8T6U I LiLFs3ThbdABMs5xsCAhcJGscXth15HHbB+y6 IMXwb2B
cdQey4P i EMA8ybMugQVhwhYhxz1tqsAo9LFYXafOJR IxjMmwnu8AAACAQZESs400SVNIVFngxwvA7PVOVEA89tKNi
/T6GDBVWY9Z2Q499pAqUBtYcqQea8T4zBInxx2eF31Lazdr 1vAS205zXxSzQoU9190kakdMdas 1 JOLWYGyepFc3s
Twml FIQeweUwLVAPaOesKaCERjxg+edmaYWIAvySGT4cONJIxLo= dsa-key
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# UL OpenSSH # S HI 4 ¥k A dsal A DSA ZEA (1 EHL AT, SCiE4 4 dsal.pub.

<Sysname> system-view

[Sysname] public-key local export dsa name dsal openssh dsal.pub
# L SSH2.0 #% X /R 4K N dsal AL DSA B85t 1 EHL A
<Sysname> system-view

[Sysname] public-key local export dsa name dsal ssh2

-—-- BEGIN SSH2 PUBLIC KEY ----

Comment: "dsa-key-2011/05/12"

AAAAB3NzaC1kc3MAAACBANAXJ i XFhMRMIR8YvVZbI8GHE8KQJ9/5radWzT09yzhSg06Ui L+CM70Zb5sJ1hUiJ3B7b
0T71snTan3W6Jsy5h312Anh+kiuoRCHyLDyJy5sG/WD+AZQd3XF+axKIPadu68HRKNI/BnjXcitTQchQbzWCFLFq
L6XLNoIQOHgRx90zAAAAFQDHCYGMc37 1 7pk7Ty3tMPS02s6RXWAAAIEAg 1aQCeFOXHS68pMuadOx8YUXrZWUGEzN
/0rpbsTV75MTPoSOcJPFKYDNNdAKkroVnsZJ1iWw8T6U I LiLFs3ThbdABMs5xsCAhcJGscXthI15HHbB+y6 IMXwb2B
cdQey4P i EMA8ybMugQVhwhYhxz1tqsAo9LFYXafOJRIxjMmwnu8AAACBAKHKVs jaKtG7g7G98gGmtaboNkKOYEAK
Rdp+QDZxX0aPdmVeEU1GC3ES9XFD7g 1K70pb+tB7dA+8scZNqKK85hkoNCFEXux3088NEYZu Il latZRHOkm+DdpZ7
CrcV+Ft7UUVvBFOFV3W4HOX/LO1dJ5sX+qBAD4AWCpSX00rZEF4+dqg

--—— END SSH2 PUBLIC KEY ----

# L OpenSSH # R /R A FRA dsal (A DSA 87X 1) B A .
<Sysname> system-view

[Sysname] public-key local export dsa name dsal openssh

ssh-dss
AAAAB3NzaC1kc3MAAACBANAXJ I XFhMRMIR8YvZb I8GHE8BKQJ9/5radWzT09yzhSg06UiL+CM70Zb5sJ1hUiJ3B7b
O0T71snTan3W6Jsy5h312Anh+kiuoRCHyLDyJy5sG/WD+AZQd3XF+axKIPadu68HRKNI/BnjXcitTQchQbzWCFLFqg
L6XLNoIQOHgRx90zAAAAFQDHCYGMc37 1 7pk7Ty3tMPS02s6RXWAAAIEAg 1aQCeFOXHS68pMuadOx8YUXrZWUGEzN
/0rpbsTV75MTP0SOcIPFKYDNNdAKkrovVnsZJ 1 iW8T6U I LiLFs3ThbdABMs5xsCAhcJGscXth I5HHbB+y6 IMXwb2B
cdQey4P i EMA8ybMugQVhwhYhxz1tqsAo9LFYXafOJRIxjMmwnu8AAACBAKHKVs jaKtG7g7G98qGmtaboNkKOYEAK
Rdp+QDZxX0aPdmVeEU1GC3ESOXFD7g1K70pb+tB7dA+8scZNgKK85hkoNCFEXux3088NEYZul 1atZRHOkm+DdpZ7
CrcV+ft7UUVBFOFV3W4HOX/LO1dJ5sX+qBADAWCpSX00rZEF4+dq dsa-key

(X< ]
. public-key local create
. public-key peer import sshkey

1.1.7 public-key local export ecdsa

public-key local export ecdsa 74 H RIRIETE €M B /RAH ECDSA EHLAHEK L
T H B8 E

public-key local export ecdsa [ name key-keyname ] { openssh | ssh2 }
[ filename ]

[#E]
RG]
[RERFAE]

network-admin
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name key-name: B ok S HIEEAN ECDSA XTI EN A . key-name FA R Z LX)

YR, R L~6ANTFRITRR, AXGKNE, FRGHa S TR 7Kk “-7. WA

EARSE, W ERES HERALFR A ECDSA 95 EHLA .

openssh: FEHLAHK K OpenSSH.

ssh2: EHL APy SSH2.0.

filename: 8 7E 718 F H AR SCHI AR, AX 3 KANE, BUEAEEA “hostkey ”. “serverkey ™.

“dsakey”. “ecdsakey”, AReaFN “.”, FHHE—NFEFFARN 17, AReOSFERE “07 A

“CI R KERUATEEDN 1~128. A MEAINH, ES I BRI ER S P CUER

GUEI”. MAANREASE, MR SR A ECDSA EHLAH.

[ERES

I LU ERAE, R A S TN 77 2O A =LA R DR A7 Bz o 1 45 F

(1) DU E 3 A IR B SO

o A AT public-key local export fird BT ek R ERAMEHAY (i
T AR E Filename 240, FIE IR 67 20R R 10 =LA B RAE RS0

o {EAME A EIAT public-key local export iR % R A EH A S 5
EXE (BUTaAITIEE Filename 280 o TEEENL, REEKEENAP S HEI TR
%1% pkey H LA K pkey HI¥ H%H

(2) BPrRARRRE SOl FTP ) it fI el TRTP AL 2T E L. A% FTP M TFTP ()
PR IEZ W “ B ESR T P “FTP M TFTP”

() fEmui ML E, 4T public-key peer import sshkey #ird-¥ EHLAPEIE I AN,

SSH2.0 I OpenSSH & PR A RIS B AKX, 7 75 BRI 25 45 o SCRe IR i 2 A% =X,

KRR T I EHLA R

Har, RS MRy secp256rl ff) ECDSA EHLAH,

[2451]
# Ll OpenSSH %03 Hi A ECDSA LA, 173 H AR S48 key.pub.

<Sysname> system-view

[Sysname] public-key local export ecdsa openssh key.pub
# Ll SSH2.0 #% B n A3 ECDSA EHL A

<Sysname> system-view

[Sysname] public-key local export ecdsa ssh2

-——- BEGIN SSH2 PUBLIC KEY ----

Comment: "ecdsa-sha2-nistp256-2014/07/06""

AAAAE2VjZHNhLXNoYT1tbmlzdHAYNTYAAAATbmIzdHAYNTYAAABBBBREWS tkARpbV+sYArt/xcW+UJEAevx70ckT
tTLPBiLP5bWkSdKbvo+30oHRulyZgmNT IcxuBjuBap+pHc919C58=

-——- END SSH2 PUBLIC KEY —----

# UL OpenSSH Ui/ A ECDSA EHLAH.
<Sysname> system-view

[Sysname] public-key local export ecdsa openssh

ecdsa-sha2-nistp256
AAAAE2VjZHNhLXNoYT 1 tbmlzdHAYNTYAAAATbmIzdHAYNTYAAABBBBREWS tkARpbV+sYArt/xcW+UJEAevx70ckT
tTLPBiLP5bWkSdKbvo+30oHRulyZgmNT IcxuBjuBap+pHc919C58=
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ecdsa-key

[HAxw<]
public-key local create
public-key peer import sshkey

1.1.8 public-key local export rsa

public-key local export rsa g4 R TR @ 1% B R A H RSA EHLAHERE H T H 2
a0 A

[#4]
public-key local export rsa [ name key-name ] { openssh | sshl | ssh2 }
[ Filename ]

[#LE ]
RG]
[REFAFBE]

network-admin
[&2%]

name key-name: EIRELTHITEE AR RSA ZHX TN A . key-name HAH X ) 44

PR, N 1~64 NERFNTRFE, AXGKRANG, FREFE RIS TRE ek <7 mRAEE

AZH, NSRS HERAL TR AL RSA B85 1 EHLAE -

openssh: EHLAHAK A OpenSSH.

sshl: FHLAHKE AN SSHL.5.

ssh2: EHLAPA T SSH2.0.

filename: 18E /-3 H AHRI SR B, AX KNG, BUEAFEN “hostkey ”. “ serverkey ”.

“dsakey”. “ecdsakey”, AReaFN “.7, FHE—NFRARA 17, ARGASTFRH “07 A

“CI7e S AKERUEIEEDY 1~128. CHFAMTEANAE, ES I R ER S B SR

GUEM”. MAANREASE, MR TSR RSA EHLAH.

[FRES

I PAUN R, SR A SO SN 5 SO AR 1) E LA SR AT B v B b

(1) U TR S R AR RS

o {EARMK EHAT public-key local export fird#Eig N ERAH N A (G
T AR ATEE Filename 240 , FRIE IR H1 77 20 B 1 ENLABHIRAE RS0

o AL AT public-key local export 4% B g etk R0 A H FHL AP S H 3
e (BATa S IR Filename 280D . FEEENRE, NREKFIAH S H B TAE
%1% pkey H LA A pkey HI¥-H % H

(2) CRFTSARHAE R FTP B 3t il # el TFTP _EA% 2izin EHL. 4K FTP A TFTP [
FRAE TGS W “HatRcEIR S TR “FTP M1 TFTP”

(3) et FEHL L, AT public-key peer import sshkey 44 EHLASRAE R A H
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SSH1.5. SSH2.0 11 OpenSSH & =M ARSI APk 3, F P 75 ZERRAE AR 55 25 i SR IO o 28
P, SRS N AP .

(25451 ]
# LL OpenSSH 4% 305t BRIA A4 BRI A Hs RSA 25 B0 19 LA BH, 77655 HH A AR SCAF 44 4 key.pub.

<Sysname> system-view

[Sysname] public-key local export rsa openssh key.pub

# LA SSH2.0 #& R /R BN PRI A H RSA B0 1 EHL A8 -
<Sysname> system-view

[Sysname] public-key local export rsa ssh2

-——- BEGIN SSH2 PUBLIC KEY ----

Comment: "rsa-key-2011/05/12"

AAAAB3NzaClyc2EAAAADAQABAAAAGQDapKr+/gTCyWZyabuCJuJ jMeMPQaj /K ixzOCCAI+hDMmEGMrSTddqg/bYcb
gM7Bui t1AgB3x0dFyTP185DcCznTW4goPXAKFjuzCbGFj4chakSr+/aj1k3rM+X0OvyvPJi IneKJghPTOxdv4tlas
+mLNToYOd ImbwS2kwE71rgglCQ==

—-——- END SSH2 PUBLIC KEY ----

# L\ OpenSSH # :UR /R ERA PRI A RSA B0 EAL A9 .
<Sysname> system-view

[Sysname] public-key local export rsa openssh

ssh-rsa

AAAAB3NzaClyc2EAAAADAQABAAAAgQDapKr+/gTCyWZyabuCJuJdjMeMPQaj /kixzOCCAI+hDMmEGMrSfddqg/bYcb
gM7Buit1AgB3x0dFyTP185DcCznTW4goPXAKFjuzCbGTj4chakSr+/aj1k3rM+X0OvyvPJi IneKJghPTOxdv4tlas
+mLNIoYOd ImbwS2kwE71rgglCQ== rsa-key

# LL OpenSSH #& 05 445N rsal A RSA S5 1K EALAE, U4 N rsal.pub.

<Sysname> system-view

[Sysname] public-key local export rsa name rsal openssh rsal.pub
# L SSH2.0 #% U R 4 FCN rsal A HL RSA Z 8 x Il ML A
<Sysname> system-view

[Sysname] public-key local export rsa name rsal ssh2

-—-- BEGIN SSH2 PUBLIC KEY ----

Comment: "'rsa-key-2011/05/12"

AAAAB3NzaClyc2EAAAADAQABAAAAGQDeVEbYFI93xHUJucIWgRc1r8thzQ9ISVprC16ATZeDYyR1J00TBQ8XY+q20
1goagn5YDyUC8ZJIvUh IyMOHeORpKAVXD3XncTp4XG66h3rTHHa7Xmm7F1GDY 1FOn05t8mCLVaupbfCzP8ba8UkrU
mMO4TUvW6zavASLYXEIATQVOKQ==

———- END SSH2 PUBLIC KEY ----

# Ll OpenSSH ¥ ER 4 RN rsal B4 HE RSA BB EHLAE .
<Sysname> system-view

[Sysname] public-key local export rsa name rsal openssh

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAAAGQDevEbYFI93xHUJucIWgRc1r8fhzQ9lSVprC16ATZeDYyR1J00FBQ8XY+q20
1goagn5YDyUC8ZJvUh 1yMOHeORpkAVXD3XncTp4XG66h3rTHHa7Xmm7f1GDY 1FONn05t8mCLVaupbfCzP8ba8UkrU
mMO4fUvIW6zavASLYxtIATQVvOKQ== rsa-key

[HAx®<]
. public-key local create

. public-key peer import sshkey
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1.1.9 public-key peer

public-key peer fir 4 HIk4E € i EHLA LR, FRENAPIE. 0 R48 € it FALA
RO AAE, WHEEEE N ZAHNA.
undo public-key peer 4 HIRMIER$E 2 #iZim EHL AP .
[6<]
public-key peer keyname
undo public-key peer keyname
[BREFR]
AL EHLA P .
[#LE]
YLK
[RERFPAE]
network-admin
[£%]
keyname: iz EHLAHK AR, N 1~64 NFEFAFREH, KXo KNE,
[ERES
BEANNRE S, AT U AN A HEE . M A A HEIEN, SR80 DU Sk, ta] L]
RTINS . DRAF A PIEEI, I B A% A0 B 2275
i T A E 77 A i LA, H R E SRS SRIBOR s i B SR A,
HAEAR I L AT DU #R1E
(1) PITAAT L HEN LKL
(2) EAHMKE, F LAy FEIRAH.
(3) #4T peer-public-keyend fir%, RAFFIARIEH EHLAT, FENAHILELR [HIF] RGN
K.
BN AR A0 L E AR U ER . 83 display public-key local public 4 &
ZN:OFNETNDR(EVSE I NIFAEE €/
€37)!
# HEE LAY TR keyl, FEHENABINLAL.
<Sysname> system-view
[Sysname] public-key peer keyl

Enter public key view. Return to system view with "peer-public-key end" command.
[Sysname-pkey-public-key-keyl]

CEES D |
. display public-key local public
. display public-key peer
. peer-public-key end
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1.1.10 public-key peer import sshkey

public-key peer import sshkey 4 HRELE M A A T IT b EHLFIAH.
undo public-key peer 74 FRMIBRE & iz ELAH .

[<]
public-key peer keyname import sshkey filename
undo public-key peer keyname

[BREFR]
AFELEZ G EHLAH.

[#RE]
ARG

[RREFAFARE]
network-admin

[&%]
keyname: i EHLAHMARR, N 1~64 NMEFRIFRH, X KNE.
filename: i@ R ALNHALTER X4, AXGRANE, BUEAREA “hostkey”. “serverkey”.
“dsakey”. “ecdsakey”, AREEFEA “.7, FHHE-DFRARN 17 AREUETRES “07 A
“CIT K FEBUATI DN 1~128. AR, ES W, BRI ER T P R
GUEHL”,

[EHES
PATA GG, RGN E AP A AT e, KN PKCS FrifEgmidig X,
IRz i AL A B ORAT B A 4%
A NG s ELE A PIRT, 75 2 i EAUR AR B A, IR A ST
ARG Biltn, 7Ezin BNl BT public-key local export @y B AHS HFI A
BSCpE, IRE FTP 8 TRETP, B3k U7 30K 12 A4 U R A7 B AR b 15 45
HAT, #& APy SSH1.5. SSH2.0 1 OpenSSH.

(=411
# Ie B AT key.pub 3 Nz EHLHI AT, AP key2.

<Sysname> system-view
[Sysname] public-key peer key2 import sshkey key.pub

[HAxw<]
. display public-key peer
. public-key local export dsa
. public-key local export ecdsa
. public-key local export rsa
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