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1 IPsec

X i
uégﬁfmwﬁﬁ$ﬁ AR B EAIRE T 5 A P AL, Bk £ B LA AR

. AR AT AR M ¢ license FR S MK BT R A S B RRA, LI vl i Ep R AR N 6
license HFH4B 4 5 5B PR A IR S B A 1K 58 R

1.1 IPsecEtE @4
1.1.1 ah authentication-algorithm

ah authentication-algorithm 74 H KA E AH PR BCR A AE R % .
undo ah authentication-algorithm @4 Rk & A 150 .
[4<]
ah authentication-algorithm {aes-xcbc-mac | md5 | shal | sha256 | sha384 |
shab12 | sm3}*
undo ah authentication-algorithm
[BREFR]
AH PSR R AR IR S o
[#LE ]
IPsec 4 F2 AL K
[RREAFARE]
network-admin
[£%]
aes-xcbc-mac: Xl HMAC-AES-XCBC-96 A E5H 2, B4 KF 128 HkE . ASHUEH T IKEv2
P o
md5: R HMAC-MD5-96 WiESi%, #HYIHKIT 128 Lo,
shal: XH HMAC-SHA1-96 iAIES%, HHIKE 160 L.
sha256: XM HMAC-SHA-256 WiiF 5%, KT 256 L.
sha384: XH HMAC-SHA-384 i\IEH %, #HK S 384 LUK,
sha512: KM HMAC-SHA-512 INIEH %, ZPK A 512 L,
sm3: KM HMAC-SM3-96 WL L, #PIKSE 256 Lhkr. AZHIUEH T IKEVL 7.
[ERES
B IPsec 2R W AT LIFL B 2> AH AIERE, HAR RSN BT -
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XFFTIT R IKEVL B 1R IKE B30 P 77 U1 IPsec %450, IPsec %4
FC B 15 62 ) AH AIESIEA R N BRIERRIIEE ST, IPsec FEIE, FEIE PSR € 1) IPsec 241X
LB AH MESRIA T 28

[ 25411
# e E IPsec 22 & BCR A HI AH IESR A HMAC-SHAL 532, 8K BN 160 ks

<Sysname> system-view
[Sysname] ipsec transform-set tranl

[Sysname-ipsec-transform-set-tranl] ah authentication-algorithm shal

1.1.2 description

description 4 H KL E IPsec % 4 Mg /IPsec % 4 SR AR A (S 2
undo description 4 H Rk Z B
[%<]
description text
undo description
[BRETER]
TR S
[#E]
IPsec 724> S ug AL K]
IPsec %4 SIS AL &
[(BrERFPAeE]
network-admin
[&#]
text: IPsec %2 HNg/IPsec %4 ISR IR E S, J1~80 MFERHFHFHRH, X RhE.
[ERES
HRGHAFAEZ S IPsec %45 MG/ IPsec 22 4 SIS AN, AT 3 i e B AH B2 5 8 15 B oRA X 7
ANTR] PR 22 4 SRS o
[=41]
#ELE SN 11 IPsec 22451 policyl (445 84 CenterToA.

<Sysname> system-view
[Sysname] ipsec policy policyl 1 isakmp
[Sysname-ipsec-policy-isakmp-policyl-1] description CenterToA

1.1.3 display ipsec { ipv6-policy | policy }

display ipsec {ipv6-policy | policy }ind HKER IPsec %4 g 15 H .

[#<]

display ipsec { ipv6-policy | policy } [ policy-name [ seq-number ] ]
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(4]
EEMA
[RERFAE]

network-admin
network-operator
[5%#]
ipv6-policy: 7R IPV6 IPsec %4 5% 111E
policy: 7R IPv4 IPsec %45 HIME B
policy-name: IPsec ZA KSR, N 1~63 NEFFIFRH, AX4 KNG,
seq-number: IPsec %4 HIKR BT 5, HUETEHE N 1~65535.
[ERES
WERARERMSE, MWERIA IPsec 224 50g 115 &
W e E T policy-name Al seq-number, & R$EE M IPsec %2 & RIERIAIME S WR4s e
7 policy-name ¥ AT E seq-number, NERFTH ZFRAHFIR IPsec ¢4 HRERIUTIE L

[ =451
# NPT IPv4 IPsec 24 565 0% HE B .

<Sysname> display ipsec policy

Sequence number: 1
Mode: Manual
The policy configuration is incomplete:
ACL not specified
Incomplete transform-set configuration
Description: This is my first IPv4 manual policy
Security data flow:
Remote address: 2.5.2.1
Transform set: transform

Inbound AH setting:
AH SPI: 1200 (0x000004b0)
AH string-key: ******
AH authentication hex key:

Inbound ESP setting:
ESP SPI: 1400 (0x00000578)
ESP string-key:
ESP encryption hex key:
ESP authentication hex key:
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Outbound AH setting:
AH SPI1: 1300 (0x00000514)
AH string-key: ***x**

AH authentication hex key:

Outbound ESP setting:
ESP SPI: 1500 (0x000005dc)
ESP string-key: ******
ESP encryption hex key:
ESP authentication hex key:

Sequence number: 2
Mode: ISAKMP
The policy configuration is incomplete:
Remote-address not set
ACL not specified
Transform-set not set
Description: This is my Ffirst IPv4 Isakmp policy
Traffic Flow Confidentiality: Enabled
Security data flow:
Selector mode: standard
Local address:
Remote address:
Transform set:
IKE profile:
IKEv2 profile:
smart-link policy:
SA trigger mode: Auto
SA duration(time based): 3600 seconds
SA duration(traffic based): 1843200 kilobytes
SA soft-duration buffer(time based): 1000 seconds
SA soft-duration buffer(traffic based): 43200 kilobytes
SA idle time: 100 seconds
IPsec Policy: mycompletepolicy
Interface: LoopBack2

Sequence number: 1

Mode: Manual

Description: This is my complete policy
Security data flow: 3100

Remote address: 2.2.2.2
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Transform set: completetransform

Inbound AH setting:
AH SP1: 5000 (0x00001388)
AH string-key: ******

AH authentication hex key:

Inbound ESP setting:
ESP SPI: 7000 (0x00001b58)
ESP string-key: *****x*
ESP encryption hex key:
ESP authentication hex key:

Outbound AH setting:
AH SPI1: 6000 (0x00001770)
AH string-key: ***x**

AH authentication hex key:

Outbound ESP setting:
ESP SPI: 8000 (0x00001f40)
ESP string-key: **x**x*
ESP encryption hex key:
ESP authentication hex key:

Sequence number: 2

Mode: ISAKMP

Description: This is my complete policy

Traffic Flow Confidentiality: Enabled

Security data flow: 3200

Selector mode: standard

Local address:

Remote address: 5.3.6.9

Transform set: completetransform

IKE profile:

IKEv2 profile:

smart-link policy:

SA trigger mode: Auto

SA duration(time based): 3600 seconds

SA duration(traffic based): 1843200 kilobytes

SA soft-duration buffer(time based): 1000 seconds
SA soft-duration buffer(traffic based): 43200 kilobytes
SA idle time: 100 seconds

# WIRPTH IPV6 IPsec 224 SEIE I TELR{E B .

<Sysname> display ipsec ipv6-policy

IPsec Policy: mypolicy

1-5



Sequence number: 1

Mode: Manual

Description: This is my first IPv6 policy
Security data flow: 3600

Remote address: 1000::2

Transform set: mytransform

Inbound AH setting:
AH SPI: 1235 (0x000004d3)
AH string-key: ******

AH authentication hex key:

Inbound ESP setting:
ESP SPI: 1236 (0x000004d4)
ESP string-key: ******
ESP encryption hex key:
ESP authentication hex key:

Outbound AH setting:
AH SPI1: 1237 (0x000004d5)
AH string-key: ***x**

AH authentication hex key:

Outbound ESP setting:
ESP SPI: 1238 (0x000004d6)
ESP string-key: **x**x*
ESP encryption hex key:
ESP authentication hex key:

Sequence number: 2

Mode: ISAKMP

Description: This is my complete policy
Traffic Flow Confidentiality: Enabled
Security data flow: 3200

Selector mode: standard

Local address:

Remote address: 1000::2

Transform set: completetransform

IKE profile:

IKEv2 profile:

smart-link policy:

SA trigger mode: Auto
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SA duration(time based): 3600 seconds

SA duration(traffic based): 1843200 kilobytes

SA soft-duration buffer(time based): 1000 seconds

SA soft-duration buffer(traffic based): 43200 kilobytes
SA idle time: 100 seconds

#*1-1 display ipsec { ipv6-policy | policy }% 4 ER{EEH#AE

FE Ei::3u
IPsec Policy IPsecZ 4: HE g 1) 2 R
Interface R T IPsecZz 4 HENg 45 1 44 FR
Sequence number IPsec 4 H g X W I T 5

IPsecz 4 5 K F i B 75 =X
e Mannul: FLFR

° ISAKMP: IKE #3577 =
e Template: HEHEHIMR 73

Mode

IPseciz & SR ISAC E A TEEE, 7T Re Y SR A 45

e ACLAEE

o IPsec “AIRUCAALE

o ACLH&H permit N

e IPsec AL E A EE

o IPsec kit 1P Mk kg e

e IPsec SA (1] SPI %t 5 IPsec %42 5 Mg If) SPI A1 AL

The policy configuration is incomplete

fic
Description IPsecz 4 5l (1 iid (5 B
Traffic Flow Confidentiality TFC (Traffic Flow Confidentiality) 378 Zh & B IR A&
Security data flow IPsec %4 50 5] H [ ACL

IPsec 4 FRBE AR R AR 3 7 =X
e standard: ARiET
e aggregation: EWEHT

e per-host: FHLH

Selector mode

Local address IPsech&i& i) A s 1P (AUKE B 77 i IPsec s 42 5Emg R AE1E)
Remote address IPsech& & X v IPH bk 5 ML 44
Transform set IPsecz 4 5 5| F (¥ IPsecz A4 1L IF 44 7R
IKE profile IPsec% 4 5% & 5| H IIKE Profilef] 4 F1
IKEv2 profile IPsec% 4 5% & 51 H IIKEv2 Profileft] £ F1
smart-link policy CEARLER) 2 BEIE B Seng
filt % £ T IPsec SARIRES, fUiE:
SA trigger mode e Auto: H3hfilkEEN

e  Traffic-based: i filt &K=
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FE

P

SA duration(time based)

S THS (R ) IPsec SAHAEIT ], AL AR

SA duration(traffic based)

ST iR IPsec SAZELFIF ], PN T4

SA soft-duration buffer(time based)

IPsec SAFHIS &y 8], FAAFD, RECER BN “--7

SA soft-duration buffer(traffic based)

IPsec SABGHEIT MR E, BANT T, REENERN “--7

SA idle time

IPsec SAMZEINAN BT E], BACAFY, RECER BRA “--7

Inbound AH setting

N7 181K F B AH BB AR G 15

Outbound AH setting

H 77 1) R T B AH PSR AR SR 5 L

AH SPI

AHPM ISP

AH string-key

AHP ) FRFRB S, HECE, WER I x>, HER
NE

AH authentication hex key

AHBRCHI RIS, ARCE, WS A rxx, BIEIRN

%

Inbound ESP setting

N7 18R I ESPHMSUIFI AR G 15 &

Outbound ESP setting

H 77 1R I ESPHMURIAH DG B B

ESP SPI

ESPMYIISPI

ESP string-key

ESPUMX A FAF MM # ], HECE, WERA*ss**, HIE
ZIVSk

ESP encryption hex key

ESPHMX I/ NEERIINE 8, HRCE, R rrrrr>, Kl

— Ny
BoR A

ESP authentication hex key

ESPILHI TS #ERIVIER B, AHCE, WER A rxx*, B

— e
BRI

[(HEXH<]

. ipsec { ipv6-policy | policy }

1.1.4 display ipsec { ipv6-policy-template | policy-template }

display ipsec { ipv6-policy-template | policy-template }#r4 K E7R IPsec %4

SRS AR (15 12

[a<]

display ipsec { ipv6-policy-template | policy-template } [ template-name

[ seg-number ] ]
[#LE ]

R
[RERFPAE]

network-admin

network-operator
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[&#1]
ipv6-policy-template: ZJx IPV6 IPsec %4 MR 115 -
policy-template: 7R IPv4 IPsec %4 SIS 115 B .
template-name: fR/€ IPsec % HFISHEIRIM LR, N 1~63 M ERHFFIHR, AX 3 RNE,
seg-number: F57E IPsec ¢4 RSB R AT 5, HUEIEHE N 1~65535.

[FRES
WRATREEFSE, WERTA IPsec 224 EBGBAR IS S .
WR4EE | template-name 1 seq-number, NER$5ER IPsec 24 HER AR IUIIE L ;
WHRfEE 7 template-name M AT seq-number, WE/RFTE LFAHIER IPsec %24 5%
BAR R I 2.

[=451]
# RoRATA IPVA IPsec %4 SIS AR 115 B .

<Sysname> display ipsec policy-template

Description: This is policy template

Traffic Flow Confidentiality: Disabled

Security data flow :

Selector mode: standard

Local address:

IKE profile:

IKEv2 profile:

Remote address: 162.105.10.2

Transform set: testprop

IPsec SA local duration(time based): 3600 seconds
IPsec SA local duration(traffic based): 1843200 kilobytes
SA idle time: 100 seconds

# IR IPV6 IPsec 24 Mg R 115 B .

<Sysname> display ipsec ipv6-policy-template

Description: This is policy template

Traffic Flow Confidentiality: Disabled
Security data flow :
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Selector mode: standard

Local address:

IKE profile:

IKEv2 profile:

Remote address: 200::1

Transform set: testprop

IPsec SA local duration(time based): 3600 seconds

IPsec SA local duration(traffic based): 1843200 kilobytes
SA idle time: 100 seconds

#<1-2 display ipsec { ipv6-policy-template | policy-template }& 4 R~ 1E SRR

FE iR
IPsec Policy Template IPsec: 4 HE Mg AEAR 44 FR
Sequence number IPsec 4 SR AR K IN 17 5
Description IPsec 4 S mE AR I I8 (5 2.
Traffic Flow Confidentiality TFC (Traffic Flow Confidentiality) Y78 IhAE T LIRS
Security data flow IPsecZ 4= S B 51 H IACL

IPsecZz 4 HEmg B 1) B i R4 7 20
e standard: #rifEJTI

e aggregation: &R

e per-host: EHLT

Selector mode

Local address IPsech&iHE i A i P ik
IKE profile IPsec % 4= SRIE AR 5| F 11KE Profile & 7
IKEv2 profile IPsecZ 4 5% 5] FH IFIIKEV2 Profileft) £ &
Remote address IPsecl& & %] i Pk
Transform set IPsec 4= SRS AR 5| I 1 22 23R A 44 B

IPsec SA local duration(time based) | 2T i [AIffjIPsec SAZEAFHT A, A AFD

IPsec SA local duration(traffic based) | 3T & HIPsec SAAETERTE], L NT 75

SAidle time IPsec SAR)Z RN I (8], PALFY, RECENBRA “--7
(X<

. ipsec {ipv6-policy | policy } isakmp template
1.1.5 display ipsec sa

display ipsec sa 4 HKE7~ IPsec SA [ AE B .

[a4<]
display ipsec sa [ brief | count | interface interface-type interface-number
| { ipv6-policy | policy } policy-name [ seg-number ] | remote [ ipv6 ]
ip-address ]
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[#RE ]
EEALE
[REAFPAE]
network-admin
network-operator
[5%#]
brief: Z/RFTHK IPsec SA [ Z45 E,
count: 7% IPsec SA I
interface interface-type interface-number: Z R #55E# 0 R IPsec SA VRIS B .
interface-type interface-number F/#ZORMAEORS .
ipv6-policy: E/RHEE IPV6 IPsec %4 RIS B 1) IPsec SA fITELIME S .
policy: WoxHITERE IPv4 IPsec %45 E A1) IPsec SA FITELNE E .
policy-name: IPsec ZARKISIIARK, N 1~63 NMEMFMFRH, ARy KNG,
seg-number: IPsec %4 %I TS5, HUETEE Y 1~65535,
remote ip-address: R4 EX i IP HibkF) IPsec SA FIFEIE R
ipv6: ToRTEE IPV6 Xfimitihl i) IPsec SA IHE4I(EE . BABEASH, NFRRERTEE IPv4
Xtttk ) IPsec SA HITELIME 2 .

[ERES
MR EEMSE, WERA IPsec SA FITEANEE
(2611

# o) IPsec SA MIfi B 5 A,
<Sysname> display ipsec sa brief

Interface/Global Dst Address SP1 Protocol Status
VIan100 10.1.1.1 400 ESP Active
VIan100 255.255.255.255 4294967295 ESP Active
VIan100 100::1/64 500 AH Active
Global - 600 ESP Active
#1-3 display ipsec sa brief 664 R ~{E AL
T £

Interface/Global IPsec SAE TR N4 (&FIPsec SAHIPsec LA (AL

Dst Address IPsecl% i % v [FT1P kit

SPI IPsec SAFISPI

Protocol IPsec K 2 & Pl

IPsec SAKIIRZS: £ (Active) . % (Standby)
Status o ZHIB/MIMET, BUEN Active Fon 1. BUE N Standby %74 H
o HHLEITHIETF, UM Active, F/r SA KT ATHIRE
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# LR IPsec SA [N 5.
<Sysname> display ipsec sa count
Total IPsec SAs count: 4

# SR IPsec SA [FVE4H(E B .

<Sysname> display ipsec sa

IPsec policy: r2
Sequence number: 1
Mode: ISAKMP
Tunnel id: 3
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VRF: vpl
Extended Sequence Numbers enable: Y
Traffic Flow Confidentiality enable: N
Path MTU: 1443
Tunnel :
local address: 2.2.2.2
remote address: 1.1.1.2
Flow:

sour addr: 192.168.2.0/255.255.255.0 port: O protocol:
dest addr: 192.168.1.0/255.255.255.0 port: O protocol:

[Inbound ESP SAs]
SPI1: 3564837569 (0Oxd47blacl)
Connection I1D: 90194313219
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1l
SA duration (Kkilobytes/sec): 4294967295/604800
SA remaining duration (kilobytes/sec): 1843200/2686
Max received sequence-number: 5
Anti-replay check enable: Y
Anti-replay window size: 32
UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP SAs]
SP1: 801701189 (0x2fc8fd45)
Connection 1D: 64424509441
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1l
SA duration (Kkilobytes/sec): 4294967295/604800
SA remaining duration (kilobytes/sec): 1843200/2686
Max sent sequence-number: 6
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UDP encapsulation used for NAT traversal: N

Status: Active

#1-4 display ipsec sa @< B {52k TR

Interface

IPsec SAFTLE I

IPsec policy

K H [FIPsec 2 4x g 4

Sequence number

IPsec 4 4= S mE R W 7=

IPsec 4= 5l K i s 77 20
e Mannul: FLHR

Mode .
. ISAKMP: IKE #3577 20
e  Template: IKE #4z 73{
Tunnel id IPsecfEiEMID 5

Encapsulation mode

KA B SCE 20, AP &% (ransport) FIB%E (tunnel)
T

Perfect Forward Secrecy

URIPsec: 4x S &S P I A F 52 36 (AT 7 204 (PFS) ¢,
A A

e 768-bit Diffie-Hellman 41 (dh-groupl)

e 1024-bit Diffie-Hellman 21 (dh-group2)

e  1536-bit Diffie-Hellman 41 (dh-group5)

e 2048-bit Diffie-Hellman 41 (dh-group14)

e 2048-bit fl 256_bit ¥ #f Diffie-Hellman 41 (dh-group24>
e  256-bit ECP %5 Diffie-Hellman 41 (dh-group19)

e  384-bit ECP ##i3X Diffie-Hellman 41 (dh-group20)

Extended Sequence Numbers enable

ESN (Extended Sequence Number, ¥ JEF515) Dhik2 S

Traffic Flow Confidentiality enable

TFC (Traffic Flow Confidentiality) E7EIhEE 2 &I B

Path MTU

IPsec SAKEAEMTUE

Tunnel

IPsec & i i ik 5 2

local address

IPsecli%iE [t A v IPH 1k

remote address

IPsech iE it X v I P 1

Flow SRS B S
sour addr R IR IP ML
dest addr AR H FIP L
port Uiy 145

PR, BUE ALY
protocol o ip: IPv4 MY

o ipv6: IPV6 Pl

Inbound ESP SAs

ANT7 A IESPHMXTIIPsec SAfE S
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FE iU
Outbound ESP SAs 7 [ FESP MY IPsec SA(E R
Inbound AH SAs AJ7 TR AR BRI F IPsec SAE B
Outbound AH SAs 7 A I AHPRL IPsec SA(E R
SPI IPsec SAFSPI
Connection ID IPsec SAHRIR
Transform set IPsecZ &R IR H 2 e il B B ik
SA duration (kilobytes/sec) IPsec SAHAFIT ], BALN T EET
SA remaining duration (kilobytes/sec) FIARMIPsec SAHEAERFIA], HA YT FHEE
Max received sequence-number A7 B R SR K7 515
Max sent sequence-number H 7 R IE R SRR T B
Anti-replay check enable PrE BN TR I B
Anti-replay window size B E R 1 T
UDP encapsulation used for NAT traversal | ttIPsec SAJ 751§ FINAT 5t ) g

IPsec SAFIRZ:
Status o THUEMIBT, WA Active R LM MEA Standby
T &M
o HHUSITHET, BUEACH Active, Fox SA TR APRA
No duration limit for this SA F T EEEMIPsec SATLAAFH ]
[HEXd&H<]

. ipsec sa global-duration

. reset ipsec sa
1.1.6 display ipsec statistics

display ipsec statistics 4 HKE/R IPsec HE LS THE E..
(<]

display ipsec statistics [ tunnel-id tunnel-id ]
[#LE ]

FEEME
[RERFAE]

network-admin

network-operator
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[&%]
tunnel-id tunnel-id: E/R1EE IPsec BBEAH G115 E. HA, tunnel-id HNEE
K 1D 5, HUEEE N 0~4294967295. @it display ipsec tunnel brief nJU & EF| &
NI IPsec BEIE ID 5.

[ERES
WMEANR AT ZE, WER IPsec A F I FTA IR MG IHE B
(2611

# LR FITA IPsec AF R XA IHE R

<Sysname> display ipsec statistics
IPsec packet statistics:
Received/sent packets: 47/64
Received/sent bytes: 3948/5208
Dropped packets (received/sent): 0/45

Dropped packets statistics
No available SA: 0O
Wrong SA: O
Invalid length: O
Authentication failure: 0O
Encapsulation failure: 0
Decapsulation failure: 0O
Replayed packets: 0O
ACL check failure: 45
MTU check failure: O
Loopback limit exceeded: O
Crypto speed limit exceeded: O
# W ID A 11 IPsec BEiE AN (4R S 4 THE B .
<Sysname> display ipsec statistics tunnel-id 1
IPsec packet statistics:
Received/sent packets: 5124/8231
Received/sent bytes: 52348/64356
Dropped packets (received/sent): 0/0

Dropped packets statistics
No available SA: 0O
Wrong SA: O
Invalid length: O
Authentication failure: 0O
Encapsulation failure: 0O
Decapsulation failure: 0O
Replayed packets: O
ACL check failure: O
MTU check failure: O
Loopback limit exceeded: O
Crypto speed limit exceeded: O
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#%1-5 display ipsec statistics 54 R R {5 AT

FE i
IPsec packet statistics IPsecib BRIk & iHE B
Received/sent packets RS R IR )52 2 A R I EUE B 2 B
Received/sent bytes FR R IE )52 2 R I H
Dropped packets (received/sent) W& LR T2 R GRS E Gk
Dropped packets statistics LS A E R NN E 2V S
No available SA A IPsec SAT# % 77 A Ed tL i £ H
Wrong SA BoNIPsec SAHE iR M i & 7 M A s L 4 B
Invalid length P s B A A TE A T 4 25 5 O B L R B
Authentication failure PR A IE SR Ui 49 25 7 10 Al L (1 £
Encapsulation failure R S ot 25 2k W e 25 7 A s 0 ) 2 H
Decapsulation failure (K] A fife 25 R IO 48 25 7 B B0 B ) 0 B
Replayed packets SRy IR TR NI E g S|
ACL check failure PRI D9 AC LS 0 2 T T 48 25 55 ) 08 B 1 B H
MTU check failure PRI D MIT UG 00 2 AT 4 25 5 ) 25080 6 4 % H
Loopback limit exceeded BRI A A WL Ak 388 98 o e i PR o T e 25 7 100 080 6. ) 8 B
Crypto speed limit exceeded (] Ay o Sk P8 ) PR okl T 48 25 7 B B0 B ) B B

[(HEXH<]

. reset ipsec statistics
1.1.7 display ipsec transform-set

display ipsec transform-set g4 HKE7R IPsec %452 G E.
[4<]

display ipsec transform-set [ transform-set-name ]
[#LE ]

FEEME
[(RERFAE]

network-admin

network-operator
(%]
transform-set-name: 15 5€ IPsec %22 WM 4K, N 1~63 M ERFHITFIR, AX 3 RAINE,
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(ERES
WRBATHRE IPsec AITRWIAHK, WERITA IPsec %R IIER .
(254511

# WoRTA IPsec A2 UMME B
<Sysname> display ipsec transform-set
IPsec transform set: mytransform

State: incomplete

Encapsulation mode: tunnel

ESN: Enabled

PFS:

Transform: ESP

IPsec transform set: completeTransform
State: complete
Encapsulation mode: transport
ESN: Enabled
PFS:
Transform: AH-ESP
AH protocol:
Integrity: SHAl
ESP protocol:
Integrity: SHAl
Encryption: AES-CBC-128

#1-6 display ipsec transform-set 54 &R {5 A%

FE Ep%
IPsec transform set IPseczz A2 WL A FR
State IPseczt &R W IE 15 58

Encapsulation mode IPsec % &R VCR A RIE 0, BIGFM: 4 (transport) FIFEE (tunnel) 43X

ESN ESN (Extended Sequence Number, ¥"BF45) THEEKIIF S IRE

PFS (Perfect Forward Secrecy, S2EMIETRZAM) FHENEE, BUEEEH:
e 768-bit Diffie-Hellman 41 (dh-group1)

e 1024-bit Diffie-Hellman 41 (dh-group2)

e  1536-bit Diffie-Hellman 4 (dh-group5)

PFS
e 2048-bit Diffie-Hellman 41 (dh-group14)
e 2048-bit fll 256_bit T-#f Diffie-Hellman 41 (dh-group24>
e  256-bit ECP # 3 Diffie-Hellman 4 (dh-group19)
e  384-hit ECP #% Diffie-Hellman 41 (dh-group20)

Transform IPsecZZ A3 BCK 2 A i, BHE=Fh: AHPML. ESPHL. AH-ESP (SEKHIESP
UG FERHAHBEO

AH protocol AH TS ST &

ESP protocol ESPHMSCH G &
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FE Fi::3u

Integrity LA BCR A MEF

Encryption LAY PR P 5k
[HHXd&H<]

. ipsec transform-set
1.1.8 display ipsec tunnel

display ipsec tunnel 74 HXKE7R IPsec FEiE 5 B
[4<]

display ipsec tunnel {brief | count | tunnel-id tunnel-id }
[#LE ]

R
[RREFAFARE]

network-admin
network-operator
[&#]
brief: TR IPsec B&iE i Z15 2
count: 7R IPsec FEIE 1%,

tunnel-id tunnel-id: E/xF8EH IPsec fEE K EANE R . H, tunnel-id NBEIER ID
S, BUETEE N 0~4294967295.

[ERES
IPsec ST /AR EIBAE 5 2 0] (BIInpAS 22 M oe 2 [0]) @Nr “I@EiE ", SRR @S 7 2 A&
PR, 1ZIE I E RN IPsec R iE

[ =411

# SR IPsec FFIE Hfa B s B .

<Sysname> display ipsec tunnel brief

Tunn-id Src Address Dst Address Inbound SPI Outbound SPI Status

0 - - 1000 2000 Active
3000 4000

1 1.2.3.1 2.2.2.2 5000 6000 Active
7000 8000

#<1-7 display ipsec tunnel brief 54 R R85 2i#iA %

FE

Tunn-id IPsecf%iE HIID 5
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FE iR

IPseck% i iy i it

Src Address X .
fEIPsec Profile’E i ISAH, ZETLE N, BRN “--7
IPsech%iE i H At

Dst Address ) .
7EIPsec Profile’E S ISAH, ZETEE N, EaRl “--7
IPsech#iE H AE I J5 [ SPI

Inbound SPI

W RZREE ] T PR A M2 APAT 2 BRI AT TR ISP

Outbound SPI

IPsechEiE H AE 3 i H 7 I SPI
WRAZBRE A TR A, WS AT 4 B R AN BT [ ISP

IPsec SAMIRZS:

Status o ZHEAMHMIEET, BUEN Active Fon L. HUHE A Standby For % H

o  HHLBITHE T, BUALUN Active, For SA 4T AT FLRZS

# fWon IPsec FEIE 4 H .

<Sysname> display ipsec tunnel count
Total IPsec Tunnel Count: 2

# WoRTA IPsec BEE FTHE4H(E S .
<Sysname> display ipsec tunnel
Tunnel 1D: O

Status: Active

Perfect forward secrecy:

Inside vpn-instance:

SA"s SPI:
outbound: 2000 (0x000007d0)
inbound: 1000 (0x000003e8)
outbound: 4000 (0x00000fa0)
inbound: 3000 (0x00000bb8)
Tunnel :

local address:
remote address:
Flow:

Tunnel 1D: 1

Status: Active

Perfect forward secrecy:
Inside vpn-instance:

SA"s SPI:
outbound: 6000 (0x00001770)
inbound: 5000 (0x00001388)
outbound: 8000 (0x00001F40)
inbound: 7000 (0x00001b58)
Tunnel :

local address: 1.2.3.1
remote address: 2.2.2.2

[AH]
[AH]
[ESP]
[ESP]

[AH]
[AH]
[ESP]
[ESP]
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Flow:
as defined in ACL 3100
# 7R ID 524 1 1) IPsec FEIE I VEAH(E B
<Sysname> display ipsec tunnel tunnel-id 1
Tunnel 1D: 1
Status: Active
Perfect forward secrecy:
Inside vpn-instance:

SA"s SPI:
outbound: 6000 (0x00001770) [AH]
inbound: 5000 (0x00001388) [AH]
outbound: 8000 (0x00001F40) [ESP]
inbound: 7000 (0x00001b58) [ESP]
Tunnel :

local address: 1.2.3.1

remote address: 2.2.2.2
Flow:

as defined in ACL 3100

#<1-8 display ipsec tunnel i34 B R1E 2FHiA R

FE 3%
Tunnel ID IPsecBZIEIID, FIKAE—HibR IR — AN IPsech#iE
IPseclEiE IRES :
Status o  ZHLR/MIIET, BUEN Active HnF . BUE N Standby 7~

o BHLSITHEL T, BUEMUN Active, FoRBEIEALT AT AR

SIPsecZz4x SR R Wi N A F 78 B AT W) 224 (PFS) Rt HUE A5
e  768-bit Diffie-Hellman 21 (dh-groupl)

e  1024-bit Diffie-Hellman 241 (dh-group2)

e  1536-bit Diffie-Hellman 21 (dh-group5)

e 2048-bit Diffie-Hellman 241 (dh-group14)

e 2048-bit F1 256_bit T Diffie-Hellman 1. (dh-group24)

e  256-bit ECP # 3 Diffie-Hellman £ (dh-group19)

e 384-bit ECP # Diffie-Hellman 41 (dh-group20)

Perfect forward secrecy

Inside vpn-instance CEIASCRR AR 550808 BT & VPN 541 44

SA's SPI 7 AT [ [ 1Psec SAISPI

Tunnel IPseck#iE i w3 ik 5 B

local address IPsec#il A< b | P 1

remote address IPsec#iE X i Pl

Flow :;Zsecl%iﬁiﬁa‘)ﬁ MR, AERIEE. B Rl RO, BRSO, B
T 77 SN ST IPsech# I8 i (R OB R VE L il inIPseck# & {97 ACL

as defined in ACL 3001 300115 X G BOR
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1.1.9 encapsulation-mode

encapsulation-mode 74 F SR B 22 A WSO g i 3 251850
undo encapsulation-mode fir 4 KK 2 Bes 500 .

[<]
encapsulation-mode { transport | tunnel }

undo encapsulation-mode
[BRETER]

1 F BB A 20 1P R SCEAT 245
(L& ]

IPsec 44 ALK
[RERFAE]

network-admin
[&%]

transport: K&,

tunnel: KHBFERBA.
(RS

FEEIE T B A EE A TR BRI AR, DUR 2 BdE g R B e thilck, AR
AR PRI (1 FH s AEEXT ESP 325 $BCETER 1P SKkJE T . 45 2R vty 1)ty (1) 2 4%
PRI, BT 22 A AR T A AR 28 B 9 B A0 (1 S Pkt sSURN 28 AR, A R A P AR s =X
BEE AR R I 2 A O TR A 1P HAR A, F A 1P BRIk e sk,
A BRI A TR LR I8 B P 8 (AEEXT ESP d5h2 ) ldsb e — AN 1P Bdls b, X fh
B, BRG0P AR A WA 1P Sk, HARIRE P NEARR Pk, A6 IP kiR
TRIRF W AAIRI . (E R RS IRERIFOLT, BOE QT 2R s a2 A
P AL S R U2 ) (I 22 A OGS B AL, Db 2545 FH R A . RS A8 0 T AR 4
Az A 2 2 T8 BB AL

1t IPsec BEE I, IPsec 22 A3 AT K I 2 U B — 5.

(2611

# 465 IPsec 24 tranl ST LRI 1P 41307 E
<Sysname> system-view

[Sysname] ipsec transform-set tranl
[Sysname-ipsec-transform-set-tranl] encapsulation-mode transport

[Hx®&$]

° IpSGC transform-set

1.1.10 esn enable

esn enable 4 HKJTF 3 ESN (Extended Sequence Number, ¥ J&F%)5) Thik

1-21



undo esn enable 4 FKXH ESN JjEk.
(<]
esn enable [ both ]
undo esn enable
[EREER]
ESN Zhfedb T RN .
[#LE ]
IPsec 42 WAL
[REFFARE]
network-admin
[(&%]
both: BESCH RFAS, NIRRT RFI S . HAREZSE, NIRRT T .
[(ERES
ESN Dy Hl T4 e By S0P 515 fSE H , AR HT s U7 1) 5K B2 i Ge ) 32 ELdkrd K E) 64 LUy
A KEHR RS ZAMT 1Psec SA fRIPEET msARMAITEOL T, 1% RE AT e b B U 41 5 4
USERAEIV-ZIE S-S
R R T Fm 7 #8537 ESN Thee, ESN ThReA feAEsk.
(254511
# 1t IPsec ‘a2l JT /A ESN Zhft.

<Sysname> system-view

{‘_—"l-

[Sysname] ipsec transform-set tranl
[Sysname-ipsec-transform-set-tranl] esn enable

[(HEXw<L]

. display ipsec transform-set
1.1.11 esp authentication-algorithm

esp authentication-algorithm 74 HkACE ESP thBCK A WE R %,
undo esp authentication-algorithm @4 H KWK E A 1.
[<]
esp authentication-algorithm { aes-xcbc-mac | md5 | shal | sha256 | sha384 |
sha512 | sm3}*

undo esp authentication-algorithm
[ERE1ER]

ESP W BURR AME T IER
(L& ]

IPsec 42 WAL
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[REFAFBE]

network-admin

[&#]
aes-xcbc-mac: X HMAC-AES-XCBC-96 \iF5:, ZHKE N 128 thkr. ASHIUGER T
IKEV2 Bl

md5: KA HMAC-MD5-96 Al %, %K 128 Lhis.
shal: KM HMAC-SHAL-96 \iEH %, 8K 160 this.
sha256: KH HMAC-SHA-256 \iF5y%:, %K 256 LLks.
sha384: XH HMAC-SHA-384 iMESTE:, #EHKE 384 Lhiy.
sha512: K HMAC-SHA-512 \IE5:, %K 512 Lhks.
[ERES
TAN IPsec A F W4T DAL B 24> ESP A, HAREHVEC E T .
0 FF LR IKEVL (B 1A IKE B0 s 7 3 IPsec 2450k, IPsec %A it
Hie B 8 AL ESP Y IESRE AR N IRIERIN AL IPsec FBIE, FEIE W5 E € (1) IPsec 22 41
HC 1 ESP AAIES A T B — 5.
[=5451]
# 7F \Psec ‘%42 ALE ESP WIEA N HMAC-SHAL i,

<Sysname> system-view
[Sysname] ipsec transform-set tranl

[Sysname-ipsec-transform-set-tranl] esp authentication-algorithm shal
[HEXda<]

. ipsec transform-set
1.1.12 esp encryption-algorithm

esp encryption-algorithm 74 FRALCE ESP WhsCRA M Hik.
undo esp encryption-algorithm 4 kK 5 B 15 .

(%%]
(RN hA-3F FIPS BE3F)
esp encryption-algorithm { 3des-cbc | aes-cbc-128 | aes-cbhc-192 |
aes-chc-256 | aes-ctr-128 | aes-ctr-192 | aes-ctr-256 | camellia-cbc-128 |
camellia-cbc-192 | camellia-cbc-256 | des-cbc | gmac-128 | gmac-192 |
gmac-256 | gcm-128 | gcm-192 | gcm-256 | null } *
undo esp encryption-algorithm.

[ERETER]

ESP SRR FAE TN ik
[#E]

IPsec 2 HE IR A
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[REFAFBE]

network-admin

[&%]
3des-cbc: XM CBC #:i:[1) 3DES 5%, #HHK N 168 LhiF.
aes-cbc-128: KA CBC #if) AES Fi%, %K 128 Liky.
aes-cbc-192: X CBC #i:\1) AES &k, ZHHKER 192 k.
aes-cbc-256: KM CBC #i:\l AES Hik, HHKEN 256 LLiE.
aes-ctr-128: X f] CTR #:[1) AES Hi%, KA N 128 thhs. ASHAIEH T IKEV2 B
aes-ctr-192: K] CTR #xU AES 5k, B 192 ks . AZHAGEH T IKEV2 7 .«
aes-ctr-256: K CTR #LxU) AES H%:, B 256 s . AZHAUEH T IKEV2 P .
camellia-cbc-128: X CBC #i:ff] Camellia ik, ZHIKE N 128 tkr. ASHIGEH T

IKEV2 1
camellia-cbc-192: ¥f CBC [ Camellia &, KN 192 . ASEHALERF
IKEV2 ¥37 o
camellia-cbc-256: ¥ CBC #iz{[f) Camellia &=, ZEHKEEN 256 L. ASHIGERH T
IKEvV2 37 o

des-cbc: KM CBC #[f) DES §iik, KN 64 LL,
gmac-128: KH GMAC Hi%, #HHKER 128 LFr. ASEIUEH T IKEV2 W .
gmac-192: KM GMAC 5%, HHKEEY 192 thhr. AZHAGER] T IKEV2 PR
gmac-256: KH GMAC Hik, #HHKER 256 ke AZEIEH T IKEv2 W .
gcm-128: RH GCM §ik, #HKE N 128 b, ASHUEH T IKEV2 B .
gcm-192: KA GCM §ik, #HAKE N 192 . ASHAUEH T IKEV2 Y7 .
gcm-256: KA GCM §iik, #EAKE N 256 . ASHAUEH T IKEV2 B .
null: KA NULL N5k, RoR AT InE .
[FRES
A~ IPsec LA $E W] LARC B 24 ESP g5y, HAR S HONEC & T -
XFF LA IKEVL (B LKA IKE S0 B 77 30 IPsec %245k I%, IPsec 22 44
e B UFY & AL ESP I HEA R N ORIERLDN AL IPsec FEIE, FEIE M SmiE € ) IPsec 22 441
HC S ESP INE Sk T B8
GCM. GMAC J& T4 &#i:0H % (Combined mode algorithm). 1, GCM HikEE[RK Ny ESP
RN E SIAMERRS, GMAC H AR S . AL N e T0URH ESP Hhidir
BLEMEE, AREH TR KA AH P ESP P MIECE S, HARE S %@ K ESP IAMER LA
A .
[=450]
# 1 IPsec Z&f2 AL E ESP #5757 CBC I AES 5ik, HHIKA 128 Hks.

<Sysname> system-view
[Sysname] ipsec transform-set tranl
[Sysname-ipsec-transform-set-tranl] esp encryption-algorithm aes-cbc-128
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[(HEXH<]

. ipsec transform-set
1.1.13 ike-profile

ike-profile 4 KI8T IPsec L4 5K I&/IPsec 24 AR 51 F 1) IKE profile.
undo ike-profile 4 HRKE A HH .

[%4]
ike-profile profile-name

undo ike-profile

[BR&TER]
5| H IKE profile.
[#LE ]
IPsec 4= HIg AL 1A
IPsec % 4= MR AR AR AL ]
[RERFPAE]
network-admin
[&%]

profile-name: IKE profile %K, J 1~63 MERIIFHRH, FXFKNE.
[ERES
IPsec %4 5%il% . IPsec %4 MM 2 A 5] A IKE profile, WI{EH 2G40 N AL E /Y IKE profile
BETIME, 5 RGAE N IEE T IKE profile, MId 4R IKE S5 T 907 .
IPsec %4 5% . IPsec %4 MR 51 F Y IKE profile F1iE X T HIF IKE Wi A S5
IPsec ‘%4 #il%/IPsec %4 RBg AR ™ H B8 51 FH—A> IKE profile.
[=41]
# 18 7E IPsec %4 %M policyl #5] F 1) IKE profile 24 profilel.
<Sysname> system-view

[Sysname] ipsec policy policyl 10 isakmp
[Sysname-ipsec-policy-isakmp-policyl-10] ike-profile profilel

[fAXa<]
e ike profile (Z4&Mm43%/KE)
1.1.14 ikev2-profile
ikev2-profile 4 k{6 T IPsec %4 SR AL E/IPsec 2¢ 4 HERS AR AL K 51 FH ¥ IKEV2 profile
undo ikev2-profile @4 HRIKE aE .
[%<]
ikev2-profile profile-name
undo ikev2-profile
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& 1ER]
F 51 H IKEv2 profile.

[#E]
IPsec %24 S Ig AL &
IPsec %4 SRS AL &

[BRREFAFARE]
network-admin

[&#]
profile-name: IKEV2 profile % FR, N 1~63 MMM ERH, AXHKNE.

[ERES
IPsec % 4= 5il&/IPsec % 4= SIS AR ALK 51 F 1) IKEV2 profile HR g ST T IKEV2 W i A 25
—~ IPsec A SRIEALE/— A IPsec LA SIS B N R A5 H—> IKEV2 profile. Kt /5 2420
5| H IKEv2 profile, i 75 51 H IKEV2 profile 7RIt IPsec 5l& A S0 vF H itk IKEv2 profile i, 7
MZR 7RI IPsec 51 7o AL AT IKEV2 profile Hr

[ 2451
# 15 € IPsec %450 policyl H 5] H ¥ IKEv2 profile 2 profilel.

<Sysname> system-view
[Sysname] ipsec policy policyl 10 isakmp
[Sysname-ipsec-policy-isakmp-policyl-10] ikev2-profile profilel

CEES D |
. display ipsec ipv6-policy
. display ipsec policy
. ikev2 profile
1.1.15 ipsec { ipv6-policy | policy }
ipsec { ipv6-policy | policy }m&HKOIE#E—% IPsec 4 0E, FFiEAN IPsec %4 ng
ML AR E 1) IPsec %4 5IE LA AFAE, W BN IPsec 4 5K IEALIE .
undo ipsec { ipv6-policy | policy }nr4d HRMMERTE 2K IPsec %4 5 .
(<]
ipsec { ipv6-policy | policy } policy-name seq-number [ isakmp | manual ]
undo ipsec { ipv6-policy | policy } policy-name [ seq-number ]
[ERE1ER]
AFFAE IPsec %4 NS .
[#LE ]
ALK
[(RERFRE]
network-admin
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ipv6-policy: f57E IPv6 IPsec %4 5Hl% .
policy: 157 IPv4 IPsec %45k .
policy-name: IPsec ZARKIEHIARK, N 1~63 NFEHFMFHRH, AX3KNE.
seq-number: IPsec 4 HIK TS5, HBUEIERNY 1~65535.
isakmp: f&Eilid IKE Prii 2L IPsec SA.
manual: #§5&HF L=\ IPsec SA.
[ERES
B IPsec 4 5Emg I, WARE MR TR (isakmp 2 manual D. #EACAIEHK IPsec %45k
WS, ] AN E By 2.
REAE B E IR IPsec 24 550K (T 77 2
—~ IPsec ZAHIEAE THAMRIZH. NEIT 51 IPsec ZARIERIMES . 1EF—
IPsec A SRmE T, T 58N ) IPsec %24 SRS R IR S e
XIT undo @4, #4 seq-number SH RIRMIBE— A IPsec A HIER I, AHEN %S ES
FoRMIBE— B E I IPsec A5 .
IPv4 IPsec %4= 558 A1 IPV6 IPsec 24 4: 5ms 44 Fr n] LU ] o
[=451]
# Gl — /N FN policyl. JiFFS 4 100, KA IKE J5 Wi IPsec SA [ IPsec %450, it
N IPsec %4 HEMEALIE .
<Sysname> system-view

[Sysname] ipsec policy policyl 100 isakmp

[Sysname-ipsec-policy-isakmp-policyl-100]

# AEE—N AN policyl. TS5 4 101, SR F L7 U@L IPsec SA I IPsec 45, FFit
A IPsec 4 I AL .

<Sysname> system-view

[Sysname] ipsec policy policyl 101 manual

[Sysname-ipsec-policy-manual-policyl-101]

[HHx®2]
. display ipsec {ipv6-policy | policy }
o ipsec apply

1.1.16 ipsec { ipv6-policy | policy } isakmp template

ipsec { ipv6-policy | policy } isakmp template 14 =K 5] F IPsec %4 S i bR A1 i
— % IKE i 77 30 IPsec 224 5

undo ipsec { ipv6-policy | policy }r4 FRMERTE 2K IPsec 24 5 .

ipsec { ipv6-policy | policy } policy-name seq-number isakmp template
template-name

undo ipsec { ipv6-policy | policy } policy-name [ seq-number ]
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& 1ER]

RIZHE \Psec %450 .
[#E]

RGALE
(RERAFAE]

network-admin

[&2%]
ipv6-policy: F57E IPV6 IPsec %24 5%
policy: fR7E IPV4 IPsec %4 5%
policy-name: IPsec ZARISIIARK, N 1~63 NMEFFMFRH, AXy KNG,
seqg-number: IPsec %45 FIT S, HUEVERNY 1~65535, {Hk/ MLtk .
isakmp template template-name: f5E#i5|H K IPsec %A MR . template-name
R IPsec %4 SRR 24 FK, A 1~63 NFRMIFRH, RXH KNG,

[ERES
X undo w4, 4 seq-number S FRIRMIFR—A IPsec ZAKHERIN, AEHI%SHNT
FoRMIBE— A HEE I IPsec %A 5N .
L T 1% IPsec %4 SR ()4 U RE R AL Wi, AN AT DA REIZE i 50 45 I PR R 1B oK . 1T IPsec %
A SR ASAR P R 8 SR AT SR R DT R IR E , TV B 5 o3 52 R T IR, R Gax b 77 =)
HI IPsec 224 FlEIE A T8 A5 0w (et s (1 1P ki) ARAEIL T, FoVFIX B i 5 4 [m) 4
Ui B 2% E B R AR R o

(2451
# 51 H IPsec HIEAAR templ, BN policy2. 754 200 [ IPsec %4 5

<Sysname> system-view
[Sysname] ipsec policy policy2 200 isakmp template templ

[HEXd&H<]
. display ipsec {ipv6-policy | policy }
o ipsec { ipv6-policy-template | policy-template }

1.1.17 ipsec { ipv6-policy | policy } local-address

ipsec { ipv6-policy | policy } local-address 74 KL & IPsec %4 5 A s %
[T IPsec 4 5Km%, BIKIEE R IPsec 22450 5 — MEHE T80 E .

undo ipsec { ipv6-policy | policy } local-address 4 FSKEUH IPsec 24 5mg At
I IPsec AT .

ipsec { ipv6-policy | policy } policy-name local-address interface-type
interface-number
undo ipsec { ipv6-policy | policy } policy-name local-address
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[E&1ER]
IPsec 24 B A & L2411 IPsec 424 5 .

[#ME]
RGME

[(REAFPARE]
network-admin

[&2%]
ipv6-policy: 155 IPv6 IPsec %45l
policy: 187 IPV4 IPsec %4 5l .
policy-name: JL=iZ#z0 IP Mk IPsec & RIS AR, N 1~63 NMEFHIFRFE, AX 4
AR
local-address interface-type interface-number: 5 5& 3L =4 0 M & K.
interface-type interface-nunmber 4 ML %S .

[FRES
FEANIE) (45 1 B FH 22 4 SRS IR, 243 VR 23 0 R 7T A2 i IPsec SA. IR AN oA &4 )4 1 F
#EIH T I1Psec %A 5REE, JERAAHRIN 24508, WIFE & RERR U4, DRI AR f 2e ik
FFHEAT IKE W00, AITS30 IPsec Mk 553 i B I iRl . @i — A IPsec 224 5mg 5 —MEH%E O
g, Mz oA EIEHEE O IPsec AT TRNG, T DASEELZ AN AL 2RI 1 IPsec 224 SRS 1
F L 2[R — AN R O RO L Y52 D PR H Y IPsec SA. H ELHZ I O PR S A4,
B30 F IPsec Mgk A2 .
RSB IPsec A RIS N FH TS0, FFEEE L IPsec SA B, W% % 4= SR m L
BRI D 2 NS, WS4 AR IPsec SA KM .
A IKE 95 77 2010 IPsec 22 42 5 mE A RE L B IPsec SL 2 J#E 1 2 4 5an%, F 17201 IPsec %
2 RIS AN REC BN LSRR 1 IPsec 224 3R
—~ IPsec ZAKIE Hfe 5 —MNEE YT, 2RPITAG S, &a—IRPATIa &£
— MR LA LAER 5 24 IPsec 24 5K IR 5E
HEAF 0 RS BONAR E W R 3L R4 0, 40 Loopback #11 .

[=5451]
# I E IPsec &4 3R IE map AL =R (24N, HIFE N Loopbackll.

<Sysname> system-view
[Sysname] ipsec policy map local-address loopback 11

CiEES D |
o ipsec { ipv6-policy | policy }
1.1.18 ipsec { ipv6-policy-template | policy-template }

ipsec { ipv6-policy-template | policy-template }r4 HRKAEIE /> IPsec %4 5ME
B, FIFREN IPsec %24 SIS AL ] o 4n SR 4 7€ 1) IPsec 424 SIS AR C 2 A7 45, W ELHE N IPsec
24 RS AR AR
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undo ipsec { ipv6-policy-template | policy-template }ir4 FKM T E 1) IPsec %
4 RSN .
(<]
ipsec { ipv6-policy-template | policy-template } template-name seq-number
undo ipsec { ipv6-policy-template | policy-template } template-name
[ seq-number ]
[BRE1ER]
AAFLE IPsec %4 FHRBEASAR o
[#LE ]
RGME
[RREFAFARE]
network-admin
[&#1]
ipv6-policy-template: 155E IPV6 IPsec %4 BB o
policy-template: f5i€ IPv4 IPsec %4 RIS .
template-name: IPsec % HIEHMRMILHIR, J 1~63 DPFRHFRH, AXp KNG,
seq-number: IPsec %4 SRS R TP F 5, HUEJEE A 1~65535, {EBk/ ML e gk .
[ERES
IPsec %4 SIS AR 5 BT B Y IKE B 77 20 IPsec %24 5% i il L B 1 S 8L, HRICE
BONTRR, BT IPsec AR IKE XA 2 AN e S5 T ik .
o 47 seq-number Z%(¥) undo i A FRMIER — ™ IPsec 224 SRBR AR AR R 1 .
o —MIPsec LA RS IEHUE AT T BA M R A4 FR A FIBF-5 [# 1Psec 22 4 SRIg B R T 25
e IPV4 IPsec %4 SIE BT IPV6 IPsec %24 SRS AR 44 K T LAAH ] o

[25450]
# O —ANZFRN templatel. JIfF 54 100 ) IPsec 4 SRS RN, FFidEN IPsec %4 SR Ig AR
K.

<Sysname> system-view
[Sysname] ipsec policy-template templatel 100
[Sysname-ipsec-policy-template-templatel-100]

CEES D |
. display ipsec {ipv6-policy-template | policy-template }
. ipsec {ipv6-policy | policy }
. ipsec { ipv6-policy | policy } isakmp template

1.1.19 ipsec anti-replay check

ipsec anti-replay check 4 H kA IPsec HUE S ThEE -
undo ipsec anti-replay check F>k3<H] IPsec 4T F UG I Th ¢ -
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(4]
ipsec anti-replay check
undo ipsec anti-replay check

[ER&E1ER]

IPsec §i H B D g Ak T IF RS
[#LE ]

ARG
[(RERFAE]

network-admin

(ERES

X EE R SR B TR S, IF B R R AR S i S ia 5, WA REN BRI, SE0LS
AL RS, IR T HEL RS ot . @I TFE IPsec HUE BRI TR, R0 I 2 0 B R SCE R

PAPEZ AU ETT, W] ARG B R 1 A -

FERLERFE I T, S5 Bl Rk SCROFRONTFE 7T BE 5 15 AP 22 AR, BARIF AR S L
i, EPEHTEBGE MR ERERSC, B S EBAERSCWETE, il 55 IRz T. B,
RAE LT AT DA 5% T 1Psec 47T HL 0k I Dh BE Rk Sk 55 Bt i SCI R R £ 5, ] DU E

I PTE R TR, Ra@ Rk 55 IR WIS AT IR 2

WA IKE this i IPsec SA A ReWe SCREPTE U, F T 77 XA IPsec SA ASCREHTE AU .

KiZIhge T 8 5 % F 15 =0 Y IPsec SA A 52,
[ =451
# )5 IPsec Ht &8 U I e

<Sysname> system-view
[Sysname] ipsec anti-replay check

[fBXa<]
. ipsec anti-replay window
1.1.20 ipsec anti-replay window
ipsec anti-replay window fiz4 FKACE IPsec HiH HCE 1985 .
undo ipsec anti-replay window 754 H Rk E A o
(<]
ipsec anti-replay window width

undo ipsec anti-replay window

[ER& R ]

IPsec HLH JHUH 1155 fE N 64.
[#E]

REMKE
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[RERFAR]
network-admin
[&#]
width: IPsec PLENE ORHE, BUEATLAN 64, 128, 256. 512. 1024, FAA NGRS
[FHES
TER SR e A R, M S8 o B SO P o] B85 1E 5 O 2 AR, BRI 2 0 = A
i, ESEHEBUS A& ERIR S, SRV S BRI SC E5F, el S MIEwE1T. R,
X FR LT AT DA ¢ ] IPsec HT 3 ORI T g K a8 el 55 B i S R L5, RnT DUBI &
MR PTE R TS, K& RS IR BT R
& 285 B PT B R 58 BEAUH T U s R 1P 1Psec SA AR
[=5451]
# BCE IPsec BT A L% N 128,

<Sysname> system-view
[Sysname] ipsec anti-replay window 128

[(HEXH<]

. ipsec anti-replay check
1.1.21 ipsec apply

ipsec apply v FRAER M ENH IPsec %4 51 .

undo ipsec apply 4 H KM O EEUE N F I IPsec 24 5% .
[%<]

ipsec apply { ipv6-policy | policy } policy-name

undo ipsec apply { ipv6-policy | policy}
[ERETER]

0 EARBH IPsec %45 .
[#LE ]

FOALE
[REFFARE]

network-admin
[£%]

ipv6-policy: 155 IPv6 IPsec %45 .

policy: fR7E IPv4 IPsec %4 5%

policy-name: IPsec ZAKISIIARK, N 1~63 NEFFMFRH, AR KNG,
[EA#ES

— AN EO T HRZ HEERNFH—A IPvA/IPv6 2551 IPsec 245k 0%, (HA] LAEII N FH—AN 1Pv4 2581 1)
IPsec 224 S5 F1—A IPv6 257 1] IPsec 224 55 W
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FER IKE 7573010 IPsec 22 4 5% T LN T 2 22 /M5 1 BI, 35 I 3E 2R 1 IPsec 22 42 5K
F L5/ IPsec %45k A REM I 8] — M2 0 L

[ 24511
# 1E#2 11 Vlan-interface100 3 H 44 policyl (1] IPsec 424 5

<Sysname> system-view
[Sysname] interface vlan-interface 100
[Sysname—VIan-interfacelO00] ipsec apply policy policyl

[HEXda<]
. display ipsec { ipv6-policy | policy }
o ipsec { ipv6-policy | policy }

1.1.22 ipsec decrypt-check enable

ipsec decrypt-check enable @4 HKI A ME 35 IPsec I CH ACL K A DR

undo ipsec decrypt-check fir4 HK KRR35 IPsec #i L) ACL A DI .
[<]

ipsec decrypt-check enable

undo ipsec decrypt-check enable

[EREER]
fiidst 35 5 IPsec R 3CH ACL K 2 DhRg Ab T HF IR ZS
[#LE]
ERL G|
[(RERFAE]
network-admin
(RS

FERSTEREICT , 3O T7 1) LR 1) IPsec LK HR 1P kATl BEANFE 4 AT IPsec 2 42 5% 5| H
(¥ ACL HIPRI VI R P, 2 I 4 r — 0 R Oy de ) AL ek g R St vl REAT L I, iy DA 5% T BB i
fiff 3255 J5 B ST 1P Sk B 7E ACL PRIVE FEl A o 5 1% D e S5 W] BACRIE ACL A A ANid i (e SOk
EAE NI R e ot

(2611

# PR RS IPsec ) ACL f & ThRE .

<Sysname> system-view
[Sysname] ipsec decrypt-check enable

1.1.23 ipsec df-bit

ipsec df-bit @4 HR YR W E IPsec #3542 IP Sk DF 7.
undo ipsec df-bit 4 HRIKEHRE BN,
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(4]
ipsec df-bit {clear | copy | set }
undo ipsec df-bit
[EREFR]
FELON R E IPsec #3551 IP ki) DF Az, R4 R E K DF fi7.
[#RE]
B
[REFFAR]
network-admin
[&%]
clear: FRIGRRAMNZ IP L) DF A7, IPsec 335 MR SCAT 4 7 Fe
copy: FaHMNZE IP k) DF 2 MR UEHSC 1P Sk Ul
set: XRWESINZ IP ki) DF AL, IPsec 353 5 AR SCANRE 43 o
[EAES
ZINREANAE IPsec )3 et X PR T AR U A 280 (R AR AR SN 23 B OB 4 1P Sk, BRI X T
BT .
ZINEEH T 1% B IPsec PEIE R 26 /5 142 IP k1) DF A7, JREGHRSC 1P 3k DF i A #AE
IR Z AR DR 7 S 224 e, X LS4 1 b s 25 HIAH ] 6 DF L&
B RARSUI R AR OSCHEA T 0 vy A, TRE R SEURSCIE RIERTBUR . 37 E T 335 IPsec kX
(1) DF iz, WAV IPsec i SCHEAT 7 vy AT RAES 5L N3 4B o IXFESL T, 25K IPsec #)k
MR B AR EA MR MTU KT IPsec fOCKEE, U, 2B IPsec R EF . WRTCHE
TRUFRG R ¥ 1% EEA O MTU KT IPsec #ROCK R, TEEGERR DF 7.
[=41]
# {£4%2 1 Vlan-interface100 L% & IPsec ##¢54M2 IP Sk DF £ .

<Sysname> system-view
[Sysname] interface vlan-interface 100
[Sysname—VIan-interfacelO00] ipsec df-bit set

[HHx®2]
. ipsec global-df-bit

1.1.24 ipsec fragmentation

ipsec fragmentation iy 4 H RELE IPsec 7 F g
undo ipsec fragmentation 4 Ik E B 1500 .
(<]
ipsec fragmentation { after-encryption | before-encryption}
undo ipsec fragmentation
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& 1ER]
IPsec 73 J1 DIRE B HEHT 40 e

[#E]
RGLE

(RERAFAE]
network-admin

[2#1]
after-encryption: F/RJ)E IPsec #4545 v g,
before-encryption: X /E IPsec #3150 Ui,

[ERES
IPsec FHEFI 70 7 DhREAL TIT IR, WAk CAEA R IPsec 342 J5 K/ME ol
ROEBM MTUAE, W35 5 10 K/NE R R 8 01 MTUME, HIRSCH) DF AR B4 4
P HA B WURAHROCH) DF Arpk EAL, A BE& S EFEML, IHKIE ICMP ZHE 5
3o
IPsec #2857 Fr DUREAL T FUIRZS I, ToiR i sCd 48 5 K/ 2 B Rk E L1 MTU fH, %2
BN A HET IPsec A ALFE, T 15 Sk 550 HHE T4 Fre

[41]
# It \Psec 3¢ )55 Fr Uifig

<Sysname>system-view
[Sysname] ipsec fragmentation after-encryption

1.1.25 ipsec global-df-bit

ipsec global-df-bit a4 HKAMAHEEE IPsec #4540z IP k1) DF fi.
undo ipsec global-df-bit 4 HRKE A .
[(%%]
ipsec global-df-bit{clear | copy | set }
undo ipsec global-df-bit
[EREER]
IPsec £4% 5412 IP Sk(¥) DF A7 R GG SC 1P k45 DL,
[#RE ]
ERZE I
[REFFAE]
network-admin
[&%]
clear: F/RIEBRIMNE IP k[ DF f7, 1Psec 1 %&5 MR SO0 1 o
copy: FRHME IP k(¥ DF 7 MR GG SC 1P Sk DL,
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set: R ESINZ IP LK) DF £, IPsec 345 J5 IR SCANEE ) J e
[ERES

ZINREANAE IPsec 3 Rt O BETE RN A 2L (RO N 2 B9 g (1 1P Sk, PR 1% 4
BT ) .

ZIREH TR E IPsec BEE A I35 HIAMZ 1P Sk DF A7, JRUGHRSC IP Sk DF LA S8

HRAR S IR SGEAT o0l B, TR SEERCSCNE R K. #IE T H2E 5 IPsec 3L
(1] DF £, WA FSVFRT IPsec R CHEAT 70 s AT LABESR 5] N0 R . X FMESL T, ZER IPsec Rk
SR AR E RO MTU KT IPsec #(OCKEE, B, 2580 IPsec IR EF . R T
TRIER R 812 B AN O MTU KT IPsec #ROCK R, WEEGERR DF 4.

[261]
# NPT AR DA IPsec 4% 5 4hE IP ki) DF fiL.

<Sysname> system-view
[Sysname] ipsec global-df-bit set

[HEHx&a$]
. ipsec df-bit

1.1.26 ipsec limit max-tunnel

ipsec limit max-tunnel 74 HISKAC B A 0 V657 IPsec FEIE I 5 K H .
undo ipsec limit max-tunnel 4 FRIKE B A 10

(<]
ipsec limit max-tunnel tunnel-limit

undo ipsec limit max-tunnel
[BREFR]
AN BRI A i S VR SL IPsec BETE B K E
[#LE ]
RGMIE
[(REBFAE]
network-admin
[&%]
tunnel-limit: 1€ RVFALGE L IPsec BEE M5 K%, HUETEY 1~4294967295.
[ERES
Adim FLVFEESL IPsec BEIE I KBS WAFBRIRA k. WAFTE A il LI EBCRIEME, $25 IPsec
IR ERE: WARAS RN AT A B BN EUE, FEAK IPsec 5 TN AR BEUA .
[241]
# WL B A SL VR AL IPsec BEIE i K% 5000,

<Sysname> system-view
[Sysname] ipsec limit max-tunnel 5000
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[(HEXH<]

) ike limit
1.1.27 ipsec logging negotiation enable

ipsec logging negotiation enable fiy4HKITE IPsec i - H E DR .
undo ipsec logging negotiation enable 74 kKK H IPsec thisi i H &I,

[4<]
ipsec logging negotiation enable

undo ipsec logging negotiation enable
[BR&TER]

IPsec Wi F HE D Re b TR APIRE .
[#LE ]

AU
[RREFAFARE]

network-admin
[ERES

T 1Psec MR H/F HEILKIIRESE, &t IPsec Vi fH fAHSC H &
[=451]

# JFJE IPsec M F4F H Eid s Ife.

<Sysname> system-view
[Sysname] ipsec logging negotiation enable

1.1.28 ipsec logging packet enable

ipsec logging packet enable 74 HkIT)E IPsec k3t H il % Ihfg.
undo ipsec logging packet enable fiy4 H#K KM IPsec it 3¢ H Eid %I RE .

(<]
ipsec logging packet enable
undo ipsec logging packet enable

[BRETER]

IPsec 3 H E ik DI REAL T R HAPRAS
[#LE]

RGME
[BRREFAFARE]

network-admin
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(ERES

Fia IPsec X HEICRIIGEE, B&SEEF IPsec HCHIHN T, BIAINTT A BN W
IPsec SA, AH/ESP \IERIWEL, ESP I RIWEER, MMM HERGE, ZHEEENEEE
AR IR SCHIIEA H 5 1P k. RS2 SPIHE. I FH 55 R, RS ECIRE.

[=5451]

# J1)A IPsec it 3CH S 1Lk T e -

<Sysname> system-view
[Sysname] ipsec logging packet enable

1.1.29 ipsec profile

ipsec profile iy & HIREIE 1> IPsec ZAHERL, JFEEN IPsec 24 HEZLAL AL 4 R4 5E 1] IPsec
LENEROAAAAE, MERIEN IPsec ZARERME
undo ipsec profile @4 HkMIBRTEE N IPsec % AHESE.
[4<]
ipsec profile profile-name
undo ipsec profile profile-name
[BRETER]
AAFAE IPsec % AHESE,
[#RE]
ARG
[RERFPRE]
network-admin
[&%]
profile-name: IPsec & HERMAHR, KN 1~63 MEMFIFRH, AX 5 KRNE,
manual: FTJ7¥) IPsec Z4aHELE.
isakmp: 2l IKE Pri o 24t
(RS
B5 IPsec % AMELENT, A2 E PR 730 (manual 5% isakmp); BN AIZ R IPsec % 4HELE
I, AT AANR E Ui 5 2.
FTJ750 IPsec profile L[ THT AR HUMIECE IPsec A Hilg, MM T —F TJ7 Nl
IPsec 4 5hg%, Ho iR AT S EARR T OSPFV3. IPv6 BGP. RIPNg.
IKE W5 75 30 IPsec profile FI-T- 24 B HIWMSUREER B B Ui AL il 22 4k B, AN BRI o 0 ik, ANFR
EREAT ACL UL, HIEH T 1PvA A1 IPve ST, e rb it B A P R R B 5 {2 ANBR T ADVPN
%o
(2541 ]
# LB A FK N profilel ) IPsec Z4HELE, ilid T THCE @722 2k

<Sysname> system-view
[Sysname] ipsec profile profilel manual
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[Sysname-ipsec-profile—-manual-profilel]

# ML B 40N profilel () IPsec Z4sHESE, @It IKE Wi dar e & .
<Sysname> system-view

[Sysname] ipsec profile profilel isakmp
[Sysname-ipsec-profile-isakmp-profilel]

[(HEXH<]

. display ipsec profile
1.1.30 ipsec sa global-duration

ipsec sa global-duration 74 KA E 2R IPsec SA A7 A
undo ipsec sa global-duration 4 F R E B 1.
[4<]
ipsec sa global-duration { time-based seconds | traffic-based ki lobytes }
undo ipsec sa global-duration { time-based | traffic-based }
[ERE1ER]
IPsec SA &} &) (¥ 4= 7715} 8] 9 3600 #,  J: Tt 1 A A7 I (8] 1843200 T35 .
[#LE ]
RGE
[RERFPAE]
network-admin
[&#1]
time-based seconds: &5 T 0 [ 14/ AAFE ], BUETEREY 180~604800, AT,
traffic-based ki lobytes: && 5 T 14 a4 fEnt [a], SUETE RN 2560~4294967295,
AT R RIS B AE, A=A [A) 23
[ERES

IPsec 2 4= 5% /IPsec 24 SIS B I o a] i & IPsec SA A TEI 8], 7 IPsec %4 5% /IPsec
LA TR AR A& R AR AL E T IPsec SA FIAEAARTTE], ML KA IPsec %4z TR Ig/IPsec %4
TR AFARAR P (1) i 55 ) i B T

IKE v IPsec P i 57 IPsec SA B, KA HLECL B 1A= A7 I BRI i 5 111 IPsec SA A A7 [|] H
BN —A

A [ S A7 AE T IF ) AN L TR0 B P Rl 7 A IPsec SA A ], R IPsec SA B4 A7 ] 3k 45
SE I T BRI B, 1% IPsec SA 223, IPsec SA KT, IKE ¥l IPsec w544 i i g 3
) IPsec SA, XHf, 7EIHK IPsec SA KAHTHI IPsec SA i D4 E & Uf. 7EH ) IPsec SA Ff ik
TR E VR 1T, 4k FHIHP IPsec SA fRY8 (5. 1EH1) IPsec SA Yhi i 2 J&, WISZRp
KFH IPsec SA R34S .

[ 25411
# Bio B 41 IPsec SA AEAEI A NN /Nisk,  BlF 7200 5.

<Sysname> system-view
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[Sysname] ipsec sa global-duration time-based 7200
# BCE 2R IPsec SA A7 IE Yy 10M 775, RIfL4m 10240 T IR )G, HHTH IPsec SA
3.
[Sysname] ipsec sa global-duration traffic-based 10240
[HHXWw<
. display ipsec sa

. sa duration
1.1.31 ipsec sa global-soft-duration buffer

ipsec sa global-soft-duration buffer fiy4 K& E IPsec SA 14 R HBIN Z S5
undo ipsec sa global-soft-duration buffer @4 HRKE A E N .
(4]
ipsec sa global-soft-duration buffer { time-based seconds | traffic-based
kilobytes }
undo ipsec sa global-soft-duration buffer { time-based | traffic-based }
[ERE1ER]
ANTC B 4 Jr R P 4 s T R 4y SRR I 2 i o
[#RE]
ARG
[(RERFPAE]
network-admin
(5%
time-based seconds: IPsec SA (¥4 & HE I &t 8], HUEE A 20~201600, HA7 A .
traffic-based ki lobytes: IPsec SA [)4: 5 ¥k 22t &, BUE T E Y 1000~4294901760,
FAZN KB
[ERES
A A X IKEVL A2
FERCE T PO IS S st [E] RIS G0, GBI IR [] (I T INF [A] P A2 A I 1) — BER IS 92 ph st ] 75 22K
T 20 0. N, AR R FH AR B B R e 22 e 1) 1) BRI S92 SR B ) B (1]
ERCE TGN R E GO, BOBERE GET ISR AAEN 7] — POl 2 E) FHEKR
T 1000KB. 5N, A5oRF A e B 40 I 42 i &2 (1 BRI B0 T S R IR A &
I PC B T 4 Ry BB I 2 o S M Jmy B GER I G i ), DR F R I 22 b g
[=41]
# WEPTH IPsec AR IPsec SA HIHGER 22 ph i 5] 600 75 .

<Sysname> sytem-view
[Sysname] ipsec sa global-soft-duration buffer time-based 600
# WEITH IPsec %4 K1 1] IPsec SA [FIHGHEN 22 i &4 10000KB.

<Sysname> sytem-view
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[Sysname] ipsec sa global-soft-duration buffer traffic-based 10000
[fAXa<]

. sa soft-duration buffer
1.1.32 ipsec sa idle-time

ipsec sa idle-time 4 HKITIE 4R IPsec SA %5 HHN ThhE, JFHCE 4/ IPsec SA %A
FE IS IS ) o FE 45 78 BRI IS 18] P9 3 TR VT AC Y IPsec SA RIS .
undo ipsec sa idle-time x4 HKKH 2R T IPsec SA 7 KB ThfE .
[<]
ipsec sa idle-time seconds
undo ipsec sa idle-time
[BRETER]
2 JR ) IPsec SA 7 INE I DI REAL TG RAS o
[#RE]
ARG
[(REBAFAE]
network-admin
[(&2%]
seconds: IPsec SA {75 RIS I [6],  HUE VS Y 60~86400, AL NFb.
[ERES
I fg 3G H T IKE P H i IPsec SA.
IPsec %4 5%/ IPsec %4 RIS BAR AL~ il L & IPsec SA 125 IR B I ], 2 IPsec %4 SR

/IPsec 224 S AR AL I A2 R #RIC B 7 IPsec SA 2 NABI I E, WIS R IPsec 24 5%
N\Psec 2z 4= TR W AR A0 B T Ao I B4 o

[ =541
# JFEA R IPsec SA 25 WK ThRE, JHECE 47 IPsec SA )45 i B 8] 4 600 75 .

<Sysname> system-view
[Sysname] ipsec sa idle-time 600

[fAXa<]
o display ipsec sa
. sa 1dle-time

1.1.33 ipsec transform-set

ipsec transform-set @4 K EI% IPsec %41, It IPsec 244K, nREE
(1) IPsec ZAR WO A E(E, W EZEHEN IPsec WK
undo ipsec transform-set it 4 HRAMERTE 2 1 IPsec 22441,
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[%4]
ipsec transform-set transform-set-name
undo ipsec transform-set transform-set-name

[BRETER]
RIEAE IPsec %43
[#E]
RGALE
[BREFAFARE]
network-admin
[(5%]
transform-set-name: IPsec 224K, A 1~63 MEMMFHREH, AXGKRNG.
[EA#ES
IPsec L4212 IPsec %2 I 1 — ML 7y, B H TIRAF IPsec 75 2 ) 22l s/
WAESE LR BB, N IPsec T SA RSP 58,
(241 ]
# G440 ranl /) IPsec 2241, JFHEN IPsec &4 WAL .

<Sysname> system-view
[Sysname] ipsec transform-set tranl
[Sysname-transform-set-tranl]

[Hx®&$]

. display ipsec transform-set
1.1.34 local-address

local-address @4 H KB IPsec FFif i) A 1P ik .
undo local-address 4 K S 54 150

(<]
local-address { ipv4-address | ipv6 ipv6-address }
undo local-address

[ERE1HR]

IPsec B&iE A IPv4 Ml AN IPsec 224 SRS 4L I H F IPv4 bk, Aus IPve Huhik oA s
IPsec 24> SR W& 4 TR 55— IPv6 Mk,

[#LE ]
IPsec % 4x HE g AL
IPsec %2 4= H b AR AL I
[(FREFAFPAE]

network-admin
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ipv4-address: |Psec i A IPv4 il
ipv6 ipv6-address: IPsec F%if (A< IPv6 ik
[ERES
KH IKE Wi 77 20 IPsec 224 50E b, KEEJT ) IPsec FEIE 1)) v 1P Mk 25 5 i 5.5 1) 1IPsec
B3 A 1P bk —%.
[241]
# L \Psec FEIE 1A IP 3hkoy 1.1.1.1.

<Sysname> system-view
[Sysname] ipsec policy map 1 isakmp
[Sysname-ipsec-policy-isakmp-map-1] local-address 1.1.1.1

[HEHx&d<]

° remote-address
1.1.35 pfs

pfs 74 HREC B AL b 22 242 UK IKE Mg i i PFS (Perfect Forward Secrecy, 5831
B Ia) 24D Rk
undo pfs T4 FRIKE FE .
[4<]
pfs { dh-groupl | dh-group2 | dh-group5 | dh-groupl14 | dh-groupl19 | dh-group20
| dh-group24 }
undo pfs
[EREFR]
i IPsec %4 5KM% K kE IKE BRI AN A PRS K5
[#RE]
IPsec 42 AL
[(REBFAE]

network-admin

dh-groupl: XH 768-bit Diffie-Hellman 4.,

dh-group2: XM 1024-bit Diffie-Hellman 4.

dh-group5: XM 1536-bit Diffie-Hellman 4.

dh-groupl4: XH 2048-bit Diffie-Hellman 4.

dh-group19: %H 256-bit ECP # = Diffie-Hellman #H. AZHiER T IKEV2 B .
dh-group20: X 384-bit ECP #% 3 Diffie-Hellman #1. AZH{EH T IKEV2 Hi7E
dh-group24: X 2048-bit f1 256_bit +#f Diffie-Hellman ..
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(ERES

384-bit ECP #i% 3 Diffie-Hellman 41 (dh-group20). 256-hit ECP #% = Diffie-Hellman 41
(dh-group19 ). 2048-bit 1 256-bit + # Diffie-Hellman #1 ( dh-group24 ). 2048-bit
Diffie-Hellman 21 ( dh-groupl4 ). 1536-bit Diffie-Hellman 21 ( dh-group5 ). 1024-bit
Diffie-Hellman 41 (dh-group2). 768-bit Diffie-Hellman 41 (dh-groupl) 5L, Hia4s

PEAFS ZE TS (0 I 1) 4R I Dol o

IKEVL ¥R A2 T 1) PES 5 FLAM UK T 8055 T N 75 ) PFS 522, 50 IKE P 2 KW . IKEv2

ANZAZIR A o

ABCHE PFS RRPEM —3, B U 1 PFS Rtk 2R IEAT IKE PR .
[25451]

# B HE IPsec AR WEFH PFS 5%, J+%H 2048-bit Diffie-Hellman 4.

<Sysname> system-view
[Sysname] ipsec transform-set tranl
[Sysname-ipsec-transform-set-tranl] pfs dh-groupl4

1.1.36 protocol

protocol 74 KA E IPsec %4 #2 BRI 22 4 il
undo protocol 4 H R HE 1 I .
(<]
protocol { ah | ah-esp | esp }
undo protocol
[EREFR]
{H ESP Z2hhill.
[#RE]
IPsec 42 WAL
[REFFAR]
network-admin
[(&%]
ah: KA AH PO SCEAT ER
ah-esp: o] ESP WM SCHEAT IR, FEHT AH PR BSOR R OSCEAT BR3P
esp: KM ESP WS #fsCit A7 -y .
(RS
£ IPsec FEIE M3, IPsec 224 $R IR FH i) 22 2 W S0 20— B
[241]
# ML IPsec Z4 R UCK A AH P,

<Sysname> system-view
[Sysname] ipsec transform-set tranl
[Sysname-ipsec-transform-set-tranl] protocol ah
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1.1.37 qos pre-classify

gos pre-classify @4 MK E QoS filsrZKIhht.

undo qos pre-classify 4 HKK A QoS /2L ThfE.
[<]

qos pre-classify

undo qos pre-classify
[BRE1FER]

QoS T4 KT REAL TSR AIRAS, B QoS 14 IPsec 2% f5 i SCHIAMNE 1P K15 B R X iR ST
[#RE]

IPsec %4 SR BE AL

IPsec %4 SR ISR AL &
[(REBFAE]

network-admin
[ERES

QoS Ty KIBE RS, Q0S T e R ik SCHIBR 4G 1P A5 B R SCHEAT 702K
[241]

# 1£ IPsec %4 90E T A QoS Tl 2K e

<Sysname> system-view

NG

hlt
d\

[Sysname] ipsec policy policyl 100 manual
[Sysname-ipsec-policy-manual-policyl-100] qos pre-classify

1.1.38 remote-address

remote-address i K45 E IPsec BEIE K% o 1P Hidik.
undo remote-address 4 H KK & HLA 1L -
(<]
remote-address { [ ipv6 ] host-name | ipv4-address | ipv6 ipv6-address }
undo remote-address

[RRE1ER]

KRR E 1Psec FEIE KX o 1P ik
[#E]

IPsec %4 5 A0

IPsec %24 SIS AR AL I
[REFAFAE]

network-admin
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ipv6: fii7E IPV6 IPsec BEIE X It i BR ENLAA AR . WERAR E %S H, WRIRTEE IPv4 IPsec
Bk 38 (10 ot vty Hh B B 32 HLAE R
hostname: IPsec B&if X =LA, N 1~253 NMERIFRH, AR KNG ZENAATH
DNS it 55 & il i oy 1P Hiuhik .
ipv4-address: IPsec [§%iE X} i 1Pv4 Hitik.
ipv6-address: IPsec [%iE %} i IPv6 ik,
(ERES
IKE P A2 7 L ATHAC B 1Psec BEIE (0] 3 1P ik, b T4 F IPsec %24 SRS AR 1 0 % 75 AT i o
FLJ7 K IPsec %A HMEASCRHEA N, PRI A BESRE 1P Huhk S8R 50 o 1P btk
DG e o1 B2 s W £ 0D 7B b2 s sl T MRS i B e S D N
o HUBAMEE X I EHLA H DNS AR S5 25 KM, WA S % 1 DNS i 5% a3 i (1 3542 i A 24
W, AR ROYEE N 2 )5 1] DNS JRS5as 2 LA 00N 8 s 1P il
o HUBANRE X I EHLA HA G B S A T GBI ip host an L ED RWENT, NI
MU ENL R 1P Huhl 2 5, T EEAE IPsec %24 SIG oL IPsec %2 4= MG ASIAR o fic &
remote-address, 7 AEfH15 A A BT 2 5T 5 B0 i 1P Mk
BN, A DAL — KSR ITECE, EIRE 1 N4 test XN IP HihEDy 1.1.1.1. #%
JEPAT LU BCE -
# 1E IPsec %450 policyl HH5 7€ IPsec B&iE Xt i 34144 4 test.
[Sysname] ipsec policy policyl 1 isakmp
[Sysname-ipsec-policy-isakmp-policyl-1] remote-address test
# W N4 test MR 1P MUk 2.2.2.2,
[Sysname] ip host test 2.2.2.2
W, FHELE IPsec 2245 policyl ™ B HT 4 X i A4, AE 15 A v] DAY 5287 Ja i A i 44
AT IC B A5 B ol B v 1P bk 2.2.2.2, B2 N E SR 1P Hidk 1.1.1.1.
# FLHTRIE IPsec BB KO0 i EHL 4 N test.
[Sysname] ipsec policy policyl 1 isakmp
[Sysname -ipsec-policy-isakmp-policyl-1] remote-address test

[=5451]
# 18 7€ IPsec B&iE i Xt i 1Pv4 #idik A 10.1.1.2,

<Sysname> system-view
[Sysname] ipsec policy policyl 10 manual
[Sysname-ipsec-policy-manual-policyl-10] remote-address 10.1.1.2

[HHx®&$]
e ip host (Z=ZHAR-IP M54 f#ET)
° local-address

1.1.39 reset ipsec sa

reset ipsec sa & HKIERCAE L IPsec SA.
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[%4]
reset ipsec sa [ { ipv6-policy | policy } policy-name [ seqg-number ] | remote
{ ipv4-address | ipv6 ipv6-address } | spi { ipv4-address | ipv6 ipv6-address }
{ah | esp }spi-num ]

[#E]
M AL

[(REMFPAE]

network-admin

(€29
{ ipv6-policy | policy } policy-name [ seqg-number ]: F/RHHE IPsec %24 50& 4 7K
7EFE IPsec SA.
e ipv6-policy: IPv6 IPsec %45 .
e policy: IPv4IPsec %45,
e policy-name: IPsec A HHE 4K, N 1~63 MERHFRFH, NX5 KNG,
e  seqg-number: IPsec &4 RIERIINT S, BUEVEEI N 1~65535. WRAIEE %S,

NIRRT 2 A RN pol icy-name 122 4= SRS H BT 22 4 SR ME R I

remote: FIRHRYEX I IP HikkiE R IPsec SA.
. ipvd-address: X|uilt) IPv4 ik,
. ipv6 ipv6-address: Xuiff] IPv6 ik,
spi { ipv4-address | ipv6 ipv6-address } { ah | esp } spi-num: FRIEHE SAKI=C
HEE G 1P bk, 22l Z2Z R HER IPsec SA.
. ipvd-address: ¥l IPv4 ik,
. ipv6 ipv6-address: Xiuilt] IPv6 Hitik.
e ah: AHHMN.
e esp: ESP L.
e spi-num: TSR, PUEIEHE N 256~4294967295.

[ERES
WERAIREEMSE, NERRITA K IPsec SA.
WARFEE T IPsec SA = o4lfE B, WPRHERRAT &% =Ju R — D I7 A IPsec SA ALK
L) S —AT7 [F] ) IPsec SA. £ 2[RI R T PRl 2 2 i, B 235 5 53 b — A H 7 1)
AT 1 IPsec SA.
XTI IPsec SA, ZJof 2T IME—FR I X T AT H IPsec SA, SPI & MME—FRiH.
I, oAy BIE I 4R e 7 R ) = o4 AE BoRIERR IPsec SA, WIFREHEMIE € = G E: HEF
Himdfe N M = ou s EoRIERR IPsec SA, W R FEEAEMTE € SPI BT, HAMRAMEE
AT
Wi F TP IPsec SAHIERRG , RS L EIRRYEXT B T T IPsec %24 HB& & L 1) IPsec SA.
Wi IKE WL IPsec SA BERRE, RASEAMCHTFEIT IPsec LRy i fid & Wi #r i)
IPsec SA.

1-47



[=5451]
# TEB A IPsec SA.

<Sysname> reset ipsec sa

# il SPI 0y 256, Xfimitiht oy 10.1.1.2, L& W08 AH KT AT ) IPsec SA.
<Sysname> reset ipsec sa spi 10.1.1.2 ah 256

# JE R IPsec Xfum il 4 10.1.1.2 [T IPsec SA.

<Sysname> reset ipsec sa remote 10.1.1.2

# JH0R IPsec 24 KBS A4 KA policyl. TS5 10 A IPsec SA.

<Sysname> reset ipsec sa policy policyl 10

# 15 IPsec 22425 policyl H IFTH IPsec SA.

<Sysname> reset ipsec sa policy policyl
[HBXH%]

o display ipsec sa
1.1.40 reset ipsec statistics

reset ipsec statistics 4 K5 IPsec PR LA IHE L.
(<]

reset ipsec statistics [ tunnel-id tunnel-id ]
[#LE ]

e L
[REFFAR]

network-admin

[&%]

tunnel-id tunnel-id: JE[RTEE IPsec il R L 415 B Hb, tunnel-id ARIER) ID

5, HUEEEDY 0~4294967295. WIRRIBEARSH, MG IPsec MIFTAIRCATHER -
[261]
# 151 IPsec FIFTH R CEGTHER -

<Sysname> reset ipsec statistics
[HBxH<]

. display ipsec statistics
1.1.41 reverse-route dynamic

reverse-route dynamic @4 HRIT)E IPsec a1 % HiFE A TR

undo reverse-route dynamic 4 HKCH] IPsec x A #% HiEA T fE.
[%%]

reverse-route [ next-hop [ ipv6 ] ip-address ] dynamic

undo reverse-route dynamic
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[FR&E1ER]
IPsec [l B FHVE AN REAL TR R A o

[#RE]
IPsec %4> Hug AL K]
IPsec %4 HEIE AR K]

[(REBAFAE]
network-admin

[£%]
next-hop: 55 HaERMERSEH T —Bthbl . 2 ARfe N Bk, 05 sh4 sl s & H
Bk A IPsec FEIE 15 v bk o
ipv6: fEE HEAE MBS N Bk IPve shll. Z AR ESE, MR IPv4 Mk,
ip-address: T—#ki¥) IPv4 B¢ IPv6 Hitik.

[ERES
FEAR MY A O I 5 2% 1K) 35 22 4 SR AR 112 4 SRS SR ST N TS IPsec [ I i FHIE A DI REJS
WA IPsec SA HBNEM—FFAEH, 18 H K H Ry 2 R4 X smfA M, T
— Bk ERAE Y IPsec BEIE X umihdil; A 2 Ak BR AR B RETE X i H Ak 1550, wT Bt
next-hop ZEHE i N — Bk R4% il bk 18 250 o Fr 280 R 2% 4%
TEE S I B EE AN DI REIT, 22 R AS SEmE W i tH T IPsec SA. =46 Bt im & fil & £E % IPsec SA
i, MR Y IPsec A2 i HiE R .
R 2 0] BV N T RER S 23 B A S & B i tH R BT AT IPsec SA.
A2 BRI RS B HHBE IPsec SA GG, Bl IPsec SA B ERTTMIES .
FEAEL RN G RN, L@ display ip routing-table @45,

[=451]
# )5 \Psec [ [ 26 iE N TR, ARIE VIS N IPsec SA AL E AR i, H bl 952 Ry
%o o FA P B 3.0.0.0/24, " — Bkl Jyxt kg iE bk 1.1.1.2,

<Sysname> system-view

[Sysname] ipsec policy 1 1 isakmp

[Sysname-ipsec-policy-isakmp-1-1] reverse-route dynamic
[Sysname-ipsec-policy-isakmp-1-1] quit

# BEIE P ) IPsec SA PhRI NG, W EF BRI N ESEK G GVERRE ).

[Sysname] display ip routing-table

Destination/Mask Proto Pre Cost NextHop Interface

3.0.0.0/24 Static 60 O 1.1.1.2 V1an100

# )5 \Psec J [n) ¥ EHIE AN TR, ARIE PR LI IPsec SA AL AR tH, H Rl 2 /Y
0] s FL X X B 4.0.0.0/24, 8 5E T — Bkt 2.2.2.3.

<Sysname> system-view

[Sysname] ipsec policy 1 1 isakmp

[Sysname-ipsec-policy-isakmp-1-1] reverse-route next-hop 2.2.2.3 dynamic
[Sysname-ipsec-policy-isakmp-1-1] quit
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# FEIE P 14 1Psec SA Whis sl Zh i, A H R, AT UG 2 QAR BRAn RS i (e B (5 B .

[Sysname] display ip routing-table

Destination/Mask Proto Pre Cost NextHop Interface
4.0.0.0/24 Static 60 0 2.2.2.3 GE1/0/1
[HBXxH<]

e display ip routing-table (W% @4 SH/IP B H3Eh)
o ipsec policy
. ipsec policy-template

1.1.42 reverse-route preference

reverse-route preference 4 K E IPsec S H 4 H1IE NS REA: i & 14t 0 2e 42
undo reverse-route preference 4 FRIKE AN

[%4]
reverse-route preference number

undo reverse-route preference
[ER&HIR]

IPsec J [ i HE N Th BEAE B 0 A5 % 1 RO 5640 60
[#LE ]

IPsec 724 S i AL ]

IPsec %4 SR AL &
[RERFPAE]

network-admin
[&%]

number: KR, BUETEEDy 1~255. Z{HB/N, Lo,
(RS

LR EF A B S R BT BB S BRSNS Bl i 2E T IPsec SA MR 51X 48 IPsec SA A2 1k
PR A B T
[241]
# W& \Psec S In % B AN D REAE i i s i H i1 26 4% 100,
<Sysname> system-view
[Sysname] ipsec policy 1 1 isakmp
[Sysname-ipsec-policy-isakmp-1-1] reverse-route preference 100

[HHxa<]
. ipsec policy
. ipsec policy-template
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1.1.43 reverse-route tag

reverse-route tag 4 HRIE IPsec A b iE N T REAS ) B8 A5 2 B 1) Tag {H .
undo reverse-route tag 4 K E B 1 I .
[%4]
reverse-route tag tag—value
undo reverse-route tag

[BREFR]
IPsec s [a) i FHE AN DI RE AL B B % 1 0 Tag 1HM 0.
[#LE]
IPsec %4 SR EE AL
IPsec %24 SIS AR AL
[(REBAFAE]
network-admin
[&2#]
tag-value: #ABHN Tag {8, BUEIEHEIY 1~4294967295.
[ERES

A Tag [EH TARREHASEH, CUEAEES SR AR Tag 1B B BB AT RIS B, 285 X0 i A B

Tag {H AT B T2 R AR SR B 7 A2 S BT A 1Psec SA FIAR 41X L8 IPsec SA AE R I Hf A I FH
[254510]

# I E IPsec fx [m# HE N T g A B i B8 25 4 1 1) Tag {4 50.

<Sysname>system-view
[Sysname] ipsec policy 1 1 isakmp
[Sysname-ipsec-policy-isakmp-1-1] reverse-route tag 50

[HHx®2]
. ipsec policy

. ipsec policy-template
1.1.44 sa duration

sa duration fir4 fIKEC & IPsec SA (A f7RT ]
undo sa duration fiy4 FR M ERTE 2 1 IPsec SA A7
(4]
sa duration { time-based seconds | traffic-based kilobytes}
undo sa duration { time-based | traffic-based }
[EREER]
IPsec % 4= 3%/ IPsec %4 SIS FAR K] IPsec SA A7 8] 4 24142 R IPsec SA 477} ]
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[#E]
IPsec % 4x HE g AL
IPsec %4 HBS SR K]
[(BREFAFPAE]

network-admin

[&2%]
time-based seconds: &% T A AEAERS ], HUEVEFEY 180~604800, HAAHFD.
traffic-based kilobytes: #5@&&:TRENR AL H, BUETEE N 2560~4294967295,
BT

[ERES
2 IKE W7 IPsec SA I, AR K IPsec %4 5 B&/IPsec 224 IR T ARBLE IPsec SA )4
FEIFA], KR A4 R IPsec SA AEAFRA] Gt s 4 ipsec sa global-duration &) 5
Kot . W IPsec %4 iN%/IPsec A KSR FECE 1 IPsec SA HIAEAFRFE], AR S i H
IPsec %4 S/ IPsec 224 SRS R T O TC B -5 X s 6 e o
IKE 2 IPsec P& 7 IPsec SA B, K AR L B 19 A= A7 B T R0 i 2 130T 1IPsec SA A= A7 [E]
BN =

[=451]
# flid E IPsec 245 policyl [ IPsec SA AEFEIN (A N4>/, Bl 7200 .

<Sysname> system-view

[Sysname] ipsec policy policyl 100 isakmp

[Sysname-ipsec-policy-isakmp-policyl-100] sa duration time-based 7200

# ML E IPsec 224 %% policyl 1) IPsec SA A 171} (A4 20M =747, BIf& % 20480 T~ i & /5,
T IPsec SA gt .

<Sysname> system-view

[Sysname] ipsec policy policyl 100 isakmp

[Sysname-ipsec-policy-isakmp-policyl-100] sa duration traffic-based 20480

[HAx®<]
. display ipsec sa

. ipsec sa global-duration
1.1.45 sa hex-key authentication

sa hex-key authentication 174 H K AT TN IPsec SAELE 753t A RHAE % EH
undo sa hex-key authentication 4 HEMERTEE M IPsec SA FIIEZ .

(<]
sa hex-key authentication { inbound | outbound } { ah | esp } { cipher | simple }
string

undo sa hex-key authentication { inbound | outbound }{ ah | esp }
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[FR&E1ER]
RECHE IPsec SA i I HIAIEZ 4.
[#RE]
IPsec %4 Hug AL K]
[(REFAFARE]
network-admin
[&%]
inbound: 5 A J7H IPsec SA 1 F fIIE 4
outbound: &7 77 IPsec SA i I HIAIEE H].
ah: f&7%E AH Wi,
esp: fiE ESP i,
cipher: IO REHH.
simple: ISR EEH, 29 LT .
string: WISCHP T R#RIFRE, ARG KNG W TARPEE, FHKEAR:
HMAC-MD5 5i%, %4 EN 16 71 HMAC-SHAL 5%, KN 20 7. %0
N 1~85 MR T, X KNG,
[ERES
P A T F 07 5K IPsec 2242 5 .
WA HIECE inbound Al outbound AT ) IPsec SA 24,
£ |Psec B&IE ¥ W i i B 1Y) IPsec SA S Jise 5e A ULEL I . A A J7 5] IPsec SA AR HH
W ZANS B HH 7 ) IPsec SA FITAIESES H1— 3 A ) HH 77 1] IPsec SA HIVAIE R B0 Z5AHIXS I
AJ7TA] IPsec SA [FNIEZ 8 —E.
£ \Psec FEIE K W s, S DUAHE 77 NS iR —um LR 8 7 NN, S5 —um A+
Nk 77 A B, WA REE AL IPsec fEiE .
FEARE T R A IS LT, 2 RPAT A%, BJa—IRAT & 2E 2K
€37)!
# IC B K H AH PRI T7 5] IPsec SA FIWAIE R 104 B 5 0x112233445566778899aabbccddeeff00:
H 77 ) IPsec SA FIIAIE 24 B L Oxaabbccddeeff001100aabbccddeeffO0.
<Sysnhame> system-view

[Sysname] ipsec policy policyl 100 manual

[Sysname-ipsec-policy-manual-policyl-100] sa hex-key authentication inbound ah simple
112233445566778899aabbccddeeff00

[Sysname-ipsec-policy-manual-policyl-100] sa hex-key authentication outbound ah simple
aabbccddeeff001100aabbccddeeff00

[HAxw<]
. display ipsec sa
. sa string-key
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1.1.46 sa hex-key encryption

sa hex-key encryption @4 NF TAIE K IPsec SA Bt E 75t hil 20 in 2 %41 .
undo sa hex-key encryption 74 KMIERTEE R IPsec SA BIINE % 5H .
(<]
sa hex-key encryption { inbound | outbound } esp { cipher | simple } string
undo sa hex-key encryption { inbound | outbound } esp
[ERE1ER]
RECHE IPsec SA {8 HI B 2% 4.
[#LE]
IPsec %4 S A0 &
[REAFAE]
network-admin
[£%]
inbound: &% A J7 M IPsec SA fi FH 1IN %47
outbound: #&E H /17 IPsec SA i H 1 % 4.
esp: fiE ESP .
cipher: PI# BB E Y.
simple: DIWISOBAEE TN, 2% HE L% OB A7
string: WISCEH N 16 BEflk U758, AR KNG MTARBEDE, FHKEAR, 1
W 3K 1-9, BICEN 1~117 M FERIERFH, XA KhE,
®1-9 BASEAKENRE

BE BHKE (F15)
DES-CBC 8
3DES-CBC 24
AES128-CBC 16
AES192-CBC 24
AES256-CBC 32

[FRES]
A A T F L7201 IPsec %425k .
DAy AL E inbound 1 outbound WA J7 111 IPsec SA 23,
1t IPsec BEIE 1 3 152 B Y IPsec SA S AE 58 A ILIC I « AU A TT 1] IPsec SA HIHN % % 41
WA ZTURHT i R HE 7 1) IPsec SA BN B 40— 5 Aui (1) H 7 7] IPsec SA IR 0% %2 BH b Z5UFH Xt i )
ANJ7 1Al IPsec SA N8 —%.
7E |Psec BEiE w v, o4 DU RN 7 AN 8] o an SR — i DL 5 O RN, 5 —am LA+
AEE T NS, WAREEE L IPsec BEIE .
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MFE T HER T, 2RPITAGL, B —RPITH a2 4R

[=5451]
# M E R H ESP WH I NTT 7] IPsec SA N2 Bk %47 B SC 0x1234567890abedef;  H /5[]
IPsec SA % &k 1% 50 B 3¢ Oxabedefabedef1234.

<Sysname> system-view
[Sysname] ipsec policy policyl 100 manual

[Sysname-ipsec-policy-manual-policyl-100] sa hex-key encryption inbound esp simple
1234567890abcdef

[Sysname-ipsec-policy-manual-policyl-100] sa hex-key encryption outbound esp simple
abcdefabcdef1234

CiEES D |
. display ipsec sa
. sa string-key

1.1.47 sa idle-time

sa idle-time 4 HKRACE IPsec SA 23 N I 8] . 7248 %2 B I (8] Y, 86 Uit &0 R 1

IPsec SA K4 55
undo sa idle-time @y HRIKE BE M
[#4£]

sa idle-time seconds
undo sa idle-time

[SR&EER]
IPsec % 4= 5K /IPsec %44 SEIGAEAR T ) IPsec SA 25 PRI I IF) 4 24 1 4R 1) IPsec SA %5 IR HT
IS 18] o

[#LE ]
IPsec 4= HHE AL
IPsec %4 SIS AL &

[BRREFAFARE]
network-admin

[&#]
seconds: IPsec SA {75 RN I [A], BB G Y 60~86400, HA7 NFD,

[ERES
HEThRE HOEH T IKE P 1) IPsec SA, H R AIEIL ipsec sa idle-time fiy4 8 =5 W
Dheefa, AUfeA =430
R IPsec %425k IPsec 2 HISBHALIE NI AL E IPsec SA WM I IA], KR 4R
IPsec SA I ] Gl dr4 ipsec sa idle-time #&) HiE IPsec SA 2754 N 3347
BRIk IPsec %4 5EM%/IPsec 4 FIE BRI TACE [ IPsec SA 7 NI I [a], LSk
H IPsec %4 5% /IPsec %4 S AL B T e B A .
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[=5451]
# T E IPsec %4 IPsec SA (1975 R EE I I 7] 600 5.

<Sysname> system-view
[Sysname] ipsec policy map 100 isakmp
[Sysname-ipsec-policy-isakmp-map-100] sa idle-time 600

[HEXd&H<]
. display ipsec sa
. ipsec sa idle-time

1.1.48 sa soft-duration buffer

sa soft-duration buffer 4K HE IPsec SA IHGEIN 224 .
undo sa soft-duration buffer @14 HRIKE A HLHE

[(%%]
sa soft-duration buffer { time-based seconds | traffic-based kilobytes }
undo sa soft-duration buffer { time-based | traffic-based }

[EREER]
R HE 5 R P 4 o ) BRI 2 A

(¥R ]
IPsec g1 K

[(RERFPRAE]
network-admin

[(&#1]
time-based seconds: IPsec SA ¥ & rhif a], HUE Uy 20~201600, HA A,
traffic-based kilobytes: IPsec SA [N ZZriie, HUETEE Y 1000~4294901760,
AN KB

[(ERES
A A WA IKEVL A 4K
FERCE T PO G2 () R O0 T, BRI IR 8] (ST I T FR) A= A7 I 8] — BGER IRy 22 i 8] 75 22K
T 200, 0], ATHERRFH R IC B HCHE I 2% phst (] (1) BRI\ B2 T H S 0GR IR B[]
FERCE T HOBEN 2R &SN, PO S (GET RS AA7 I 8] — PO 2 i e ) fREK
T 1000KB. 750, A754RK F oA T B 308 I 22 it = i BRI Sk T H S ORI i i

(2451 ]
# B H IPsec SA [KIHGEN 22 it} 5]y 600 75

<Sysname> system-view

[Sysname] ipsec policy example 1 isakmp
[Sysname-ipsec-policy-isakmp-example-1] sa soft-duration buffer time-based 600
# W H IPsec SA [HEIN 22 i & /9 10000KB.

<Sysname> system-view
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[Sysname] ipsec policy example 1 isakmp
[Sysname-ipsec-policy-isakmp-example-1] sa soft-duration buffer traffic-based 10000

[(HEXH<]

. ipsec sa global-soft-duration buffer
1.1.49 sa spi

sa spi 4 HKACE IPsec SA i) SPI.
undo sa spi & HRMERTEE K IPsec SA ] SPI.
[4<]
sa spi { inbound | outbound } { ah | esp } spi-number
undo sa spi { inbound | outbound } {ah | esp }
[EREER]
RIEAE IPsec SA ] SPI,
[#RE]
IPsec %4 Fug A ]
[REAFARE]
network-admin
[&2%]
inbound: #&E AJ7IA IPsec SA ] SPI.
outbound: #5JE 77 [H] IPsec SA i] SPI,
ah: 85 AH i,
esp: 1€ ESP #hill.
spi-number: IPsec SA (%22 KRG, HETEH Y 256~4294967295.
[ERES
e A T F L7 U0 IPsec 24 5#0E . X T IKE Wi 77 U IPsec 24 5kmE, IKE ¥ H 2
IPsec SA KIZ$3+61% IPsec SA, AHEF LIE IPsec SA IS %,
W25 HIECE inbound Fl outbound F4J5 1A IPsec SA 124, HARIESR—J7 17 £ IPsec SA
IRk 3T 51 IPsec SA, WAZUMRIE=JCl i IP #udik. &l SPD ME—; XA
Jilh] IPsec SA, WAAURIE SPIME—.
f£ IPsec &I P B B I IPsec SA ZHLn i 56 e ILRCH « A3 I T7 7] IPsec SA 1] SPI 475
AUk v B H 7 ) IPsec SA H SPI—F: A i 77 15] IPsec SA H SPI 440N b i\ T 0] IPsec
SA ] SPI —Ff.
[=41]
# BCE A J7 W IPsec SA 1) SPI 24 10000, #7717 IPsec SA 1) SPI 24 20000.

<Sysname> system-view

[Sysname] ipsec policy policyl 100 manual
[Sysname-ipsec-policy-manual-policyl-100] sa spi inbound ah 10000
[Sysname-ipsec-policy-manual-policyl-100] sa spi outbound ah 20000
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[(HEXH<]

. display ipsec sa
1.1.50 sa string-key

sa string-key @& K ANF TAIZEM IPsec SA it & 77 H M
undo sa string-key 74 HRMIBRTE E 1 IPsec SA 17455 LI %5 .
[4<]
sa string-key { inbound | outbound } {ah | esp } { cipher | simple } string
undo sa string-key { inbound | outbound } {ah | esp }
[EREER]
KL E IPsec SA {f %8
[#LE]
IPsec %4 Fuk A ]
[RERFAE]
network-admin
[&#]
inbound: i€ A\Jj A IPsec SA HIE .
outbound: #5E /517 IPsec SA [# .
ah: 8% AH Hhil.
esp: fHE ESP thid.
cipher: DI OEAREHH.
simple: DIISOEAREE TN, 2% HE L SO FE -

string: HYFRH, X KNG. BISUEYN 1~255 MERFRIT R, BOCEY N 1~373 4
TR O T AR SNE , RGN B 747 B B 34 AT & VR EOR 3 8 0 T ESP

P, G S R A AL S B B R 35 S 2 4.
S

e AT F 15 T IPsec %43 H% .
DA MIEEE inbound 1 outbound W77 1A IPsec SA [HZ 4.

£ IPsec BEIE P B B I IPsec SA LU 58 2 ILACHT . A% AN J7 7] IPsec SA % 406 25l
XS H 517 IPsec SA B H—FE; At 7 A IPsec SA X2 86 ZURIN 3 N J5 7] IPsec SA (1%
k.

fE \Psec FEIE RPN LU A A7 s AN B B R —im DL A5 8 7 sUR N B, 59 —am B+
NEERT A AN Y], MASRE IRt & T IPsec 518

ZUPITAR AL, Fefm— RPAT WA & AR

[261]

#BCE R AH PRI TT 1] IPsec SA FI% 50 8B ST 75 5 abedef; H 7\ IPsec SA (1% 8 1
5 efedab.
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<Sysname> system-view

[Sysname] ipsec policy policyl 100 manual

[Sysname-ipsec-policy-manual-policyl1-100] sa string-key inbound ah simple abcdef
[Sysname-ipsec-policy-manual-policyl-100] sa string-key outbound ah simple efcdab

# 1£ IPv6 IPsec g, FLE R AH BRI ATT [H] IPsec SA [ HH WIS 747 5 abedef; 77
] IPsec SA HIEHHAWISCF47 & abedef.

<Sysname> system-view

[Sysname] ipsec ipv6-policy policyl 100 manual
[Sysname-ipsec-ipv6-policy-manual-policyl-100] sa string-key inbound ah simple abcdef
[Sysname-ipsec-ipv6-policy-manual-policyl-100] sa string-key outbound ah simple abcdef

CEES D |
. display ipsec sa
. sa hex-key

1.1.51 satrigger-mode

sa trigger-mode iy 4 FH KL & fil ) £ 57 IPsec SA [,
undo sa trigger-mode fi4 K B i .
[%<]
sa trigger-mode { auto | traffic-based }
undo sa trigger-mode
[EREER]
fisl 2 357 IPSec SA [ AT E ik .
[#RE]
IPsec % 4= H g A0
[REFFAR]
network-admin
[&2%]
auto: HalfAM, e IPsec FEANIE B )5 et H ahfil A U i 57 IPsec SA.
traffic-based: MiEM AR, JIEAETE IPsec 24K 44T EHRT N 4 £k IPSec SA
i
[ERES
o ILIhAERIEH T IKE ¥ 77 201 IPsec 2242 5K .
o HIMART, TR SA T E T ERY, LR E A 2 BT Al 57 IPsec SA,
XAE— @R BT RGBT MR R Al AR A IR TR ORI A il R ST IPsec
SA, MR B, RAETIR G HEREE, (2 IPsec SA LI 2 1 i E A2 Z 2R .
o AR IPsec ZATRIG T 51 M 1R RELL G SR, K B S A L IPsec SA, ILEC B A AR
o |Psec B&iE W (1) & A FIFAER AL E —BUNfil & #57 IPsec SA .
o BEUEI, XIHEICAAFAER IPsec SA L. HIRCARE | auto i, IPsec SA AL
SR, BWEECA traffic-based #.
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[24510]
# BB 755 10 ) IPsec 224> 50& policyl fili & 257 IPsec SA FIBLEJy [ Bl % .

<Sysname> system-view
[Sysname] ipsec policy policyl 10 isakmp
[Sysname-ipsec-policy-isakmp-policyl-10] sa trigger-mode auto

1.1.52 security acl

security acl 4 HKIEE IPsec %4 TKIS/IPsec %4 FmE %MK 5| FH i) ACL.
undo security acl 4 HRK G 1E .
[4<]
security acl [ ipv6 ] { acl-number | name acl-name } [ aggregation | per-host ]

undo security acl

[ERETER]
IPsec %A= Hilk/IPsec %4 SRR 51 1 ACL.
[#LE ]
IPsec % 4x Hig AL 1A
IPsec % 4= MR AR ]
[REFFAE]
network-admin
[(&%]

ipv6: 155 IPv6 ACL.

acl-number: ACL 4i'5, HUHEM» 3000~3999.

name acl-name: ACL &Fr, N 1~63 MEMMZERH, AXHKNE.

aggregation: 157 IPsec %4 5l EHR R 7 XN A e A SCFRT 1Pv6 B it K H 1%

S AVE"
per-host: #5E IPsec %4 SBE B R L IR 77 Ao EHLTT e
[ERES

Xt IKE i 5 K IPsec 2245, Bmim iRy 5 sUEHE LR J LR

o FpENR: —FBREMRYFEERT. ACL IR AN RO I AR 4 2k Bk )]
AR IE SRR . S4B E aggregation fll per-host ZHENL T, B RA LT,

o EAHEFA: —KBEERY ACL HE XM FTA AR . ACL H 1B FUUKH L Bda i A 2> h
— 2RI TE R RS W TR A 7 AR E 7 A SRR %, RE 7 U T RIE iR A
(1715 % HL3E

o BN —HFKRERIERY— K ENLE ENEARR . ACL H B AEUUSS R A R ML
[ R, A2 B — 2 B PR TE R AR . X PN, RPN B AIAEIE £ 2%
HARRAEL T, R 2 RA 5.

F LM IPsec wa g ARG, HOCCHFERE T IKE B 7 U1 IPsec %43k

I AT LR ok i B SR A AN [ (1 R 4 7 2
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[=5451]
# ML E IPsec 24 N& 5| H IPv4 =42 ACL 3001.

<Sysname> system-view
[Sysname] acl advanced 3001

[Sysname-acl-ipv4-adv-3001] rule permit tcp source 10.1.1.0 0.0.0.255 destination 10.1.2.0
0.0.0.255

[Sysname-acl-ipv4-adv-3001] quit

[Sysname] ipsec policy policyl 100 manual
[Sysname-ipsec-policy-manual-policyl-100] security acl 3001

# ML E IPsec %450 5| H IPv4 =4 ACL 3002, F15 B HHRim iy 7 O R & 77 2.

<Sysname> system-view
[Sysname] acl advanced 3002

[Sysname-acl-ipv4-adv-3002] rule O permit ip source 10.1.2.1 0.0.0.255 destination 10.1.2.2
0.0.0.255

[Sysname-acl-ipv4-adv-3002] rule 1 permit ip source 10.1.3.1 0.0.0.255 destination 10.1.3.2
0.0.0.255

[Sysname-acl-ipv4-adv-3002] quit
[Sysname] ipsec policy policy2 1 isakmp
[Sysname-ipsec-policy-isakmp-policy2-1] security acl 3002 aggregation

(X< ]
. display ipsec sa

. display ipsec tunnel
1.1.53 snmp-agent trap enable ipsec

snmp-agent trap enable ipsec fiv4HKIFE IPsec & ThRE.
undo snmp-agent trap enable ipsec @4 KK H TR E R IPsec 152 It

(<]
snmp-agent trap enable ipsec [ auth-failure | connection-start |
connection-stop | decrypt-failure | encrypt-failure | global |
invalid-sa-failure | no-sa-failure | policy-add | policy-attach |
policy-delete | policy-detach | tunnel-start | tunnel-stop] *

undo snmp-agent trap enable ipsec [ auth-failure | connection-start |
connection-stop | decrypt-failure | encrypt-failure | global |
invalid-sa-failure | no-sa-failure | policy-add | policy-attach |
policy-delete | policy-detach | tunnel-start | tunnel-stop] *

[GREFR]

IPsec KA & & DhRE AL T IR PR .
(L]

RGN
[REFAFAE]

network-admin
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auth-failure: F/RVIERM 15 E DR
connection-start: FE/AH[F description ) 2¢ 4> HEHE R IR G EE 2 — > IPsec FEIE R )15 & 1)

fit.
connection-stop: X/~ H[A description )42 4 HEH& R 0T M B B f5 — 1 IPsec FEiE I 1152 1)
ﬁléo

decrypt-failure: T/Rff% RIS %5 E )
encrypt-failure: FIRINE R 5L IhE
global: F/R4JHELINRE.
invalid-sa-failure: F/RIER SA M5 EThEE.
no-sa-failure: F/RIGIEEE] SA N ED#E.
policy-add: F/RIN IPsec 24 SRS I )25 Z Ihfg
policy-attach: /K IPsec 24 5RMS N EI14z 5 2 0 fe
policy-delete: F£irHFR IPsec &4 SRuE I 1) ZIhRg .
policy-detach: /K IPsec %24 HENg A N I BRI 1) 2 B Dl i
tunnel-start: LA IPsec BRIER 15 E I RE.
tunnel-stop: FRMER IPsec BEIE R 5 £ T RE .
[ERES
MAANIR AL SE, MRS EBOCH BT 8L IPsec 5 D1Re.
Un SR S AR RO BRI ) IPsec 55 R, TS BHRAIE IPsec (14 R 25 Z hhE DL AR B S5
135 Z hRe 540 T IF R IRAS .
[241]
# JF )5 42 IPsec Trap %%,

<Sysname> system-view

b
to
b
o

[Sysname] snmp-agent trap enable ipsec global
# IF A B2 IPsec FEIE I (1) 5 & D RE .

[Sysname] snmp-agent trap enable ipsec tunnel-start

1.1.54 tfc enable

tfc enable w4 kTS TFC (Traffic Flow Confidentiality) 378 IhfE.
undo tfc enable 4 KK TFC HAm kg,
[%<]
tfc enable
undo tfc enable

(R 1ER]

TFC H AR it T R HRE .
EMED |

IPsec Z¢ 4= HEms AL K
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IPsec %24 SIS AR AL

[REFFAR]
network-admin

[EAES
TFC 78 D AT Rl S AR 4 ST, (H AT BRI SCIRT DN 3a) 256 K fi 2 A BRI REAR A7 5, HLASOK
AL ESP S AR i 0t 4% () UDP i SC LA L AT ESP i3 AR TE B U 3% 1 J5 40 1P 4R sc A
e

[=41]
# T8 7E IPsec %4 5% policyl F )5 TFC IR fE .

<Sysname> system-view
[Sysname] ipsec policy policyl 10 isakmp
[Sysname-ipsec-policy-isakmp-policyl-10] tfc enable

[HEXda<]
. display ipsec ipv6-policy
o display ipsec policy

1.1.55 transform-set

transform-set 4 A K48 5E IPsec %4 5K I%/IPsec %4 SEg BAR BT 51 FH 1) IPsec 22 41213,
undo transform-set fir % HRIUH IPsec %4x 5% /IPsec %24 SRIg B 51 FH I IPsec 2421
[<]
transform-set transform-set-name&<l-6>
undo transform-set [ transform-set-name ]
[ERE1ER]
IPsec %4 5%/ IPsec 4 ISR AR 5| H IPsec %4213
[#LE ]
IPsec %4 5 A0
IPsec %24 SIS AR AL I
[(REFFAR]
network-admin
[&#]
transform-set-name&<1-6>: IPsec Z&IRWHKIAFR, N 1~63 NMFHRFTFRH, AX 5K
5. &<1-6>FRHIH IS H R Z T LA 6 K. TFEFERZ, R fEE N2 L RIATRA
MEE, BWIRRSHH.
[ERES
XTF T IPsec 24 5ilg, HEESIH—A IPsec L&, ZRPATAM S, IfG— KT
FR) i AR

1-63



X IKE #7730 IPsec 22425, — 2% IPsec 224 il i 2 v LA 5| FI7SAN IPsec Z 431 . IKE
R, IKE K AEREE P i C B 1 IPsec 224 HElg h &R A% 58 & ULAC 1Y) IPsec %4213,
WA IKE 7E P iR A B 56 A UL L) IPsec A3, W SARNREM R BT, 75 ZERE ORI (3R SOR 1
LFH.
LA EFEMSE, W undo transform-set 4R M4 51 I IPsec %4421,
(54511
# M E IPsec %45 0E 51 F 475N propl 1) IPsec ‘%4421 .
<Sysname> system-view
[Sysname] ipsec transform-set propl
[Sysname-ipsec-transform-set-propl] quit
[Sysname] ipsec policy policyl 100 manual
[Sysname-ipsec-policy-manual-policyl-100] transform-set propl
[HHXd&H<]
. ipsec {ipv6-policy | policy }
. ipsec transform-set

1.1.56 tunnel protection ipsec

tunnel protection ipsec fr4 HRAERIER: N N IPsec ZAHELE.
undo tunnel protection ipsec it FRWKE Hg1E M.
(<]
tunnel protection ipsec profile profile-name
undo tunnel protection ipsec profile
[EREFR]
Tunnel 3 LRSI H] IPsec 24 HESE.
[#RE]
Tunnel £z AL
[(REBAFAE]
network-admin
[&2#]
profile profile-name: fiEM M1 IPsec Z&MELE, HLAUN IKE Wi /72U IPsec %4 HE
28, Hrp, profile-name Jy IPsec ZaHELLI A IR, N 1~63 MFEFFFRF R, AX KNG,
[ERES
FEREERE O LNV IPsec astESLJm, BEIE Mo = il IKE Vi e IPsec BEIEXT FEIE#E 1 _E A&
AR REEAT IPsec fRY.
[=41]
# e B {3 1Psec % AHEZE prl SRARY #2111 Tunnell (4R 3C.

<Sysname> system-view

[Sysname] interface tunnel 1 mode advpn gre
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[Sysname-Tunnell] tunnel protection ipsec profile prfl
[fAXa<]

. ipsec profile
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2 IKE

2.1 IKEECE#H S
2.1.1 aaa authorization

aaa authorization 4 HRIFE IKE ] AAA TR .
undo aaa authorization @4 KK IKE 1 AAA #Z LI RE .

[#£]
aaa authorization domain domain-name username user-name
undo aaa authorization

[Br&1ER]
IKE 1 AAA BZRLINREAL T IS RS

[#RE]
IKE profile ¥ &

[(BrERFPAR]
network-admin

[£#]1]
domain domain-name: HIHFAUS R SR ISP #844, AN 1~255 N FERFHIFR &, RAX 5
j(/J\_“%” Z:ﬁé@)?ﬁ “/”\ “\”\ “I”\ “n”‘ “:”\ “*”\ “?”\ “<7)‘ “>” [y\& “@” ?’?‘\IJ‘:’ EZ_\‘IH\E?‘]—:—‘?—"
FrEE “d”, “de”. “def”, “defa”. “defau”. “defaul”. “default”, “i”. “if”. “if-”. “if-u”, “if-un”.
“if-unk”. “if-unkn”, “if-unkno”. “if-unknow” F1 “if-unknown”.
username user-name: HIERAUB N A4, N 1~55 M EHFNFRFH, Ko RhE,
ﬁﬁ)ﬁgmﬁé n%iﬂzg, Kﬁg@?ﬁff‘ﬁ:% “\”‘ “I”‘ “/”\ “:”‘ “*77‘ “?”‘ “<”\ “>” *D “@”’ E_Z:ﬁ%
y\j “« n\ ual” Ejz «a””o

[FRES
Tia AAA BZRLINRE G, IKE T LA AAA B BB E, #lan IKE ARiHhhbyd @ v . IKE itk
{6 FEI45 52 B0 1SP 3044 1 FE P 44 ) AAA BEHR BRI 3R AAA BEERSTE e B B2 AU L 13 72 AAA
AR 5% 7 B A P 8 RV SRAZH P IR BUE B . AP R 2 )G, IKE AR 215 240 B
PIFRAUE M . ZINREIE A Tt AAA BEHLAE A A HURN 28 AH SIS PE A N IR B

[ =411
# G)% IKE profile, 4 %% profilel.

<Sysname> system-view
[Sysname] ike profile profilel

# 1t IKE profile profl 175 AAA BT RE, 82 ISP $8 v abe, HI/" 44 test.

[Sysname-ike-profile-profilel] aaa authorization domain abc username test



2.1.2 authentication-algorithm

authentication-algorithm 4 H K46 € IKE #2380 F A E 5Bk .
undo authentication-algorithm 4 kK 5 k& 15 .
(<]
authentication-algorithm { md5 | sha | sha256 | sha384 | sha512 }
undo authentication-algorithm
[BRE1ER]
IKE #2304 I FIAIE S 28 HMAC-SHAL
[#LE ]
IKE #2139
[(REAFAE]
network-admin
[&%]
md5: #5E NES %N HMAC-MD5.
sha: #EEIMESR LN HMAC-SHAL,
sha256: #&ENEH L HMAC-SHA256.
sha384: #&7EIMEHEN HMAC-SHA384.
sha512: &5 NIEH LN HMAC-SHA512.
[=451]
# 18 IKE $#21X 1 FAER A HMAC-SHAL.
<Sysname> system-view

[Sysname] ike proposal 1
[Sysname-ike-proposal-1] authentication-algorithm sha

[HEXda<]
. display ike proposal

2.1.3 authentication-method

authentication-method g4 F>kf5E IKE $2 U0 H 1AIE T .
undo authentication-method 4 KW &2 B 1 .
[4<]
authentication-method { dsa-signature | pre-share | rsa-de | rsa-signature |
sm2-de }
undo authentication-method
[EBR&TER]
IKE $2 30 I P S 3 A I IE 77



[#E]
IKE 2 15CHE
(&R FAE]
network-admin
[&%]
dsa-signature: 155 iAiFT2 8 DSA ¥4 771k,
pre-share: f§@NE7 N TISEE R Tk,
rsa-de: fREINIETEN RSA B EH 7%,
rsa-signature: 18EINIEN RSA 7284 J7 15
sm2-de: F8EWIF % SM2 B 5 7k,
[FRES
INE 7705 RTIE 23 HAGIE . B0 2 MIE (BT RSA B2 4 IMIEFT DSA #7244 NE) Al
HerfFEHME (B35 RSA B S BEHAIEMN SM2 B S HHAIED .
o TSLEBHUUENLEIF R AR EUES, HAE/DN A IS A
o HFEBAINIERAEMEE S, WA ChO—a3” BAMANRRSEREH. fili, £ Cdh—
5337 W A P S B VIR EAT IKE PRy, SOl o] 5B 75 284N SCBC B — N
L, M RZN, BB SRE, M HA T2 IER o AR E A PKIE:
o HFEEIUEA TR &TREMNS EH K HEE IR BRI, HIAE 72 R GE7E IKEVL )
PR SR
BB BT D6 20 WL C (A IE 77925 o
WIRIREVIE T VE N RSA B4 )71k # DSA 2547, MBI ZRIER 5 M CA GIE
WIENLAED SR HCFIE
WERIE B WAL N B2 5k, WA pre-shared-key fiv4 71 ¥ i it B AR 7] 1) Fil L 52
=4
[ =545 ]
# 3558 IKE $21 1 FINIE TN TdL =24
<Sysname> system-view

[Sysname] ike proposal 1

[Sysname-ike-proposal-1] authentication-method pre-share
[HEx®<]

. display ike proposal

. ike keychain

. pre-shared-key

2.1.4 certificate domain

certificate domain @74 k¥ IKE H 5 % B 3725 44 Y GIE 8 F 1) PKI 3.
undo certificate domain 4 FHREHIEE IKE B8 A i PKI 3.
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[%4]
certificate domain domain-name
undo certificate domain domain-name

[BRETER]

AAREH T IKE W PKI .
[#LE]

IKE profile %1
[FREFAFAR]

network-admin
[&%]
domain-name: PKIEHIZHK, N 1~-3L NFHFHFRFE, AR KNG,
[ERES
AEE ZIRPAT A AT EZ N PKIIER, —A4 IKE profile i 2 ] LASI I /54 PKI . W1 R7E IKE
profile & 7 PKIE, WIS A48 E 1 PKIUAOE AR S iE 5% K« BiExS s e Fig R . R IE Ak
F AR E . BT TE4 . R IKE profile hisa 5 PKIK, #E % 4% L ACE 1 PKI
AT DL _EAE T A OC A4 AE
IKE 7] LIS PKI H#3RE CAUE . BB FIFIET, XX FEa, AL Z .
o XFTRET: #E IKE profile F8E T PKIIE, H PKI IR FRER S iE N ESHE TR, W
KAE T 2= HBNEREL CAUET; #51E IKE profile 1A e PKI I, WA T A2 H33RE CA
WEF, FREFFFR CAES.
o XPTmHRTT: BB BORAH ERN IKE PR, w7 A B3R CAET, T[ETFINK
BCCAIES: S —HrBOR B 2B R IKE PRRs iy, w5 $63) 1 VLECH) IKE profile J H.
IKE profile F455€ 1 PKIIE, H PKIEH (IIE+ B G A B 3 #1677 20, W2x B 33K CA EfS;
A0, ma R AN H BRI CAUET, FTEFZRI CAET.
o {EIKE T E B CAET, FHEZNHIEIES. # CAUEHLEE, WAIKE CAE
B, HEASHFEIER.
[ 2451
# {F IKE profile 1 f¥g % IKE i i {3 F 11 PKI 5

<Sysname> system-view
[Sysname] ike profile 1
[Sysname-ike-profile-1] certificate domain abc

[HHx&H%]
° authentication-method
e pki domain (%44 5%/PKI)
2.1.5 client-authentication
client-authentication @4 FKIT B X% 7 i A .

undo client-authentication 4 H 3k FX5 7 i i AGIE o
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[%4]
client-authentication xauth
undo client-authentication

[BRETER]
X2 AR AL T D% IR A
[#LE ]
IKE profile #1 &
[(REBAFAE]
network-admin
[&2%]
xauth: F7~KH XAUTH (Extended Authentication within ISAKMP/Oakley) 77 :GAiE .
[ERES

TEHRE 2 4 S AT A Ak A0 1) IPsec VPN NI, S X AIAS [R] 0 2 7 it 38805 75 22 A O] £ 194

BNANEF—NERR K EAE IPsec %A RIEAHAEREN, W T/EREKR, AT HEHE,

LEAFCINTE R T X% P imiAE 2 Ja, IRER 7 iR OV A HEAT IKE PR it R A, Aol s 4%

Al LA RADIUS AR %525 k% 2 uidt 47 F 2 4 VS (1 56 IE, BRI R P i fE B AR, &8

FEAREASFE [ P A2 A, X RE R LLfATAL oI B B B S, IR T RN i ) 2 A
[ 254511

# TR T XAUTH 7 REAGIE

<Sysname> system-view
[Sysname] ike profile test

[Sysname-ike-profile-test] client-authentication xauth
[HHxd&$]

. local-user
2.1.6 description

description 4 HRELE IKE S HiIR(E B

undo description 4 kK E B 1.
(%]

description text

undo description
[EREER]

ATEFE IKE $#RIAIHIRE B
[#LE ]

IKE $23CHLE
[REFFAE]

network-admin
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text: IKE UMM, h 1~80 MEHIFHE, KRN,
(ERES

RGN IKE SR, AR B L0 A BRAT ALK 4 7 ) IKE §R8L
(241

# FLE Y 59 1100 IKE SRBUHIA 5 EO test

<Sysname> system-view

[Sysname] ike proposal 1

[Sysname-ike-proposal-1] description test

2.1.7 dh

dh fir & FIRECE IKE BB 1 %5 50 U i pirfil ) ) DH B 9158 e 2 4.
undo dh T4 HIRK S A 150 .
[%<]
dh { groupl | groupl4 | group2 | group24 | group5 }
undo dh
[ERETER]
IKE #2315 F (1) DH #4338 #3508 groupl, B 768-bit [ Diffie-Hellman group.
[ ]
IKE $21AL1E
[(REFAFARE]
network-admin
[&5#]
groupl: #E:ENE 1 AP K 768-bit [ Diffie-Hellman group.
groupl4d: fREMTE 1 %P Ik A 2048-bit 1) Diffie-Hellman group.
group2: f&ENT B 1 B HIW R I R ] 1024-bit [ Diffie-Hellman group.
group24: IEEM B 1 ZEAY R KA 256-bit ) sub-group ) 2048-bit Diffie-Hellman group.
group5: fEEM B 1 %P H 1536-bit [¥) Diffie-Hellman group.
[ERES
groupl $24t T EARH e, (HE P . group24 34t T e 2e 4, (B2 A BRI
w18, HER Diffie-Hellman group B AL EISEINAR 0 5 iy Y 22 4, (EL I Kb 2 I 8 S R 2 sk
1o VAR ST PR A5 b ot 22 4 MR 1 BE 1 2SR IE A& 1 Diffie-Hellman group.
[=5451]
# ¥6852 IKE 21 1 1l 2048-bit ] Diffie-Hellman group.
<Sysname> system-view

[Sysname] ike proposal 1
[Sysname-ike-proposal-1] dh groupl4
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[(HEXH<]

. display ike proposal
2.1.8 display ike proposal

display ike proposal 4 HKRERTE IKE #2IELEE S
(<]

display ike proposal
[#RE ]

R
[(RERFPAE]

network-admin

network-operator
(RS

IKE $RBGZ IEIL R B S Ja e B . WA B AT IKE $23, T R BoRshaE 1) IKE 121,
(2541 ]

# R IKE SR B A S .

<Sysname> display ike proposal
Priority Authentication Authentication Encryption Diffie-Hellman Duration

method algorithm algorithm group (seconds)
1 RSA-SIG MD5 DES-CBC Group 1 5000
11 PRE-SHARED-KEY MD5 DES-CBC Group 1 50000
default PRE-SHARED-KEY SHA1 DES-CBC Group 1 86400

#<2-1 display ike proposal 4% E /R~ 5 EHA TR

Priority IKEFE B 5621

IKESE U FH IR 795, f:

e DSA-SIG: DSA% %

e  PRE-SHARED-KEY: Ttk =54
e RSA-DE: RSA %7 (5%t

e RSA-SIG: RSA% %

e SM2-DE: SM2¥i7f5k

Authentication method

IKEHE U FH I IE 5%, L F:

e MD5: HMAC-MDS5 5i%

e  SHAL: HMAC-SHA1 &k

e  SHA256: HMAC-SHA256 #.i%:
e  SHA384: HMAC-SHA384 5iiZ%:
e  SHA512: HMAC-SHA512 #i%

Authentication algorithm
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-

FE Eip%s

IKESR U FH i 2 595, LG

e 3DES-CBC: 168 iz CBC #3{f) 3DES %%
e AES-CBC-128: 128 fii CBC #= ] AES 5i%
e AES-CBC-192: 192 fii CBC 1=\ AES Hi%
e  AES-CBC-256: 256 fii CBC I\ AES ik
e DES-CBC: 56 {7 CBC #i3\/] DES %i%

Encryption algorithm

IKERTBeL % 5 0l vl i T 56 P RO DHE A e S 8, (il
e Group1: DH groupl
. e  Group 2: DH group2
Diffie-Hellman group e Group5: DH groups
e  Group 14: DH groupl4

e  Group 24: DH group24

Duration (seconds) IKEFR L 1 #5 E IIKE SATEVEIN 8], Bafr AFb

[HEXH<]

. ike proposal
2.1.9 display ike sa

display ike sa 4 H:K /R 40T IKE SA 15 B

[4<]
display ike sa [ verbose [ connection-id connection-id | remote-address
[ ipv6 ] remote-address] ]

[#LE]
EEAE
[(REBFAE]
network-admin
network-operator
[&5%]
verbose: s YHT IKE SA TE4H(E S
connection-id connection-id: #ZBELARARTER IKE SA KTR4IEE, BUETEEDY 1~
2000000000.
remote-address: ‘TR EX I IP Hidk ) IKE SA (VE4H(E S .
ipv6: f57E IPV6 Hifik.
remote-address: XJ¥i( IP Hitik.
[ERES
GATREEMSE, WA SHTTA IKE SA 245 &
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[261]

# BoRMETATA IKE SA M E S .

<Sysname> display ike sa

Connection-ID Remote Flag Dol

Flags:

202.38.0.2 RD

RD--READY RL--REPLACED FD-FADING RK-REKEY

#2-2 display ike sa e S EREEHEIAR

FE ETpu

Connection-ID IKE SAFIFRIRFT

Remote BEIKE SARIX o 1 1P bk
IKE SAMPIRES, HBFE:
e RD--READY: EInlt IKE SA 2RI

o e RL--REPLACED: F/rIt IKE SA B8 H1 IKE SA A, — Bl a) 5 K4 i

ags
g e  FD-FADING: Forilt IKE SA IEAESZITHBIN IS R], HRTaBEfEH, (5 R Bk

e RK-REKEY: /Rl IKE SA /& Rekey SA
e Unknown: F7x IKE Wi HEIRES R 50
IKE SAFT)E Rk, FE:

DOI e IPsec: Finith IKE SA R DOI Jy IPsec DOI
e  Group #7rIk IKE SA fH ¥ DOI 25 GDOI (B A HR)

# R 4ET IKE SA ITE4RE B,

<Sysname> display ike sa verbose

Connection ID:
Outside VPN: 1
Inside VPN: 1
Profile: profl
Transmitting entity: Initiator

Initiator cookie: 1bcf453f0a217259
Responder cookie: 5e32a74dfa66a0a4d

Local IP: 4.4.4.4
Local ID type: IPV4_ADDR
Local ID: 4.4.4.4

Remote IP: 4.4.4.5
Remote ID type: 1PV4_ADDR
Remote ID: 4.4.4.5

Authentication-method: PRE-SHARED-KEY
Authentication-algorithm: SHAl



Encryption-algorithm: AES-CBC-128

Life duration(sec): 86400
Remaining key duration(sec): 86379
Exchange-mode: Main

Diffie-Hellman group: Group 1

NAT traversal: Not detected

Extend authentication: Enabled
Assigned IP address: 192.168.2.1
Vendor ID index: Oxald

Vendor 1D sequence number: OxO
# 5o B HihE Dy 4.4.4.5 1) IKE SA [IVE4E(E B
<Sysname> display ike sa verbose remote-address 4.4.4.5

Connection ID: 2

Outside VPN: 1

Inside VPN: 1

Profile: profl

Transmitting entity: Initiator

Initiator cookie: 1bcf453f0a217259

Responder cookie: 5e32a74dfa66a0a4d

Local IP: 4.4.4.4

Local ID type: IPV4_ADDR

Local ID: 4.4.4.4

Remote IP: 4.4.4.5
Remote ID type: 1PV4_ADDR
Remote ID: 4.4.4.5

Authentication-method: PRE-SHARED-KEY
Authentication-algorithm: SHAl
Encryption-algorithm: AES-CBC-128

Life duration(sec): 86400
Remaining key duration(sec): 86379
Exchange-mode: Main

Diffie-Hellman group: Group 1

NAT traversal: Not detected

Extend authentication: Enabled
Assigned IP address: 192.168.2.1
Vendor 1D index: Oxald

Vendor 1D sequence number: O0xO0
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%<2-3 display ike sa verbose #y

é\i/—r = ll_-\*m iE

TB

fihik

Connection ID

IKE SARIFRIRSF

Outside VPN CEAZCRE Bk E: DT E MPLS L3VPNVP NS 44 7K
Inside VPN CEARTH) BT 53 B 8 FIMPLS L3VPNRIVPN L1 44 55
Profile IKE SAFG T ULEFIHIKE profileff 277, a5 b it F2 g A T

BCBT A profile, NHXFBA L BIRIEMKE profile 475

Transmitting entity

IKEWM T Sk it 04
e Initiator: K
e Responder: iy J5

Initiator cookie

IKE SA¥ 23 Cookie

Responder cookie

IKE SAIli ¥ 3 Cookie

Local IP Ay % 4= S IP ik
Local ID type N e e PO G (N =S it
Local ID AR ity 2 4 P R B 15 I
Remote IP X ity 22 4 P SR R I P bk

Remote ID type

X 9 2 4 X R ) B £ S 2R AR

Remote ID

X o 2 4 X R ) B 4 2

Authentication-method

IKESEUUE FH IE 7%, 4:

e DSA-SIG: DSA% %4

e  PRE-SHARED-KEY: fjitt= 54/
e RSA-DE: RSA ¥ 7{5#

e RSA-SIG: RSA% %,

Authentication-algorithm

IKEFRUUE I MIERDE, 4.

e MD5: HMAC-MDS5 %.i

e  SHAL: HMAC-SHA1 #i%

e  SHA256: HMAC-SHA256 5iZ%
e  SHA384: HMAC-SHA384 #.i%
e  SHA512: HMAC-SHA512 #.i%

Encryption-algorithm

IKESR LU FH i 25 500, A4

e 3DES-CBC: 168 i CBC #\f) 3DES H %
e AES-CBC-128: 128 /i CBC #= ] AES 5i%:
e AES-CBC-192: 192 fii CBC #= {1 AES 5i%
e  AES-CBC-256: 256 fii CBC I AES ik
e DES-CBC: 56 fit CBC #z[¥] DES Hi%

Life duration(sec)

IKE SARIAEIG I a], BAfr RFp
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TR Eitipay

Remaining key duration(sec) IKE SARIRIRATIGI ], SA7rRFp
IKESE — B B i i, A
Exchange-mode e Aggressive: AT

e  Main: T

IKESE — B BO& 910 R I A I FIDHE A e 24, B
e Group 1: DH groupl
- e  Group 2: DH group2
Diffie-Hellman group e Group5: DH groups
e  Group 14: DH groupl4

e  Group 24: DH group24

NAT traversal AT A EW I 0T 2 [RAFAENAT WSS 4%
BT EY RINIE:
Extend authentication ° Enabled: F)5
e Disabled: %[
Assigned IP address A 43 BCgh X o IR, 40 R A A B
Vendor ID index ful R IKEWR I, A5 FH )7 B 8 SRR
Vendor ID sequence number fil R IKEVR RTINS, AR B 5 B 8 B85

2.1.10 display ike statistics

display ike statistics & HKER IKE NRIHEE.
[a<]
display ike statistics
[#LE ]
R
[RERFPAE]
network-admin
network-operator
[=410]

# R IKE 4eiHE B
<Sysname> display ike statistics
IKE statistics:
No matching proposal: 0O
Invalid ID information: O
Unavailable certificate: 0O
Unsupported DOI: O
Unsupported situation: 0O
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Invalid proposal syntax: O
Invalid SPI: O
Invalid protocol ID: O
Invalid certificate: 0
Authentication failure: 0O
Invalid flags: O
Invalid message id: O
Invalid cookie: O
Invalid transform ID: O
Malformed payload: O
Invalid key information: O
Invalid hash information: O

Unsupported attribute: 0O

Unsupported certificate type: 0

Invalid certificate authority: 0O

Invalid signature: 0O

Unsupported exchange type: O

No available SA: 1

Retransmit timeout: O

Not enough memory: O

Enqueue fails: 0O

Failures to send R_U_THERE DPD packets: O

Failures to receive R_U_THERE DPD packets: 0O

Failures to send ACK DPD packets: 0

Failures to receive ACK DPD packets: O

Sent P1 SA lifetime change packets: 0O

Received P1 SA lifetime change packets: total=0, process failures=0 (no SA=0, failures to
reset SA soft lifetime=0, failures to reset SA hard lifetime=0)

Sent P2 SA lifetime change packets: 0O
Received P2 SA lifetime change packets: total=0, process failures=0

#2-4 display ike statistics 4 B R{E 2R E

FE ik
No matching proposall FRUCAIEEE
Invalid ID information TR MIDME B
Unavailable certificate A K BT
Unsupported DOI X FFHIDOI
Unsupported situation S ESyicEe
Invalid proposal syntax TR P %
Invalid SPI TR HISPI
Invalid protocol ID TR WD
Invalid certificate ToRUEAS
Authentication failure UNTN
Invalid flags ToRARIE
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FB iR
Invalid message id TR EID
Invalid cookie Fe Rk cookie
Invalid transform 1D JeRtransform 1D
Malformed payload W S 8 fir
Invalid key information ToRL B M B
Invalid hash information T fhashfs &
Unsupported attribute AR B
Unsupported certificate type AN R HIAE A 257
Invalid certificate authority TERLHIIE AL
Invalid signature TR
Unsupported exchange type AR AT
No available SA WA HIISA
Retransmit timeout AL
Not enough memory WAEA 2
Enqueue fails N BAF 2R

Failures to send R_U_THERE DPD
packets

KiER_U_THEREZXREIDP DR S I IR L

Failures to receive R_U_THERE DPD
packets

FEUTR_U_THEREZEZDP DR S 2 W 178k

Failures to send ACK DPD packets

K i%DPD ACKIR ST 4R MR B

Failures to receive ACK DPD packets

FEULDPD ACKHR S SR VB

Sent P1 SA lifetime change packets

HIEP LY B AR A A7 1 Kinfo S R4 SC %

Received P1 SA lifetime change
packets: total=N, process failures=N
(no SA=N, failures to reset SA soft
lifetime=N, failures to reset SA hard
lifetime=N)

PRSP LI B A A7 JE 1 f¥info S Y 4 ST 1 %
LIS S0
o PRI

o FINEA saitxkIMEL

o HCHAIN SE I S AURE AL BE A I A $L
AR I [R] 52 IR AU RE AL B R I %

Sent P2 SA lifetime change packets

I IEP2Jr BSR4 A7 IR info X AR ST A%

Received P2 SA lifetime change
packets: total=N, process failures=N

PR P2 Be i Az A A7 A 1 info S AR ik SC AN 4
LIS S0

o MRBURIHIAN L

(XS]

o reset ike statistics
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2.1.11 dpd

dpd 774 FISKACE IKE DPD g,
undo dpd 4 FH>k 5 IKE DPD .
(<]
dpd interval interval [ retryseconds ] {on-demand | periodic }

undo dpd interval
[ERE1ER]

IKE DPD Zhfgkt TR HIRE .
[#LE]

IKE profile %1
[RERFAE]

network-admin
€29
interval interval: f57Efil/x IKE DPD &1} (8] [A]fg, HEIEEY 1~300, AR, Xf
THEFRHEME, 5E2d Z KRR PO I i) IPsec 30, W& —k DPD & M; X1 5E
RIS, Fifirk A — ¢ DPD RN 1 s 1] 18] B o
retry seconds: 15 DPD i SCHEALRS A [AIRG, HUETERCNY 1~60, HA AR, sRETERT,
DPD i ST ) F AL I [A] [B] B 9 5 0
on-demand: & & ¥ T R, HLHE IR FE SRR o & 470G, FEAS I &A% F P o, ik
T2 12 i — RSB i S st ) I R E ik IKE DPD ER30 B[] 6] B, U fh %2 DPD
TR .
periodic: 18EEMEMER, %MK IKE DPD £RI 1] [A) 55 5 B 2R 00 % i A& 75 A7 -
[ERES]
IKE DPD A7 P 5 2. 42 T R DA 0T i I BRI 2 o — R JoRs ) 25K, Al F 4 T AR B =X,
FEMEEAT, AFEASG 77 Z ARSI, A 2R ARI ;i 75 B R ] ot s (RpIRES W]
DA I RIS . AR e I BRI AR, VA 2 A R, IS & 5 K&
(1) IKE X s i@ ST, AL RS Al 4% TR AR B
IR IKE profile ¥ R AT RS/ B T #RECE T IKE DPD hAE, W IKE profile #1 & K i) DPD fic & 4=
%, iR IKE profile #LE N EECE IKE DPD Zhig, WA RGALE R DPD fid & .
WL E R interval BAKT retry I8, 43 B 2241 DPD #8454 Al LAl & '~ — X DPD
TR, fEHEAL DPD i SO R A2 il 2 ¥ ¥y DPD #8
[ 2451
# 4 IKE profile 1 it & IKE DPD Ihfg, fa 524 10 #2 W i%H Mt umiic 2] IPsec #3¢, Wit IKE DPD
R, DPD ¥ KRR SCH EAL IS [A][A]RE Ay 5 7D, BRI 4% TR o
<Syshame> system-view

[Sysname] ike profile 1
[Sysname-ike-profile-1] dpd interval 10 retry 5 on-demand
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(X&)
. ike dpd

2.1.12 encryption-algorithm

encryption-algorithm iy K48 5E IKE $UU8 H rm e k.
undo encryption-algorithm 4 kK 5 Bk 150 .

[4<]
encryption-algorithm { 3des-cbc | aes-cbc-128 | aes-cbc-192 | aes-cbc-256 |
des-cbc }
undo encryption-algorithm

[ERETER]
IKE #13U{d I B N %5 5594 des-cbe, Bl CBC 13K 56-bit DES Jn# 5ik.

[#RE]
IKE $#2 3 A1 E]

[(REAFARE]
network-admin

[£%]
3des-cbc: 1HE IKE % RVCKH M Hi%k Ny CBC #¥ 3DES Hi%, 3DES HiERH 168
FUAR )25 S EAT I
aes-cbc-128: {55E IKE %A BCKR I INE H% v CBC il AES 5i%, AES 5%k 128
EUARR R B BEAT 05
aes-cbc-192: 57 IKE %4 UCRH N 5%y CBC AU AES 5%, AES Hi%kkH] 192
ECARR R 5 B HEAT N5
aes-cbc-256: {57E IKE %4 UCKR NS %)y CBC B AES 5ik, AES HizRH 256
ECARS 35 I HEAT N5
des-cbc: 185E IKE A4 UCKH N ik CBC #i:U1) DES &%, DES Hi%KH 56 LLFFH)
AT I

[541]
# 157E IKE $21 1 BN 59208 128 Luks CBC B AES.

<Sysname> system-view
[Sysname] ike proposal 1
[Sysname-ike-proposal-1] encryption-algorithm aes-cbc-128

[(HEXH<]

. display ike proposal
2.1.13 exchange-mode

exchange-mode 4 FRiE#E IKE 55 —Fr Bt i =Ko
undo exchange-mode 4 H RIKE 5E 1.
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(4]
exchange-mode {aggressive | main}
undo exchange-mode

[EREFR]
IKE 28— B B i o e A O A 5
[#LE ]
IKE profile %1
[REFFAR]
network-admin
[(&#]

aggressive: BRI,
main: EA,
[ERES
RN ) 1P Mk B ZSREC CanAssi P oS 755 1P B A D), HR A P =3
WE77 A, UK AR i ) pe A e B B AR X
A § ] RSA-DE 8# SM2-DE %75 3 7 sIAUERT, D6 250K AR vy 1) iy oo A A 2 D o] 2 3= 4
e
[=451]
# W E IKE 5 — M B £ R

<Sysname> system-view
[Sysname] ike profile 1
[Sysname-ike-profile-1] exchange-mode main

[(HEXH<]

. display ike proposal
2.1.14 ike address-group

ike address-group 74 R E Xt 20 AC IPv4 Hubik (1) IKE At bbb
undo ike address-group fir4 HRMIERTE & 1) IKE A<ttt ikt .
(<]
ike address-group group-name start-ipv4-address end-ipv4-address [ mask |
mask-length ]

undo ike address-group group-name
[ERE1ER]

RECHE IKE A IPv4 it .
[#LE ]

RG]
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[(REBFAE]
network-admin

[&#]
group-name: IPv4 Ml R, N 1~63 NFEFHFRH, FXO KNG,
start-ipv4-address end-ipv4-address : IPv4 b 3iF Wb B9 M bk 5 B . 3o,

start-ipv4-address A IPv4 Hilibib i is bk, end-ipv4-address A IPv4 bbb i) 45
Hudk

mask: IPv4 Hihik#Eh .
mask-length: IPv4 Hidil DK 1,
[ERES
FEAS I AP AR 1Pv4 UK B H A 8192,
WA S MIBR bk, )5 MR BT A ) IKE SA F1 IPsec SA, &I, AlfEe SEC A0

itk e ETUAL

[=450]
# B E IKE A IPv4 Huhibith, ZFCN ipvagroup, bbbyl 1.1.1.1~1.1.1.2, LA
255.255.255.0.

<Sysname> system-view
[Sysname] ike address-group ipv4group 1.1.1.1 1.1.1.2 255.255.255.0
# i E IKE AHh IPv4 Hihibih, 4 %%A ipvdgroup, il 1.1.1.1~1.1.1.2, #EK AN 32.

<Sysname> system-view
[Sysname] ike address-group ipv4group 1.1.1.1 1.1.1.2 32

[(HEXH<]

° aaa authorization
2.1.15 ike dpd

ike dpd 4 H KA E 4R IKE DPD fE.
undo ike dpd fr 4 HkIKH 4 )R IKE DPD L
[4<]
ike dpd interval interval [ retry seconds ] {on-demand | periodic }
undo ike dpd interval
[ERETER]
42J7) IKE DPD ZhRgdt TR AR ES o
[#LE ]
RYALKE
[RERFPAE]

network-admin
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interval interval: f5Efil/k IKE DPD #RIU I (8] [A]R%, HUEYEEIN 1~300, AP, Xf
THFHRMEX, $EE2d 2 K ERA Il E] 1IPsec 30, Mk —k DPD #&M; X &
PRI, Fi ik & — 7 DPD 4R o Bsf 1] 18] g o
retry seconds: 18 DPD #RICHIEALRSH][AIFE, BUETEHDAY 1~60, AN, $EEN 5
.
on-demand: fREEFRMAB, AR E SRR N b2 B AEE, EA G KIE IPsec #R3CH, Wik
I I B B A Jm — USRI s ik SR N TR R 4 5 [ ik IKE DPD #RI (%) B 18] () B C R Ja ik
interval $55EED, Nifh DPD #Rll.
periodic: 15EEMRMER, Bk IKE DPD R K 8] Al fE CEPiEE interval 15E/)
I E] D 5 IR X B A 75 A7

[ERES
IKE DPD A7 M e 2 42 PRI AR 0 i I RIS 2 o — B o ) K, A e R DA =X
FEMREAT , AAEA S 75 ZAGRAR OO, A ol R I SR e Bt er i L o) s (RDIRS W]
DA i I RIS e A2 e I BRI 0 AR, STHMEE 2 s AT R, RS & 5 KE
) IKE X s 5 S, SAGS = e A R AR A =
% IKE profile #L K T AR GHLE S #ECE T DPD R ZhAE, M IKE profile #L& (¥ DPD At & 4=
X, IR IKE profile #LE R A BCE DPD #MThaE, WERA RS MIE N DPD & .
BWEERN interval KT retry, f#15E 2287 DPD 45 K A4 AT LU & T~ — ¥k DPD #£ll,
FEH AL DPD # 3L I B2 o ANl 58 () DPD #8900

(2450
# MBI R A% IKE DPD RN [A]Fg I [R] g 10 75, EEALI (] (ARG 5 80, BRI A 42 FHHRI .
<Sysname> system-view
[Sysname] ike dpd interval 10 retry 5 on-demand

[HEXd&H<]
. dpd

2.1.16 ike identity

ike identity v FHORACE AU S5 5, HTHE IKE EF B B Baat s iR 5 O S
undo ike identity 4 Rk S B0

(<]
ike i1dentity { address { ipv4-address | ipv6 ipv6-address }| dn | fqdn
[ fqdn-name ] | user-fqdn [ user-fqdn-name ] }
undo ike identity

[EREFR]

S 1P HOBEFRIRAR S B 47, 12 P bk IPsec %24 SEmg R H (146 1 1P #tbdil
[#LE]

ER I
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[REFAFBE]

network-admin

[&%#]

address { ipv4-address | ipv6 ipv6-address }: f8EbRINAuG SO H) IP Huhl, Hrp
ipv4-address AR IRA B4 IPvA Hihk, ipv6-address JFRiR A & 43 1) IPv6 Hihl.
dn: AN FUEF F 3R 1) DN & A4E A G & 17

fqgdn fgdn-name: #5EMRIAANGE ) FQDN 4 %%, fgdn-name %7~ FQDN 4%, 4 1~255
MR TR, X9 KNS, B0 www.test.com. 445 & Fgdn-name i, W& &K £ F sysname
i A e B 1% 1 A RE AR FQDN KAL) & 44

user-fqdn user-fqdn-name: #&8EFRIRA LG & (1) User FQDN ##%, user-fgdn-name 3%
~ User FQDN 4%, A 1~255 MNEFMZRE, KXo K/AE, i adc@test.com. A15%E
user-fgdn-name i, N EH sysname iy 4 B 1% 45 102 R AE A3 user FQDN 257
(15 173 o

[ERES

Kap AT RRIE IKE MR AL S G, @H T IKE SA KPR, 1 IKE profile i)
local-identity Jy/=EE &y, (&M T HA IKE profile f] IKE SA 137 -

A R A AE 7T O 24 T7 2, WA ] DURC B AR TSR B ) 5 0045 B s an SR A (1 DA IE 77 50
NPT, W A BERC B FR DN AN B 2R B 045 B

U AR Ay AR B 2 AR, S AR b i 32 R B A S & Ay, AT BLIE R Tke
signature-identity from-certificate @& 4 £ I . W R & H K H ike
signature-identity from-certificate, JfH IPsec %4 KIE DY IPsec %4 SIS HLAR T 5
SE IKE profile L E 7 Aui &4 (H local-identity #r4#55E), MM IKE profile Hit &
FIA S B 47 IPsec %4 SR B IPsec 44 SRR AR T~ K415 7€ IKE profile 2 IKE profile F %At
BEARmS, WEH 2 REER AR S (H ike identity frdfEE).

(2611

# I8 1P Hubk 2.2.2.2 bRiR ARG &4y .

<sysname> system-view
[sysname] ike identity address 2.2.2.2

(XS]

. local-identity

. ike signature-identity from-certificate

2.1.17 ike invalid-spi-recovery enable

[

A

A

P

ike invalid-spi-recovery enable 74 F kI 3 &%) TG IPsec SPI 1) IKE SA Tk Z Ui .
undo ike invalid-spi-recovery enable 4 H KX HE XT3 IPsec SPI ) IKE SA &
B ke

2]

ike invalid-spi-recovery enable
undo ike invalid-spi-recovery enable
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[ER&ER]

xR IPsec SPI K IKE SA KB ThAgab T = MPIR &

[#LE ]

RG]

[(REMFAE]

network-admin

[EMES

Y IPsec FEIE — i 22 4 MO HH IR 8 (il 2e WG E J D 330K IPsec SA ERRF, &AL
IPsec i & BIAPLS: —in CEEYGH) 1) IPsec SA B& 52 F0, i (RN A M
[ 1Psec SA H AW [m) i A1 S0, 244200 e 3 12 o {4 FH L IPsec SA 353611 IPsec i SCHT,
e RORAS BN R SA TRFEE AR, TER E R ZIFIE K IPsec 1815 5 B I 715
AFMWRE (RAESERRIEIHE IPsec SA A fFI[AJEER, FEE IPsec SA J&, Mimil) IPsec i
ARETFUMKE ), DRI 7R EREUE 2L IPsec SA R E FBORPUEMKE b1 1Psec {5 FEES .

SA Hi SPI ME—Fr1H, T IRYE IPsec #ICH ) SPI{E SA $ifs 2 h &0 R f1) IPsec SA, ##%
W7 A BN IR SCH IPsec SA, NWCHILIRSCH) SPIJER. dn RHE 0 M BT A7 1L IKE SA, 1]
2= [t v KA M R 0T R IPsec SA IIEANE R, KiEm IKE HU B @ m1yE S5, atas SR Bt
TCRL SPI X R IPsec SA. 2 5 » 24k 32 ity s 5 4k 52 [ e Uity 26 i ST 5 35 2 fld & 19 i 2 22 1Psec
SA, 1S HIE) IPsec M(EFEHEAT LUK . WU Uil AFAE IKE SA, A2 it i A g [r) of
Uiy R IE MBS IPsec SA I A1 &, Fellomks BRIN 55 T0 4k SPI 1) IPsec 30, (H154E R LiE K E
Ja —FE LT, WER R T IPsec oL SPIKE IKE SA Thfg, fit 2 fit A& A i 55 %k i B 72 35 1) IKE SA
I RAE BRI Bgh i, MTIERERS K S IEE .

I E LRI REJa , 25 B D i R 2R 1P bk AS R H ) 1P HhuhikAH R I JE 2% SPIiR TR 45 ¥ %%
2SI T 5RO i b 257 IKE SA M %32 %) DoS (Denial of Sevice) B (1) XU,
WEE T, @UOCHE R ERL IPsec SPI 1] IKE SA Tk Z TR .

[261]

# F 55 IPsec L2k SPI 1% IKE SA ThfE.

<Sysname> system-view
[Sysname] ike invalid-spi-recovery enable

2.1.18 ike keepalive interval

(

A

(5]

P

ike keepalive interval 4 f kA Bl T IKE SA [\%} i &% IKE Keepalive $1 SC [ 8] i)
(8
undo ike keepalive interval iy4HRIKESEEN.

2]

ike keepalive interval interval

undo ike keepalive interval

[ER&E1ER]

AN i R 2% IKE Keepalive #3C.
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[#E]
REGMKE
[(BrERFReE]
network-admin
[(5%]
interval: 5 X RIE IKE SA [1) Keepalive i SC IR (] (B FE, HUE Gy 20~28800, #
(OVSEIR
(RS

LA T IKE SA R IPsec SA & B ARG KN, @HE WA E IKE DPD, AZWACE IKE
Keepalive M. 4% 7 AN HF IKE DPD $5#14:, {H37# IKE Keepalive Thfighf, 7% &Rt E IKE
Keepalive I fE.
Ao e B 1 IKE Keepalive i S 45 5 68 I I 8] B2 KT 500 o A& R (R R1 g o bl T P 4% — A 22
U =R R SC R R, BTRA, A R s ) AT DARC B D6 T Y R 3% IKE Keepalive #i3C
(BT i) [ ol (1) =A%

[ 25451
# 0 B A3 1) 4 3% Keepalive % SC RIS A] [H] [y 200 F5.

<Sysname> system-view
[Sysname] ike keepalive interval 200

[HEXH<]

. ike keepalive timeout
2.1.19 ike keepalive timeout

ike keepalive timeout fiy4 F KD B A Ui 55455 Ui K 1% IKE Keepalive i SC & I I [H] .
undo ike keepalive timeout fiy4 H KK E HAHIL
(<]
ike keepalive timeout seconds
undo ike keepalive timeout

[EREFR]
KT B A A A 0 i A% IKE Keepalive % SC G E N S 1]
(L& ]
ARG
[RERFPAE]
network-admin
[(&%]

seconds: 8 E A S F4 U K% IKE Keepalive i SCHIERS IR, HUE BN 20~28800, Hifr
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(ERES

A3 IKE SA {ERD B AH N N 8 P9 R3] IKE Keepalive 730, TIHER % IKE SA LUK 1 H b7
) IPsec SA.
Aui e B 1R Ui A% IKE Keepalive S B i ] 22K T X &K 0% IKE Keepalive iz SC IR
[F) PR o BT DX 28 o — M A 2 tH BRI = IR RS &%, B bA, AR i (1R BT EF ) ] DAE B R o) o P
B 1K 1% IKE Keepalive % 3T (11 8] 1A]BE (1) =% .

[ 25451
# Wic B AU S A5 o 3% IKE Keepalive #5328 I 18]y 20 75

<Sysname> system-view
[Sysname] ike keepalive timeout 20

[(HEXH<]

. ike keepalive interval
2.1.20 ike keychain

ike keychain 74 H>k 4% IKE keychain, 3£t A IKE keychain #L1& . Wit & 1) IKE keychain
CAfETE, MBI IKE keychain #L K.
undo ike keychain fir4 kM ERTE & 1) IKE keychain.
[44]
ike keychain keychain-name
undo ike keychain keychain-name
[ERET1ER]
AA71E IKE keychain.
[#LE ]
ARG
[(REBFAE]
network-admin
[&#]
keychain-name: IKE keychain fJ% %%, N 1~63 MEFFFRFH, AXP KNG,
[ERES
£ IKE 75 BEil i itk 28587 07 AT IERT,  FEAIEIFE € IKE keychain.
[2410]
# {2 IKE keychain keyl Jfit X\ IKE keychain #1 /.

<Sysname> system-view
[Sysname] ike keychain keyl
[Sysname-ike-keychain-key1]

[(HEXw<L]

° authentication-method
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o pre-shared-key
2.1.21 ike limit

ike 1imit iy 4 FISRECE X A IKE SA £ H PR .
undo ike limit @74 HRKE AN

(<]
ike limit { max-negotiating-sa negotiation-limit | max-sa sa-limit}
undo ike limit {max-negotiating-sa | max-sa }

[ERE1ER]
BRI IKE SA%H .

[#LE ]
ARG

[REFFAR]
network-admin

[5%]
max-negotiating-sa negotiation-limit: 5@ RVFFEN LT HEIRER IKE SA #il IPsec
SA [ REAE, BUEEHEDY 1~99999.
max-sa sa-limit: #55E LV IKE SA [k K%k, BUETE Ry 1~99999.

(RS
A LU max-negotiating-sa S0 E RV FIN P 2 1 IKE SA, P A & b Hi e
71, DMEFE R A& BORAL B RE J 5 0 N A5 3 S = g d ke ) DUB I 2 2808 B S VE AN i
B/ IKE SA,  LAEG ™ A2 KA RE 58 B WM ) IKE SA,  DUEAE B8 b 2 8 055 I DRATE— 5E 14
Hrid ke
T LLE max-sa S E RVFELEZ K IKE SA, UMETERZSA 782 WA GO T 145215 & 1)
kR WTRUE %S HOR E RV IKE SA, DUMEFE R &A1 2 M NAEIIEGL T,
i IKE A2 SRS A

[=451]
# T B AR S VE AN AL T RS ) IKE SA Rl IPsec SA I K BRI 200.

<Sysname> system-view
[Sysname] ike limit max-negotiating-sa 200
# T B A oV O ER S 1 IKE SA 15 K £y 5000,

<Sysname> system-view
[Sysname] ike limit max-sa 5000

2.1.22 ike logging negotiation enable

ike logging negotiation enable fiy4 HRIT)E IKE P 344 H EThRE
undo ike logging negotiation enable 74 HkKH] IKE Hhis St H EThfE

2-24



(4]
ike logging negotiation enable

undo ike logging negotiation enable
[ER&E1ER]

IKE Wi FF H S DAt TR RS
[#LE ]

ARG
[(RERFAE]

network-admin
[(ERES

JHE IKE Phg i H Eie ket e, waahh IKE g B iR H &
[=41]

# PR \KE FHAFH i H S IhRE.

<Sysname> system-view
[Sysname] ike logging negotiation enable

2.1.23 ike nat-keepalive

ike nat-keepalive 774 HRECE M A% NAT Keepalive # SC 1R[] 8] B .
undo ike nat-keepalive fir 4 H WK HEHE N .
(<]
ike nat-keepalive seconds
undo ike nat-keepalive

& 1ER]
) X i &% NAT Keepalive $ S ][] B A 20 5.
[#E]
REKE
[RERAFAE]
network-admin
[(2%]
seconds: 5 X & 1% NAT Keepalive i SCIHIES (][] f&, HUEVEREN 5~300, HANFD.
[ERES
A UL T NAT Z 5 1% (RIZ R &AL T NAT @& E SR NMD 5 . NAT Z J5 1 IKE
I 5% 1 % 75 B I ) NAT Z4M1 IKE 2614 R 1% NAT Keepalive #3C, LMEZERE NAT @4 1%
N IPsec I 21470, ik NAT Z A% T BLyT A NAT 2 )5 B % 2%
R, 7% LA O % A 2 TC B (] /N T NAT 84 LS im R I ARG I (7] X T Wl &5 F NAT K I
MAFEE ], S0 MK R4S %” Pl “NAT”,
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[Z451]
# Jic B [0 3 & 3% NAT Keepalive #5320 [a] 18] b5 9 5 75

<Sysname> system-view
[Sysname] ike nat-keepalive 5

2.1.24 ike profile

ike profile iy HKAIE— IKE profile, it A IKE profile #LE. %45 E R IKE profile C
ZAFAE, W E BN IKE profile #1 K.
undo ike profile 4 HRMIERTE 2 /1) IKE profile.
[4<]
ike profile profile-name
undo ike profile profile-name
[BRETER]
AAETE IKE profile.
[#RE]
ARG
[(REAFAE]
network-admin
[(&%]
profile-name: IKE profile £F%, N 1~63 MEFHITFRHE, RXHKNE,
[=45)]
# B2 IKE profile 1, Jf#E AN HALA.

<Sysname> system-view
[Sysname] ike profile 1
[Sysname-ike-profile-1]

2.1.25 ike proposal

ike proposal i HREIE IKE #21, FFEN IKE f2 K. WERIEE R IKE $2 I CAAF1E,
M EHE N IKE $2 A .
undo ike proposal fiy4 H kMR TE & IKE $#215.
[%4]
ike proposal proposal-number
undo ike proposal proposal-number

[EREFEIRL]
RGPt — 2R AR 1 IKE $230, BB [ IKE SR RA BRI SR 2 a8 I HE L S B W IB 2K
HBH .

. =%y DES-CBC
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e NIEHETE: HMAC-SHAL
o NIEVE: Pl EEH
e DHZEHZHZH: groupl
e IKE SA fFi5INf[A]: 86400 15

[#1E ]
RGN

[P AReE]
network-admin

[&#]
proposal-number: IKE #2175, HUETEEN 1~65535. %75 R Ranhdl, ek,
W T

[ERES
TEBHAT IKE B s I, i A 77 2% B SR IKE 38R IS M, Xt umdb T ULRt . & kT
I IPsec 22450 A 51 IKE profile, U2 451 KRG H BTG 1 IKE $RUCKIRZE X i 5
W, e 725l AT IKE profle H T IKE SR LA X5 .
Wi J87 7 T A i 326 1 TKE $2 1A 56 28 N iy B (R 5 AR g B (1) |KE $2 UG3EAT IS, — HLARE
VG I 52 1k DEC HE F UCEC 2380, B 4k e FR L E 1) IKE $21 . an SR A e B A %A R v
VCHC I IKE $23¢, MEFH RS0 6E 1) IKE $23CHE4T TLRE .

[ 2451
# A IKE 321 1, FFEEN IKE $2 3R E
<Sysname> system-view

[Sysname] ike proposal 1
[Sysname-ike-proposal-1]

[HAxw<]
o display ike proposal
2.1.26 ike signature-identity from-certificate
ike signature-identity from-certificate 4 HRALE B4 A i AR P P3R5
S5 B2 5T EHLINIE.
undo ike signature-identity from-certificate 4 HRIKEHHREEHM.
(<]
ike signature-identity from-certificate
undo ike signature-identity from-certificate
[EREFR]
28 PR 25 42 E T RN, A S35 B local-identity B ike identity fid155E.
[#LE ]
RGME
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[REFAFBE]

network-admin

[EMES

A B A AR T AU, A i A B 4 R A B i A5 R e Berh 3R A

local-identity o ike identity {Iffl&.

FERH IPsec B 23 P i A A R B R A4 AIE T SR E DL R, S AR A DN 2R7 B it AT 5 v

24N/ ComwareV5s 45 Bl 7 B B A4

WA E ike signature-identity from-certificate, JfH IPsec %4 #I&EL IPsec
AR 18 € 1 IKE profile FECE | Aui &4y (H local-identity m&48E), WAEH
IKE profile "H L& A £ 405 £ IPsec %4 SRS 5L IPsec %4 SRR T A48 € IKE profile 5t IKE
profile FA BB A B4y, NI 42 R Be & A B (ke identity 2 4RE).

[=41]
# AER B 25 NIERT 45 58 A S 0 5 v A 32 8 B A o B 47
<Sysname> system-view
[sysname] ike signature-identity from-certificate

[fAXa<]
. local-identity
. ike identity

2.1.27 keychain

keychain fiy4 F k4 2 K H Pl = 2 S UGIERS {8 1) IKE keychain.
undo keychain 74 FHUH 5 E 1) IKE keychain.

(%]
keychain keychain-name

undo keychain keychain-name
[ERETER]

A8 K A T B HVGER 3 F 1 IKE keychain.
[#LE]

IKE profile #1 &
[REFAFARE]

network-admin
[&#]

keychain-name: IKE keychain %%, N 1~63 ME/MIMFERFE, FXp KNS,
[EAES

— IKE profile i 2 7] LAE € /N4 IKE keychain, GHLE ) IKE keychain 56205 -
[241]

# 1t IKE profile 1 1§55 %54 abe FIHCE 1) IKE keychain.
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<Sysname> system-view
[Sysname] ike profile 1
[Sysname-ike-profile-1] keychain abc

[HEXH<]

. ike keychain
2.1.28 local-identity

local-identity T4 HIREC B A & 405 2, F T8 IKE A UE B B B B mn b sbr iR B S S
undo local-identity 4 HHKE B 15 .

(<]
local-identity { address { ipv4-address | ipv6 ipv6-address } | dn | fqdn
[ fqdn-name ] | user-fqdn [ user-fqdn-name ] }
undo local-identity

[EREER]
RECE A0S 0GR EEHREME T ke identity @4 I E & 05 BAE A &
ER. HERHBCAIE, WM P PR IR S, 1% 1P Hihk oy IPsec 224 5 N T Y
B 1P Mtk

(L& ]
IKE profile ¥ &

[REAFAE]

network-admin

address { ipv4-address | ipv6 ipv6-address } : f8EARIRAH G4 1P dk, o
ipv4-address NFriRA 431 IPv4 Hikl, ipv6-address JFriRA & 43 1) IPv6 Mk,
dn: 8 A 3 5 UE 5 R 1R ) DN 24 9 A i B 4 o
fqdn fgdn-name: #&EhRiR A& 4 1 FQDN #4#%, fgdn-name & 1~255 AR 17475
X K/ANE, #lin www.test.com. AF5E Fgdn-name B, &4 H sysname iy 20 E 1%
& AR A FQDN KA &7
user-fqdn user-fgdn-name: 4555 A A £ 47 1) user FQDN 447K, user-fgdn-name Jy 1~
255 NMEFR TR, X4 R/NE, filtn adc@test.com. A& user-fgdn-name B, % 4%
Y H sysname 74t B 13 & 1 4 FRAE AR s user FQDN SRR S 47

[FRES
U SR AR RIE 7 KON 2% 4 0730, ARy v] DARC B AT TS S 5 6 SR AR o (R A IE 77 50
NPT, U A BERC B R DN A e R S (5 B
WR A FIE 7 OB E 24 07, B E AR S 1P ki, {FEXAS 1P ik 5 A us uE 45
(1) 1P HuhEASE], 04K FQDN SRAY A S bRk, iZAn RN sysname i 2 HECE
W& IR
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Wi 57 745 GBS 7 B B s B A 3R A IKE profile, @it 5 match remote @448 E M KiE
Ti GG BEATICHS, P AR R A G 2R I IKE profile.
—/™ IKE profile #1 R REFC B — % A & 405 B
IKE profile T A & 435 B R T RAME TiEd ike identity A Ad & A & 435
Eo R IKE profile N ARAC B A G005 5, WAE A RGO E NGB 1A G 5405 S .

[=5451]
# fee R P Mk 2.2.2.2 FRIRA G S 4

<Sysname> system-view
[Sysname] ike profile profl
[Sysname-ike-profile-profl] local-identity address 2.2.2.2

[Hx®&$]
° match remote
. ike identity

2.1.29 match local address (IKE keychain view)

match local address 4 K IRE] IKE keychain (4 FHVEE, B IKE keychain R &8 H T8 &
Hbtik Bl g s 2 O (¥ btk B (¥ IKE P o
undo match local address 4 H KW E 544 1D

[%%]
match local address { interface-type interface-number | { ipv4-address | ipv6
ipv6-address } }
undo match local address

[BREFER]
KB IKE keychain ffd FH TG .

[#RE]
IKE keychain #1L1&

[REAFPAE]
network-admin

[&5%]
interface-type interface-number: A4, 7 ULRERK=ERED,
ipv4-address: Az M E) IPv4 Hitik,
ipv6 ipv6-address: Az 1) IPv6 il .

[ERES
A H T HRE IKE keychain H g8 T8 @ Huhk 5es e 42 O bk B pgihm, X B p k48 1 2
IPsec %4 ilg/IPsec 224 S BRI & W Al Gl ar4 local-address fLE), #A
sk AECE, WS IPsec %4 SR 42 11 1P Hudik.
—/> IKE profile F15 £ 7] LLIE & 754N IKE keychain, ZGfc & ) IKE keychain fE56 % m . A B4k
Uiy /£ DL L H 2% IKE keychain R, AN R C B P Se ke B4k, W] DUod i A iy 2ok 8 e X 28 IKE
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keychain F{ i . #1U1, IKE keychain A A Fii4E =% 8 I TLRCHLBEYE K (2.2.0.0/16), IKE
keychain B T T3t = 25 8 i UL S Hi kS Bl /N (2.2.2.0/24), IKE keychain A 55T IKE keychain B
BCE . R0 o 1P Mk Ay 2.2.2.6, 4 44 B0 B0 A ity S 2 1% 4% keychain A 55t i 454
BN (i Dk 3.3.3.3) ] keychain B 550 i, wI LABC & keychain B 7E458 &
Hihk 3.3.3.3 L A

(2611

# B IKE keychain, % F5A keyl.

<Syshame> system-view

[Sysname] ike keychain keyl

# [ IKE keychain keyl R f87E 2.2.2.1 [ IP bl B A .
[sysname-ike-keychain-keyl] match local address 2.2.2.1

2.1.30 match local address (IKE profile view)

match local address 4 kR IKE profile ) FIVEE, BN IKE profile R A&H T45 € ik
o de e D bk B IKE U5 .
undo match local address 4 HRKE L& H.

[4<]
match local address { interface-type interface-number | { ipv4-address |
ipv6 ipv6-address } }
undo match local address
[EREFR]
A PR IKE profile B8 F7E .
[#RE]
IKE profile 1
[RERFPAE]
network-admin
[&%]
interface-type interface-number: A4, AR EER=ZZEHED.
ipv4-address: Az IPv4 Hiht,
ipv6 ipv6-address: AU IPv6 Mk,
(RS

A4 H TR IKE profile R g8 FH 148 & ik 54 e 4 1 ik B o, ix 5L k48 142 IPsec
LA IPsec 2 4RI AR N ECE M Auihhl GEd 4 local-address BlE), #7 Ak
BAHEE, WASTIH IPsec 224 5% FIHE: 1 1P Hubik,

SJGlLE ) IKE profile {562k i, #575 AR E T L HE 2% IKE profile (IR, A% R & 110620k
AR, AT DL i Ay 4ok e 2 X 2K IKE profile B4 FHYE R . 101, IKE profile A #1/] match remote
HihEVEH K (match remote identity address range 2.2.2.1 2.2.2.100), IKE profile B # ] match
remote kY5 /N (match remote identity address range 2.2.2.1 2.2.2.10), IKE profile A 4t T IKE
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profile B it & . {5 X i [P itk oy 2.2.2.6, I8 MK BT BT Ay /2 1648 profile A 5 X0 i B -
i B (s ik 3.3.3.3) fliH] profile B 54 P, W LARCE profile B 7E455E
Hihk 3.3.3.3 i  HAE

(2611

# B IKE profile, ##%HN profl.

<Sysname> system-view

[Sysname] ike profile profl

# FR| IKE profile profl R E7E 2.2.2.1 {1 IP il FAFH .

[sysname-ike-profile-profl] match local address 2.2.2.1

2.1.31 match remote

match remote 4 KA & — 4% FH T UL HC 0 5 43 B30
undo match remote 74 F R MK — 2% FH T VT HC XS vy B 4 1AL 0]

(<]
match remote { certificate policy-name | identity { address { { ipv4-address
[ mask | mask-length ] | range low-i1pv4-address high-ipv4-address } | ipv6
{ ipv6-address [ prefix-length 1 | range low-ipv6-address
high-ipv6-address } } | fgdn fgdn-name | user-fqgdn user-fgdn-name } }
undo match remote { certificate policy-name | identity { address
{ { ipvd-address [ mask | mask-length ] | range low-ipv4-address
high-ipv4-address } | ipv6 { ipv6-address [ prefix-length ] | range
low-ipv6-address high-ipv6-address } } | fqdn fqdn-name | user-fqdn
user-fqdn-name } }

[ERE1ER]
AC B T UTHC T 3 S 473 (1 R0 o

(L& ]
IKE profile ¥ &

[REAFAE]
network-admin

[&#]

certificate policy-name: £ TXJ i3 Uk 1+ 1945 UL IKE profile. H+, policy-name
FEUE U7 AP 6] NS PR, N 1~3L DRI o RS HU T 00 N7 AR W i A T WE
H1) DN 7= Bokad g4 A 1) IKE profile.

identity: XT38 MXT i & 4315 B ULEL IKE profile. 72 M T mi 5 05 AR 48 & it 7y il it
local-identity #r &AL E 1 & 015 BRI £ H ) IKE profile.

address ipv4-address [ mask | mask-length ]: X IPv4 Huhbsk 1Pv4 WE:. A,
ipv4-address # IPv4 Hhilik, mask K¥ ML, mask-length S MRS K B, BUE G A 0~
32, ARE T MRS RS HUN BRIN N 32 frfdid .
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address range low-ipv4-address high-ipv4-address: Xfii IPv4 HuhbJufE .
low-ipv4-address Nt IPv4 Hillk, high-ipv4-address N45 5 IPv4 bk, g5 d bk 0420
KT Eaa bk

address ipv6 ipv6-address [ prefix-length ] : Xfii IPv6 #ilikak IPv6e ME:. Hrr,
ipv6-address 4 IPv6 Hhili:, prefix-length JJ IPv6 #i4%, HUEEH N 0~128, A48 E IPv6
HIZE I ERIA N 128 AL ETER
address ipv6 range low-ipv6-address high-ipv6-address: X}if IPv6 HihEyEH . H
i low-ipv6-address Hitclfi IPv6 Hilik, high-ipv6-address N45E IPv6 k. 459k
WAATUR TR af ko
Tfqdn fgdn-name: X} FQDN % FR, A 1~255 N FF 7 FF R, X4 K/NS , 61 i www.test.com.
user-fgdn user-fgdn-name: Xt User FQDN & #%, N 1~255 MEFFHI TR R, XAk
5, 41 abc@test.com,

[ERES
] N 7 MR 4 R & B 5 BB A & 4R IKE profile 3536 11E X i B 47y, AHS 7 HR 4 i N 1 5
P35 S 38 e A P B 0 X ity £ A o
PR XU #A AL B 20—/~ match remote MU, X} & 4 5 IKE profile HHECE 1) match
remote BN VCECRS, D It IKE profile 45 B 5 %0 i 58 lAIE . DN 1 B 1545 X6 i BE 8 T i
FfE—[) IKE profile, ANEAERASH LA IKE profile 1 & A [F ) match remote FLNI,
N GERZ LR 2R IKE profile 52 AN il FA1 )
match remote FNIFT AR E 24, JFFEIB#A R, HITERARIEH VB BT .

[ 2451
# B2 IKE profile, % #<HN profl.
<Sysname> system-view
[Sysname] ike profile profl
# 48 58 5 BEULHEC T u B 4 28 8 FQDN,  HUE N www.test.com.
[Sysname-ike-profile-profl] match remote identity fgdn www.test.com
# ¥8 € 75 BEULHECN U S 28800 1P Mk, HUEH 10.1.1.1.
[Sysname-ike-profile-profl] match remote identity address 10.1.1.1

CEES D |
. local-identity

2.1.32 pre-shared-key

pre-shared-key iy 4 F R AL E Ttk =548 .
undo pre-shared-key fiy 4 FREGH 6 € L 223550
(<]
pre-shared-key { address { ipv4-address [ mask | mask-length ] | ipv6

ipv6-address [ prefix-length ] } | hostname host-name } key { cipher | simple }
string

undo pre-shared-key { address { ipv4-address [ mask | mask-length ] | ipv6
ipv6-address [ prefix-length ] } | hostname host-name }
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[FR&E1ER]
A B L%
[#RE]
IKE keychain 1 &
[(REBFAE]
network-admin
€29
address: XL
ipv4-address: Xuiiff] IPv4 ikt
mask: X% IPv4 Hihik#ERY, G4 {EH 255.255.255.255,
mask-length: XJuiff IPv4 bR, BUEYEE N 0~32, A E N 32,
ipv6: 155E XK IPV6 Hidl.
ipv6-address: Xfuft) IPv6 Hutik.
prefix-length: Xl IPv6 il A4, HUEERE v 0~128, SR&AME N 128.
hostname host-name: XMl 4. BUEIEHEN 1~255, X7 K/hE,
key: W& ZEEH.
cipher: D7 AR EHH.
simple: VLSO G EHH, Z%HELE OB AT
string: HHFAMH, KXo KNS, HICEHN 1~128 N FERF R § s %0 R 1~201 4
TR T
[ERES
fic B Tt 5255 41 1 [Fl I, 6 i 23 address Al hostname 48 5¢ T 1 FiZ L 5= 3 91 i UL AT 4414,
R EIRLE 1P ik BRI AL 44 0] s B I 4 R DA i L 2 254
LA hostname 77 AU E AL =% A, IKE Wi R aek B 2, A& L aefE vmiRiyy, H
Xt IKE &4 1D 752K FQDN 77 3R ILAS F 414
IKE Wi BT L ZC B 7 AH R P =3 8, Pt = 3 AR A S i A 2 T
XHR U AT R E I EEH, HoN 15~128 NMERF R H, X9 RS, iR b
HERM N 4 (LABEFEHT . KEFEE NSFRURR TR, EAREE R SFER “? 7,
[ 2451
# @@ IKE keychain keyl Jfi# A IKE keychain #1 K.
<Sysname> system-view
[Sysname] ike keychain keyl
# BCE iAoy 1.1.1.2 foxd s H A T 2 3 919 W1 ST 123456 TESTplat&! .

[Sysname-ike-keychain-keyl] pre-shared-key address 1.1.1.2 255.255.255.255 key simple
123456 TESTplaté&!

[Hx®&$]
° authentication-method

. keychain
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2.1.33 priority (IKE keychain view)

priority 4 HKiEE IKE keychain L 2E 2 .
undo priority 4 RIKE AL .
[<]
priority priority
undo priority
[BREFR]
IKE keychain 145644/ 100,
[#RE]
IKE keychain #{ &
[BRREAFARE]
network-admin
[&%]
prioritypriority: IKE keychain ft5:%%, HBUETEEIY 1~65535. ZEHEk/N, LIS .
[ERES

lic® 7 match local address ] IKE keychain, f£5c 4% &1 Fr & A lic & match local address
] IKE keychain. Bl IKE keychain Wi L Esee THP 2 EECE T match local
address, HZHBRT BRI

[ 2450
# 15 5€ IKE keychain keyl 264N 10.

<Sysname> system-view
[Sysname] ike keychain keyl
[Sysname-ike-keychain-keyl] priority 10

2.1.34 priority (IKE profile view)

priority % HK4E5E IKE profile K562 .
undo priority @4 HRIKE A B
(<]
priority priority
undo priority
[EREER]
IKE profile fIfiL4: 4%~ 100.
[#LE ]
IKE-Profile ¥
[REFFAR]

network-admin
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[&#1]
priority priority: IKE profile ft/c4'5, HUEIEFEIN 1~65535. ZEE BN, o giim .
[FRES

fic'® 7 match local address [f] IKE profile, 5T Fif A& match local address
f¥] IKE profile. B[l IKE profile fILACHE a2l i 56 i€ T H 2 B ACE 1 match local address,
Hk kg Temiided.

[ 2451
# $8E1E IKE profile profl (it 4:4% 9 10.

<Sysname> system-view
[Sysname] ike profile profl
[Sysname-ike-profile-profl] priority 10

2.1.35 proposal

proposal 74 HKA & IKE profile 5] F ) IKE 2.
undo proposal 4 F Rk E A 15 .

[4<]
proposal proposal-numberé&<1-6>

undo proposal
[ERETER]
IKE profile K51 H IKE $#21¢, fH RSEWE TECE K IKE 32 B0#T IKE P .
[#LE ]
IKE profile 1
[(RERFPAE]
network-admin
[&#1]
proposal-number&<1-6>: IKE {75, HUATEH Y 1~65535. i%/7 57 IKE profile 54
FRIR, FERLEM IKE RV H . &<1-6>FIRATHEINSE IR Z W LI 6 K.
(RS

IKE Phig il fErp, xFF &7, Wi A IPsec %4 5hs T 48 € 1 IKE profile, MIf# H IKE profile
gl ) IKE SR UGHAT VRS s 6T ma N7, TASEFH RS0 B T B & IKE $2 330556 i R IE 1) IKE 372
BOHATULEL .

[ 2451
# W& IKE profile profl 5| /554 10 () IKE %421,
<Sysname> system-view

[Sysname] ike profile profl
[Sysname-ike-profile-profl] proposal 10
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[(HEXH<]

. ike proposal
2.1.36 reset ike sa

reset ike sa 74 ARG IKE SA.
(4]

reset ike sa [ connection-id connection-id ]
(¥R ]

EDAE L
[(RERFPRE]

network-admin
[&#1]

connection-id connection-id: J&F&TEEER ID 1 IKE SA, HUEYEH A 1~2000000000.
(RS

MR IKE SA R, 2 i x s A I B A1 B o
(25451 ]

# B T IKE SA.

<Sysname> display ike sa

Connection-ID Remote Flag DOl
202.38.0.2 RD IPsec
202.38.0.3 RD IPsec

Flags:

RD--READY RL--REPLACED FD-FADING RK-REKEY
# IBFRIERE ID 505 2 [ IKE SA.

<Sysname> reset ike sa connection-id 2

# AR HATH IKE SA.

<Sysname> display ike sa

Connection-ID Remote Flag DOI

1 202.38.0.2 RD IPsec
Flags:
RD--READY RL--REPLACED FD-FADING RK-REKEY

2.1.37 reset ike statistics

reset ike statistics 4 M TER IKE 1 MIB S&it{5 5.
[#4]

reset ike statistics
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[#LE ]
R AL
[REFFAR]
network-admin
[=41]
# 15 IKE [ MIB GEiHE 5 .

<Sysname> reset ike statistics
[fBXa<]

. snmp-agent trap enable ike
2.1.38 sa duration

sa duration 14 HKIEE — IKE #£I1 IKE SA 73 T8 .
undo sa duration #iy4 HRIKEHE BN .
(4]
sa duration seconds
undo sa duration
CERE1ER]
IKE $21LH IKE SA f7i5 M 3] Jy 86400 5.
[#E]
IKE $& 10
[(FrERFRae]
network-admin
[5%]
seconds: {57 IKE SA /i A, HUE TGy 60~604800, A b,
(RS
FEFE E B IKE SA A7 IR [FHEEIN B, & 2RI B i 55— IKE SA KB i IH T IKE SA. 7EHT T IKE
SA LKA HETEZHT, WKIAEHIER IKE SA; FEHTH IKE SA #37)f5, FAZRIEHHT IKE SA,
M TH IKE SA TEAEHIS A J5, K4 3 ahiE R .
WER PR XOTECE T AR IKE SA £EIE I A], B[R] 45846 R A7 I TR) A2 28
A Be B H A A77E IPsec SA AFIERFA], NEL IKE SA fF3E AKX T IPsec SA 73 B[]
[25451]
# 15 7E IKE $21X 1 1 IKE SA f7i5 ] 600 £ (10 4%
<Syshame> system-view

[Sysname] ike proposal 1
[Sysname-ike-proposal-1] sa duration 600
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(X&)
. display ike proposal

2.1.39 sa soft-duration buffer

sa soft-duration buffer 4RI E IKE SA KHGB 22 i [a] .
undo sa soft-duration buffer 74 HRIKEHEEM .

[4<]
sa soft-duration buffer seconds
undo sa soft-duration buffer
[BR&TER]
ARHECE IKE SA (8GN 22 3h i 8] o
[#LE ]
IKE profile 1
[RERFAE]
network-admin
[&#1]
seconds: IKE SA (G 22 it 18], BUE TRy 10~36000, HAL NP,
(RS
Afir A U IKEVL A5 2K
FRAC B PRI P R, W RFE ST IKE SA AR I A1 BRI SEVE T LGRS B[R], e i
I 18] 235 )5 2 SLRTEAT B IKE SA B -
TS E RN, ERCE PGB N G2 ] BRSBTS BRI IS TR) (s T ) AR A A I T) — ke N 22
PREIED FREERT 10 #be I, A5 SRFR F AR T B 40 I 2 v ik 1] (%) RO SRV T B 20 B I T
(254511
# W E IKE SA G N 22t (8] 4y 600 75
<Sysname> system-view

[Sysname] ike profile abc
[Sysname-ike-profile-abc] sa soft-duration buffer 600

[HHx&d$]

. display ike sa
2.1.40 snmp-agent trap enable ike

snmp-agent trap enable ike fiy4FKITE IKE 52068
undo snmp-agent trap enable ike @4 FRICHTE 2K IKE 52 ThRE.
(<]
snmp-agent trap enable ike [ attr-not-support | auth-failure |
cert-type-unsupport | cert-unavailable | decrypt-failure | encrypt-failure
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| global | invalid-cert-auth | invalid-cookie | invalid-id |

invalid-proposal | invalid-protocol | invalid-sign | no-sa-failure |
proposal-add | proposal—-delete | tunnel-start | tunnel-stop |
unsupport-exch-type ] *

undo snmp-agent trap enable ike [ attr-not-support | auth-failure |
cert-type-unsupport | cert-unavailable | decrypt-failure | encrypt-failure
| global | invalid-cert-auth | invalid-cookie | invalid-id |
invalid-proposal | invalid-protocol | invalid-sign | no-sa-failure |

proposal-add | proposal-delete | tunnel-start | tunnel-stop |
unsupport-exch-type ] *

[EREIFR]

IKE T A &5 & DhRE AL T R RS
[#LE ]

ARG
[REFFAE]

network-admin

[&%]

attr-not-support: FinJEMESEA SN & & DiRe.
auth-failure: F/sERM 1) & DIRE .
cert-type-unsupport: FK/RiE R IRER 1245 E )68 .
cert-unavailable: F/RTCEREIE I 1) & & D fe .
decrypt-failure: FIRf% KM 1) & E DG .
encrypt-failure: Fosne KIS 12 S 068 .
global: F£/R4HELIRE.
invalid-cert-auth: FRUEHIETCA 1 E D RE.
invalid-cookie: #/x cookie TLRUH (12 ZThE
invalid-id: o505 BRI )5 EIIRE.
invalid-proposal: £/ IKE FEBCRLE 15 Z IhRE
invalid-protocol: T4V TCRET 2 & IhhE.
invalid-sign: RoRIEHE 4 TCRUN 15 ThRg
no-sa-failure: F/RTIEA S| SA N EEDIRE.
proposal-add: F/R¥sINIKE $R U ) & & ThfE.
proposal-delete: FI/RMER IKE $RU 1) &E D fe.
tunnel-start: X/ IKE BEIER 1) & B 16 .
tunnel-stop: KM IKE FEIER 15 & D) 5E .

unsupport-exch-type: FK/x i IEBA FRI 75 2 T 6 .
[FRES

WRASR AT S, WRIRIT R BRI A R IKE 5 & DBt
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AR SR A A O AR IKE S R, 7 ZARAIE IKE )4 )5 o 2 D e LS B R A ) 75
BEIIRELIE T I RIRES o

(2611
# I EA )R IKE SED)RE.

<Sysname> system-view
[Sysname] snmp-agent trap enable ike global
# JF R G IKE BRIE N K & B T RE .

[Sysname] snmp-agent trap enable ike tunnel-start
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3 IKEV2

3.1 IKEV2ELE 454

3.1.1 aaa authorization

aaa authorization M4 HKIFiE IKEV2 ] AAA FZRLTI8E
undo aaa authorization #y4 HKICH IKEV2 B AAA LI EE «
[#5]
aaa authorization domain domain-name username user-name
undo aaa authorization
[Br&1ER]
IKEV2 [¥] AAA AL DI Resb TR FPIRAS -
[#RE]
IKEv2 profile 4114
(R FPAR]
network-admin
[£#]1]
domain domain-name: HIHFAUS R R ISP 84, AN 1~255 N FERFHRIFRE, RAX 5
j(/J\_“%” Z:ﬁé@}?ﬁ “/”\ “\”\ “I”\ “u”‘ “:”\ “*”\ “?”\ “<7)‘ “>” [y\& “@” ?’?‘q" EZ_\‘IH\E?\]—:—‘?—"
FrEE “d”, “de”. “def”, “defa”. “defau”. “defaul”. “default”, “i”. “if”. “if-”. “if-u”, “if-un”.
“if-unk”. “if-unkn”, “if-unkno”. “if-unknow” F1 “if-unknown”.
username user-name: HIERAUB N A4, N 1~55 M EHFNFRFH, Ko RhE,
)EHF%Z:@E n%iﬂzg, Kﬁ%@?ﬁff‘ﬁ{% “\”‘ (13 I 77‘ “/”\ “:”‘ “*77‘ “?”‘ “<”\ “>” *l] “@”’ E‘Z'\‘ﬁ\é
y\j “ n\ ual” Ejz «a””o
[FHES
FIE AAA FZLINRENS » IKEV2 1] DA AAA B HITE R BUR 1, 6110 IKEv2 A Hi bk it g 14 . IKEv2
AT 48 E 1 ISP 34 FUH - 4 10 AAA BEEUR AR BGE K, AAA BIHCR 380 42 AU & 1) iz
T2 AAA 5545 BB A H P 50s e v SRZH P IIRBUE B AP 2 RIERRII 2 J5, IKEV2 A 2
RRNFARL IR AR . 1ZIhREE AT B AAA FHLAE Ao /8 BRI 3B A0 SRR B M B 2 IR A 83
[=5451]
# G1% IKEV2 profile, 4% profilel.

<Sysname> system-view
[Sysname] ikev2 profile profilel

# 1£ IKEv2 profile profl #17F 5 AAA #ZALT)RE, 185E ISP 1A abe, H 44 test.

[Sysname-ikev2-profile-profilel] aaa authorization domain abc username test



(X&)
. display ikev2 profile

3.1.2 address

address 4 HkHE € IKEV2 peer [ ML
undo address fir & HRIK B BRETE I .
[4<]
address { ipvd4-address [ mask | mask-length ] | ipv6 ipv6-address
[ prefix-length] }
undo address
[ERETER]
KAE5E IKEV2 peer i ENLHIL.
[#LE ]
IKEV2 peer 115
[(REBFAE]
network-admin
[£%]
ipv4-address: IKEv2 peer ] IPv4 T4
Mask: |IPv4 Hitik i f .
mask-length: IPv4 il R, ATy 0~32,
ipv6 ipv6-address: IKEv2 peer f{] IPv6 R .
prefix-length: IPv6 Mkt IR, BUETERE N 0~128.
[EAES
5 FH AL EE T ) IKEV2 peer X1 IKEv2 # i Hh 1) 6 77 FHma 87 77 30 3&E H -
[i]— keychain #L & T AN H IKEV2 peer ANRERC B AH [H AL .
[=41]
# ) E— IKEv2 keychain, %N keyl.

<Sysname> system-view
[Sysname] ikev2 keychain keyl

# G —N IKEV2 peer, %FKA peerl.

[Sysname-ikev2-keychain-keyl] peer peerl

# 185 IKEV2 peer [ IP Hulik A 3.3.3.3, #Ei%k 255.255.255.0.
[Sysname-ikev2-keychain-keyl-peer-peerl] address 3.3.3.3 255.255.255.0

[fAXa<]
. ikev2 keychain

e  peer
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3.1.3 authentication-method

authentication-method iy 4 H AR E IKEV2 A3 A% i R S 4 A IE 77 K
undo authentication-method i KM ER$E E 1 IKEV2 A 5wt i & 43 iE 77 1.
(<]
authentication-method { local | remote } { dsa-signature | ecdsa-signature
| pre-share | rsa-signature }
undo authentication-method local
undo authentication-method remote { dsa-signature | ecdsa-signature |
pre-share | rsa-signature }
[EREER]
AT B A i A0 S R IR J7 2
[#RE]
IKEV2 profile 1
[REFFAE]
network-admin
[(&%]
local: +5%E Aum () & 4 Nk 7 2.
remote: Fi5 € X i (1) 5 3 IAUE 7 2o
dsa-signature: FiRGMIMIES AN DSA $i+%4 775
ecdsa-signature: F/R&MNIETT 8 ECDSA #7454 77 e
pre-share: FoR S ET AT =% 77 5
rsa-signature: F/RSMIAIE XA RSA #2477 1.

[ERES
—AN IKEv2 profile 1, ZHEE IKEV2 A3 R 1) AR GIE T 2o AR 3 A0 35 7T DA B AS [ £ £
INIE T R

RBEFR E — AR S GIE 7 X, T AR E 2 A0 S A UE 5 e 7R 2250 B HUG o B DA IE
7 AARFNHIESL T, AT RUE I 2 AT A 218 7€ 240 i () 5 4 e 7 2.
TSR AR ity 186 B PR B A AAIE T 20 RSA. DSA 3 ECDSA #7447 (rsa-signature.
dsa-signature 5 ecdsa-signature), Nt ZiE L4 certificate domain #5E PKI
WERIRIUA 25 44 A AE P BCFIE 15 45 B0 Fa 0 PKI s, A4S R B T idid a4 pki domain
fic B 1) PKI 5
U A S B o A GIE O T 3541 5 30 (pre-share), NEXLZiI7EA IKEV2 profile 5 )
keychain H45 &0 S A ) FSL 254

[Z451]
# {7 IKEv2 profile profilel.

<Sysname> system-view
[Sysname] ikev2 profile profilel
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# 48 A AE T RO PRE = P73, Wi GIETT 308 RSA 284475 3.

[Sysname-ikev2-profile-profilel] authentication local pre-share
[Sysname-ikev2-profile-profilel] authentication remote rsa-signature

# 45 & 5 u T2 2 AIGIE R certificate 354 genl.

[Sysname-ikev2-profile-profilel] certificate domain genl

# 8¢ IKEv2 profile 5| ) keychain 24 keychainl.

[Sysname-ikev2-profile-profilel] keychain keychainl
CEESED |

. display ikev2 profile

. certificate domain (ikev2 profile view)

. keychain (ikev2 profile view)

3.1.4 certificate domain

certificate domain 4RI E IKEV2 i K F B 28 44 AL IHd G PKI 3.

undo certificate domain @4 KBUHRLE IKEV2 i i A8 F 1) PKI .
(<]

certificate domain domain-name [ sign | verify]

undo certificate domain domain-name

[ERE1ER]
i R G T ECE 1 PRI BRI EIE TS
[#LE]
IKEV2 profile 1 &
[(REBAFAE]
network-admin
[(&#]
domain-name: PKIIHIZFK, N 1~-3LDNFHFRERE, RXHANE
sign: $i&87E A 1% PKI b A e 548 e 2544
verify: 18E ARy fd % PKI 3 1) CA UE TR IGIEX b iiE 15
[ERES

WREATRE sign Mverify, NWFRRFER PKIHKEEH T84 HWH TRIE. —4 PKIEH T2

PRI T f )5 — IR E, #lan, JElit T certificate domain abc sign, A5
fic certificate domain abc verify, HA4HZ PKIiE abe HHTIIFIIRE.

AL IS 2 IRPAT A A 24 e € T 872844 1 PKI AT T30 PKI 38,

U A (FAE 7 AL E N RSA. DSA 5k ECDSA #7247, NGl A dy 4452 PKI 5%
KRBT T2 44 KA MAE T AR im I IE T UL B9 RSA. DSA B ECDSA #7254 77 10,
I F A i 26 52 PKISEORIREUT F56AE 1) CAES, #ARTEE PKIEL, WM RS0 TG
PKI BRI .
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[Z451]
# B3 IKEV2 profile, %N profilel.

<Sysname> system-view
[Sysname] ikev2 profile profilel
# [ B IKEv2 profile 5| 1) PKI 1% abc i 444, PKI I def A F310E.

[Sysname-ikev2-profile-profilel] certificate domain abc sign
[Sysname-ikev2-profile-profilel] certificate domain def verify

(CEEESD |
° authentication-method
e pki domain (%44 5%/PKI)

3.1.5 config-exchange

config-exchange fir 4 F kI Ja 6 2 1 C B A8 #: T g
undo config-exchange fii4 k% Ml 44 E@Eﬂﬁs&?ﬁ@bﬁ%
[<]
config-exchange { request | set { accept | send } }
undo config-exchange { request | set { accept | send } }
[ERE1ER]
PP BTG B A e D e b T SR PTIRAS
[#RE]
IKEV2 profile #i1&]
[REFFAE]
network-admin
[&#]
request: F/RAUGE Auth 38 31 SRR SC 48577 e B A 3005 SR 3 7
set: FonAuinE Info #i 3CHI5 i e B AT H 5 E # AT
accept: Ry A U A] 45252 T B AT 4 v B # AT
send: oA A] Rk C B A s B A o
[ERIES
e B A A0 K 1 SR A (0] S A S AR 0 (B SRR, 15 SR ANHELE i H 4 T DL I S b L,
PR, B RS, H TSRO P bR B . 2 S AT L TE R hE,  (H S B sk
HHH .
Al LRI AL E request Fl set 3.
IRAHECE T request S8, WA Bt e imat AAA FERGREUEIN B [i5 R AR, mtasxd A
AR TR SR BEAT MR S o
WRAWACE T set send 4, NIx i b Zific & set accept ZHCKEL A .
WRAmAEE T set send 2%, HEAWREIEEE R, IKEV2 SA MBI E A S HEIE b4
Xt it o
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[Z451]
# B3 IKEV2 profile, %N profilel.

<Sysname> system-view
[Sysname] ikev2 profile profilel

# WO B A E Auth 52401 Kl S 385 7 e B AT 4 175 SR 3 AT

[Sysname-ikev2-profile-profilel] config-exchange request
[fAXa<]

. aaa authorization

. display ikev2 profile
3.1.6 dh

dh iy 4 FHRIEC B IKEV2 25 57 i i B 1) DH 2% 8358 #2540
undo dh i & FH R R 1E .
(%]
dh { groupl | groupl4 | group2 | group24 | group5 | groupl9 | group20 } *
undo dh
[BRE1ER]
IKEV2 %42 BORE L DH 4.
[#RE ]
IKEV2 % 45 AL
[(REAFPARE]
network-admin
[£%]
groupl: IEEHHER A 768-bit ] Diffie-Hellman group.
group2: #8E AR KA 1024-bit [ Diffie-Hellman group.
group5: 15 E PRI A 1536-bit [ Diffie-Hellman group.
groupl4d: f55E%H R K 2048-bit 1) Diffie-Hellman group.
group24: 5 % HP K & 256-bit 1) sub-group f#) 2048-bit Diffie-Hellman group.
groupl9: &% AR KH ECP #i 7 256-bit [t Diffie-Hellman group.
group20: f5& %P K ECP £\ 384-bit [) Diffie-Hellman group.
[ERES
groupl $&4L [ EAK e At (HaE AT T At . group24 $R 4L T s e A, (H R A HE T T B
18, HAW group BEA&E S B 3G N, 4R4E T a2 e, B A TR S A N kg . 1 RS S PR
H PRI ) 22 A MR AN R () 2SR 1% -5 & 1) Diffie-Hellman group.
— M IKEV2 Z W B0 FRERE — DH A, SNz 2R TE,
—ANIKEV2 ZA$2 W AT LA E 24~ DH 4, HAE AR S g g2 R B0 A IR B A
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[Z451]
# 172 IKEV2 321 1 1] 768-bit [¥) Diffie-Hellman group.

<Sysname> system-view
[Sysname] ikev2 proposal 1
[Sysname-ikev2-proposal-1] dh groupl

[HEXH<]

. ikev2 proposal
3.1.7 display ikev2 policy

display ikev2 policy fir®HRER IKEV2 224 50 L E(E B
[4<]

display ikev2 policy [ policy-name | default ]
[#LE ]

=
[RERFPAE]

network-admin

network-operator
[&2#]
policy-name: IKEV2 %44 FK, KN 1~63 MEMMFERE, AX KNG,
default: HE IKEV2 2450 .
[ERES
MRRIGEEMSE, WERERTA IKEV2 245 I EE R .
[241]
# oRTA IKEV2 24 s B (5 5

<Sysname> display ikev2 policy
IKEV2 policy: 1
Priority: 100
Match local address: 1.1.1.1
Match local address ipv6: 1:1::1:1
Match VRF:
Proposal: 1
Proposal: 2
IKEv2 policy: default
Match VRF:
Proposal: default
display ikev2 policy 14 Bn{E BifiR%

FEB ik

IKEv2 policy IKEV27Z 4= 5K W 1) 44

Priority IKEv242 4= SRS AL S 2t




FE i

Match local address | VLECIKEV2 % 4 5 1 A S | PvA B ik

Match local address VLR IKEV2 % 4 S0 WS () A Pye b

ipv6

Match VRF (BIAHE) ULALIKEV2% 4 5 lg VPN LA 44

Proposal IKEV2 %2 4= 3R 1% 5| F IKEV2 22 4 $R 13 44 R
[HHxa<$]

. ikev2 policy
3.1.8 display ikev2 profile

display ikev2 profile x4 >k E7~ IKEV2 profile AL E(E & .
[4<]

display ikev2 profile [ profile-name ]
[#RE ]

R
[(RERFPAE]

network-admin
network-operator

[&#]
profile-name: IKEv2 profile (1% 7K, N 1~63 NFEHFHFRH, NXS KNG WRAEEA
Z4, WFoRERITE IKEV2 profile [ B 1S5 B .

[2451]
# SR AT IKEV2 profile (IECE (5 B .

<Sysname> display ikev2 profile
IKEV2 profile: 1
Priority: 100
Match criteria:
Local address 1.1.1.1
Local address Vlan-interfacelO0
Local address 1:1::1:1
Remote identity ipv4 address 3.3.3.3/32
VRF vrfl
Inside-vrf:
Local identity: address 1.1.1.1
Local authentication method: pre-share
Remote authentication methods: pre-share
Keychain: Keychainl
Sign certificate domain:
Domainl
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abc
Verify certificate domain:

Domain2

yy
SA duration: 500
DPD: Interval 32, retry 23, periodic
Config-exchange: Request, Set send, Set accept
NAT keepalive: 10
AAA authorization: Domain domainl, username ikev2

#<3-1 display ikev2 profile 34 B~ 15 2FHiA &R

FEB A
IKEv2 profile IKEV2 profile ] 4 #x
Priority IKEV2 profile Il 5t 4%
Match criteria AR IKEV2 profilefr] UL S 41
Inside-vrf (BALED AMVPN S 45
Local identity A B 5 B
Local authentication method AR AAIE T7 ¥

Remote authentication methods | XiililE /5

Keychain IKEv2 profile5| F ffikeychain
Sign certificate domain T2 4 HIPKIE
Verify certificate domain FHF56E PK I3,
SA duration IKEv2 SAZ: A7} ]
DPDIhRESHL: SRINMEFRE R CBANFD) | FAERAIERE CRALNFD) |
DPD PRI 2 CHe 75 BRI 35 BR300
#AJFEDPDIRE, Wi R A Disabled
B B A e Thfg

e Request: F/RAUGELE Auth 8415 SRR ST 485 17 it B A8 Heii SR ai
e  Setaccept: /N AT LB AT e i B Hfir
o  Setsend: FIRAUGA] A ILNC B AL H5 E BT

Config-exchange

NAT keepalive RIENAT GRS RN R CBRALAFD)
AAA authorization THRAAARBUE BRI ISP . 4
[HHx&H%]

. ikev2 profile
3.1.9 display ikev2 proposal

display ikev2 proposal 4 MK ER IKEV2 222 W EE B .
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(4]

display ikev2 proposal [ name | default]
(¥R ]

R
[(RERFPAE]

network-admin
network-operator
[£%]
name: IKEV2 ZAaFEWIMARR, KN 1~63 MERIIFRH, FNXFKNE.
default: G 1) IKEV2 L4321,

[(ERES
IKEV2 2% 43R WHZ RIS B M = 2R AT Bom o H AR EEMSH, WERITA IKEV2 $2IIRC
BER.

(2611

# WoRPTA IKEV2 Z 2RI ELE B
<Sysname> display ikev2 proposal
IKEV2 proposal : 1
Encryption: 3DES-CBC AES-CBC-128 AES-CTR-192 CAMELLIA-CBC-128
Integrity: MD5 SHA256 AES-XCBC-MAC
PRF: MD5 SHA256 AES-XCBC-MAC
DH Group: MODP1024/Group2 MODP1536/Group5

IKEV2 proposal : default
Encryption: AES-CBC-128 3DES-CBC
Integrity: SHA1 MD5
PRF: SHA1 MD5
DH Group: MODP1536/Group5 MODP1024/Group2

#%3-2 display ikev2 proposal 454 E R s SR R

FE Fi::3u
IKEv2 proposal IKEV2 2 3 I A 7R
Encryption IKEV2 2 A HEUWCR F (10 2% ik
Integrity IKEV2 22 A HEWCR F 1) 56 BV 36 005
PRF IKEV2% 252 WCR I FIPRFSLE
DH Group IKEv2%2 4= $ UK F I DHA

[HEXH<]

. ikev2 proposal
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3.1.10 display ikev2 sa

display ikev2 sa fir & HKER IKEV2 SA ({5 &

[a4<]
display ikev2 sa [ count | [ { local | remote } { ipv4-address | ipv6
ipv6-address } ] [ verbose [ tunnel tunnel-id ] ] 1]

/"]
[ =]

[#
FEEAE
[(REAFPRE]
network-admin
network-operator
[&5%]
count: E7x IKEV2 SA % .
local: BoRifEAumitiLR IKEV2 SAE ..
remote: WRfiEX bk H) IKEV2 SA {5 8.
ipv4-address: Zsumalxd s 1Pv4 ik,
ipv6 ipv6-address: Auislix i H IPve Hill .
verbose: Won IKEV2 SA [TEAHME S RN EZSE, NERER IKEV2 SA 245 B
tunnel tunnel-id: E/R$55%E IPsec FFE R IKEV2 SA VE4I{5 E. tunnel-id 4 IPsec FEiEx
W, HUEVEEY 1~2000000000.

[1EMES
HAATREEMSE, WERITT IKEV2 SA 215 5. .
(256511

# SR IKEV2 SA S R .

<Sysname> display ikev2 sa

Tunnel ID Local Remote Status

1 1.1.1.1/500 1.1.1.2/500 EST

2 2.2.2.1/500 2.2.2.2/500 EST
Status:

IN-NEGO: Negotiating, EST: Established, DEL: Deleting
# Wby 1.1.1.2 (¥ IKEv2 SA IIHE(E .

<Sysname> display ikev2 sa remote 1.1.1.2

Tunnel 1D Local Remote Status
1 1.1.1.1/500 1.1.1.2/500 EST
Status:

IN-NEGO: Negotiating, EST: Established, DEL: Deleting
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#<3-3 display ikev2 sa @S R RIEEHEIAR

FE A
Tunnel ID IKEV2 SAMFEEARIRTT
Local IKEV2 SAM Ay P bl
Remote IKEV2 SAX i | P bk

IKEV2 SAMFPIRZS:

e IN-NEGO (Negotiating) : Fiit IKE SA IEFEPR
e EST (Established) : /it IKE SA CLEE RN

e DEL (Deleting) : Frik IKE SA 1 4% l

Status

# R YHTITA IKEV2 SA TE4HE R .
<Sysname> display ikev2 sa verbose
Tunnel 1D: 1
Local IP/Port: 1.1.1.1/500
Remote IP/Port: 1.1.1.2/500
Outside VRF: -
Inside VRF: -
Local SPI1: 8f8af3dbf5023a00
Remote SPI: 0131565b9b3155fa

Local 1D type: FQDN
Local ID: device_a

Remote ID type: FQDN
Remote ID: device_b

Auth sign method: Pre-shared key
Auth verify method: Pre-shared key
Integrity algorithm: HMAC_MD5

PRF algorithm: HMAC_MD5

Encryption algorithm: AES-CBC-192

Life duration: 86400 secs

Remaining key duration: 85604 secs
Diffie-Hellman group: MODP1024/Group2

NAT traversal: Not detected

DPD: Interval 20 secs, retry interval 2 secs
Transmitting entity: Initiator

Local window: 1

Remote window: 1

Local request message ID: 2
Remote request message 1D:2
Local next message ID: O
Remote next message ID: O
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Pushed IP address: 192.168.1.5
Assigned IP address: 192.168.2.24

# Rortuiihl Ay 1.1.1.2 1) IKEv2 SA 74115 .
<Sysname> display ikev2 sa remote 1.1.1.2 verbose

Tunnel 1D: 1

Local IP/Port: 1.1.1.1/500

Remote IP/Port: 1.1.1.2/500

Outside VRF: -

Inside VRF: -

Local SPI: 8f8af3dbf5023a00

Remote SPI: 0131565b9b3155fa

Local 1D type: FQDN
Local ID: device_a

Remote 1D type: FQDN
Remote ID: device_b

Auth sign method: Pre-shared key
Auth verify method: Pre-shared key
Integrity algorithm: HMAC_MD5

PRF algorithm: HMAC_MD5

Encryption algorithm: AES-CBC-192

Life duration: 86400 secs

Remaining key duration: 85604 secs
Diffie-Hellman group: MODP1024/Group2

NAT traversal: Not detected

DPD: Interval 30 secs, retry interval 10 secs
Transmitting entity: Initiator

Local window: 1

Remote window: 1

Local request message ID: 2
Remote request message ID: 2
Local next message ID: O
Remote next message ID: O

Pushed IP address: 192.168.1.5
Assigned IP address: 192.168.2.24

#3-4 display ikev2 sa verbose 4 ER{E AR

FE
Tunnel ID IKEv2 SAIIBEIEFRIRTF
Local IP/Port A Uity 22 4 X D [ 1P Lk i 15
Remote IP/Port Xof Bt 4 4= P S T IP H bk /3 115
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T R
Outside VRF CEASCRR) 7 A R EE TR OVRF AR, -Rm @ T AN
Inside VRF CEASCRR) ANT7 AR P TR VRFAFR, -Rm @ T AW
Local SPI At % SR T
Remote SPI X 2 A S HR 5
Local ID type A B 2 A P R I B 17 1B 25 Y
Local ID AR ity %24 P SR ) B 1 S

Remote ID type

X 2 4 W SR ) B 47 45 S R AR

Remote ID

X i 22 A R B A IS

Auth sign method

IKEV2 2z &3 W FRAEE F 25 42 T vk

Auth verify method

IKEvV2 22 432 3R YGE A FH R 56T J7 7%

Integrity algorithm

IKEV2 2 23R A I ) 58 B 1 50

PRF algorithm

IKEV2Z 33 F I PRF ALV

Encryption algorithm

IKEV222 A3 3 A 1 m s vk

Life duration

IKEV2 SARIAEAFIT R CBRALAFD)

Remaining key duration

IKEV2 SAMIFIA A TE] CRApNED)

Diffie-Hellman group

IKEV23% B P i B T4 i A DH A B A e 25

NAT traversal

TSI 2 B 7R U7 2 [ AFAENAT R 5 1

DPD

DP DRI (A i [ [5] B A EE AR I 1] LA ONAD ), 25 RIT 5 DPDIR I TS RE

] &7~ A Disabled

Transmitting entity

IKEV2 il P SEAR ff 0 BRETT MR T7

Local window

A |KEV2 10 7 B T 1R

Remote window

X v | K EV2 5 7 ) 11K

Local request message ID

Aty N — B RGE R R B S

Remote request message ID

X b T REERGE I R B S

Local next message ID

AR R AU SIS

Remote next message ID

X R R — AN RO B RS

Pushed IP address

X i PR 263 A B (4T 1P b bk

Assigned IP address

A3ty 73 Fe 2 0 B A 1P 1L i

# ST E IKEV2 SA AN

[Sysname] display ikev2 sa count

IKEV2 SAs count: O

3-14



#%3-5 display ikev2 sa count %4 B RIEEHIREK

5

IKEv2 SAs count IKEV2 SA) A%

3.1.11 display ikev2 statistics

display ikev2 statistics M4 HHKER IKEV2 G5 S .

(<]

display ikev2 statistics
[#LE ]

FEEME
[REFFARE]

network-admin

network-operator
(25451 ]

# N IKEV2 4iHE R
<Sysname> display ikev2 statistics
IKEv2 statistics:

Unsupported critical payload: 0

Invalid IKE SPI: O

Invalid major version: 0

Invalid syntax: O

Invalid message ID: O

Invalid SPI: O

No proposal chosen: O

Invalid KE payload: 0O

Authentication failed: 0O

Single pair required: O

TS unacceptable: 0

Invalid selectors: 0O

Temporary failure: 0O

No child SA: O

Unknown other notify: 0O

No enough resource: 0

Enqueue error: 0

No IKEv2 SA: O

Packet error: O

Other error: O

Retransmit timeout: O

DPD detect error: O

Del child for IPsec message: 1

Del child for deleting IKEv2 SA: 1
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Del child for receiving delete message: 0O

#3-6 display ikev2 statistics #p 4 B~ 15 2R R

FEB A
IKEV2 statistics IKEV24Eit15 &
Unsupported critical payload NSRRI B A
Invalid IKE SPI TRIMIKE SPIfE &
Invalid major version TR E A S
Invalid syntax TR BT
Invalid message 1D TR Message 1D
Invalid SPI FRLISPI
No proposal chosen FEVCAILEL
Invalid IKE payload To R IK ERR Ao
Authentication failed NS4S
Single pair required T B 5T [ bk X
TS unacceptable R B:52 K Traffic Selectors
Invalid selectors TR Selector
Temporary failure I B 12
No child SA HAFIChild SA
Unknown other notify A X e
No enough resource IR
Enqueue error A BT R
No IKEv2 SA BHIKEV2 SA
Packet error RO IR
Other error HERR
Retransmit timeout AL
Dpd detect error DPDFRMI 2 4

Del child for IPsec message

I F i3 IPsecid EMIBRChild SA

Del child for deleting IKEv2 SA

TR IKEV2 SAMIERChlid SA

Del child for receiving delete
message

H TSR B B MR Child SA

(XS]

o reset ikev2 statistics
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3.1.12 dpd

(

A

2]

P

dpd fHKAL & IKEv2 DPD R T &g
undo dpd 4 Fk ¢ IKEv2 DPD #3 Thfg .

2]

dpd interval interval [ retry seconds ] {on-demand | periodic }
undo dpd interval

[EREIFR]

IKEv2 profile 4L T /) DPD il Bh e Ak TR PR A, #4251/ DPD it & .

EED|

IKEV2 profile #1 &

[RERAFAE]

network-admin

[&%]

interval interval: f5 IKEv2 DPD Rl B [AI BRI 1], BUETE A 10~3600, A7 NFD. Xt
THFRRMB, 75 8 20 Z A )35 Mo sl 2 IPsec i 3¢, WAy &% IPsec ik SO il DPD
PRI X B BRI, $B il — ik DPD HRW A A 1] 1] B

retry seconds: 15 DPD i3I EALK[A][AIRG, HUETEREIN 2~60, BANFP. BEEN 5
o

on-demand: fi5E & FRMBI, BRI E AR o /& 5 A0, FEA S A& H O, Wil
R T PR B i — S BT s AT SC AR IR ] R E ik IKEv2 DPD AN PR I (] TR) R, U fid
DPD #l.

periodic: 1R EMRMEEN, HIiZME % IKEV2 DPD #RI I 7] ] B8 5 I 1R 00 %o 35 A2 754737

[ERES]

IKEV2 DPD 7 PR 3. 12 5 PR IR AR 5 IR SRR 2o — B el oK, e LA P 4 75 PRI A
o FERAET, R 75 ERIEROCS A MR s 0 R 7 L DA I X v (R IR
YU AT EAASE P S8 I R 2o R 8 RIS AR, AR TE 2 A AT B, R i S
KE IKEV2 XSl fF I, NLSE AR A HZ T R

FLEK interval —EZ KT retry, {RIEEHEFL DPD R CHIE R Al &7 i) DPD #R3 .

(24511

# 79 IKEv2 profilel it & IKEv2 DPD ¢, 5 & # 10 ¥ A M miic 2 1Psec 45 3C, Ui A IKEvV2
DPD #£ll, DPD i Kl SCHYEAL IS (8] [R5y 5 FP, RIS O 4% 75 58300 o

<Sysname> system-view

[Sysname] ikev2 profile profilel

[Sysname-ikev2-profile-profilel] dpd interval 10 retry 5 on-demand

[(HEXH<]

. ikev2 dpd
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3.1.13 encryption

(

A

A

P

encryption 4 FRIEE IKEV2 %24 #1018 F I in 25 50
undo encryption 4 R BLE 1.

4]

encryption { 3des-cbc | aes-cbc-128 | aes-cbc-192 | aes-cbc-256 | aes-ctr-128
| aes-ctr-192 | aes-ctr-256 | camellia-cbc-128 | camellia-cbc-192 |
camellia-cbc-256 | des-cbc } *

undo encryption

[EREFIR]

IKEV2 243 UK 8 UM &k,

[#E ]

IKEV2 2 4= H AL &

[RERFAE]

network-admin

[&%]

3des-cbc: 18 IKEV2 LA UCR % Hi 8 CBC #ixUf1) 3DES #7%, 3DES HiZKH 168
FOARR I B B HEAT N

aes-cbc-128: 185E IKEv2 LA UK F % H% oy CBC LX) AES 32, AES HIi%E K 128
ORI 2 AT N

aes-chc-192: 15 & IKEV2 ‘A3 CR N 5929 CBC B AES &%, AES HiL K 192
EORR B AT N 25

aes-chc-256: 1€ IKEv2 223 BCRH I Hi2h CBC U1 AES &%, AES HiEKH 256
ELARR I 3 AT I 25

aes-ctr-128: #55E IKEvV2 %22 UCR N Hikh CTR BN AES 5, ZHKRE N 128
LR

aes-ctr-192: #5% IKEv2 232 UCK N Hikh CTR BN AES 5%, ZHHK AN 192
AR

aes-ctr-256: 15 IKEv2 %4 VCRAMINE SN CTR #5501 AES Hik, HHKE N 256
bR

camellia-cbc-128: 5% IKEV2 ‘A2 UCR MM H ik 8 CBC X1 camellia 5%, %4
Kl 128 b

camellia-cbc-192: 185E IKEv2 A& UCR M HiL N CBC B camellia Hi%, %%
KN 192 ek,

camellia-cbc-256: 5% IKEV2 ‘L2 UCR HIMEH k8 CBC X1 camellia 577%, %4
K H 256 .

des-cbc: f85E IKEV2 A3 UK FH N Bk CBC Bl DES &%, DES Hi%kKH 56 LuiE
AT N .
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(ERES

IKEV2 %4 1R 2/ FEE Mk, Sz 2R, A,

AR AT DURC B 2 AN B, HAd AR S G A IR TE B Ok R A1 o
(554511

# 4R IKEV2 2452 1 N 5%y CBC £ 168-bit 3DES.

<Sysname> system-view

[Sysname] ikev2 proposal propl

[Sysname-ikev2-proposal-propl] encryption 3des-cbc

[HHx®&$]

. ikev2 proposal
3.1.14 hostname

hostname fir 4 HI>k45 € IKEV2 peer FIENLLA K,
undo hostname 4 FH R A L .

[44]
hostname name

undo hostname

[BR&TER]

KB E IKEV2 peer ) EHLLFK.
[#LE ]

IKEV2 peer #1114
[(RERFPAE]

network-admin
[&#1]

name: IKEv2 peer EHLAFK, K 1~253 MERFMFRFH, AX3 KNG
[FRES

— AN IKEV2 %

FHAGEH TAEEE T IPsec %4 5 BE 1) IKEV2 Wi Hh k2 )7 A IKEv2 peer, A& H 125 T IPsec

FERBEE B 1) IKEV2 P
[Z451]
# {7 IKEV2 keychain, #Fx A keyl.

<Sysname> system-view

[Sysname] ikev2 keychain keyl

# G —N IKEV2 peer, %FKA peerl.
[Sysname-ikev2-keychain-keyl] peer peerl
# 18 5€ IKEV2 peer f{IENL4 A test.

[Sysname-ikev2-keychain-keyl-peer-peerl] hostname test
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(X&)
. ikev2 keychain
o peer

3.1.15 identity

identity @4 FRIEE IKEV2 peer (15 4315 E..
undo identity @4 H R HAE I
(<]
identity { address { ipv4-address | ipv6 { ipv6-address } } | fqdn fqdn-name |
email email-string | key-id key-id-string }
undo identity

[EREFR]

FFg5E IKEV2 peer 1 &5 B
[#LE ]

IKEV2 peer #1L&]
[RERFPAE]

network-admin
[&2#]

ipv4-address: X{¥i IPv4 il
ipv6 ipv6-address: X}if IPv6 Ml
Fgdn fgdn-name: 5t FQDN 4 5, A 1~ 255 AN F R HI 745 5 5 X 43 K/NE 49 U www. test.com.
email email-string: #8EIRXT 5S4 H) E-mail #ilk. email-string A% RFC 822 &
S 1~255 NPT, X K/NE, i esec@test.com.
key-id key-id-string: f&Err i 43 1) Key-ID %4 5K. key-id-string & 1~255 4~
e, X RS, @ENEAART F R AR IR R .

[ERES
X EEAR S 45 BAL T IKEV2 P i B 7 25 1f) IKEv2 peer, Ry RE 7 TER AL IKEV2 PR I 5
ANFRAE X i PR B 45 B

[ 25451 ]
# B —/> IKEv2 keychain, &7#k keyl.

<Sysname> system-view
[Sysname] ikev2 keychain keyl

# G —N IKEV2 peer, %A peerl.

[Sysname-ikev2-keychain-keyl] peer peerl

# $8:€ IKEV2 peer () &5 EoHidk 1.1.1.2,
[Sysname-ikev2-keychain-keyl-peer-peerl] identity address 1.1.1.2
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(X&)
. ikev2 keychain

. peer
3.1.16 identity local

identity local & HIREC EA M S 58, T IKEV2 IAIE P I B i simbr R 5 S &

U
undo identity local 4 FRIKE B .
[$4]

identity local { address { ipv4-address | ipv6 ipv6-address } | dn | email
email-string | fqdn fqdn-name | key-id key-id-string }
undo identity local

[EREFR]
FIg e IKEV2 A G005 8, HHRH 1Psec %24 5uE (14 11 1P HuhEAF A A0 S 43

[#LE ]
IKEV2 profile #f &

[RREFAFARE]
network-admin

[&#]
address { ipv4-address | ipv6 ipv6-address }: f&E RIRAN G4 IP Hudk, b
ipv4-address NARIRA S IPv4 Hilik, ipv6-address MARIRA &4 1Pv6 Mtk
dn: A5 A I B e TP R AT DN 444 E AR i B 47
email email-string: #8EFIRAN &40 E-mail k. email-string A% RFC 822 &
X 1~255 MERI TR, X7 R/NE, #ilin sec@abc.com.
fqdn fgdn-name: #REMRIRALL S 41 FQDN #4%5. fgdn-name &y 1~255 7 1747 &
X4 K/N5, 450 www.test.com.
key-id key-id-string: f5EbriRA 5173 1) Key-ID ##K. key-id-string 4 1~255 />
7R, X KNG, @ ARE EEMAAAPRR A&

[ERES
AZHIR) B 455 S W0 7R U5 A 0 e B VR 300 S B o
(264501

#8114 IKEV2 profile, % #5A profilel.

<Sysname> system-view
[Sysname] ikev2 profile profilel

# R 1P Hhbik 2.2.2.2 FRIRARHG B 1) .
[Sysname-ikev2-profile-profilel] identity local address 2.2.2.2
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[(HEXH<]

. peer
3.1.17 ikev2 address-group

ikev2 address-group 14 FHRECE XTI i 2 A IPv4 Hiulik 1) IKEv2 A8t 1Pv4 Hihikit o
undo ikev2 address-group fir 4 H KM ERTE 2 1 IKEV2 A ki o
[4<]
ikev2 address-group group-name start-ipv4-address end-ipv4-address [ mask |
mask-length ]

undo ikev2 address-group group-name [ start-ipv4-address
[ end-ipv4-address ] ]

[BRE1ER]
A€ X IKEV2 Al 1Pv4 it .
(¥R ]
REME
[(REAFPRE]
network-admin
[£%]
group-name: IPv4 Mttt FR, N 1~63 NFEFHFRH, AXO KNG,
start-ipv4-address: |Pv4 bl iG k.
end-ipv4-address: |Pv4 Hidiki )45 bk .
mask: IPv4 HihEHERD .
mask-length: |Pv4 bk g K .
[ERES
AL IR PR 1Y 1PvA b oK $ H A 8192,
#47 undo ikev2 address-group fif:
o WA TEmRM AL L, SR BT A 4R e 4 RR I Hb bk
o WIRFREEIE LT AR E A5 Ak, TS5 A bR EHUE S R G M A R, R St
Mtk o
o WA FEE UG FIZE R, I R E
o HEMBRMMIEEALEE, WIAPATEFHERAE
[=451]

# BCE IKEV2 A IPv4 sy, 88N ipvagroup, HibbivuRElAy 1.1.1.1~1.1.1.2, #&iLA
255.255.255.0,

<Sysname> system-view

[Sysname] ikev2 address-group ipv4group 1.1.1.1 1.1.1.2 255.255.255.0
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# FLE IKEv2 At IPv4 Hithtit, %8R4 ipvagroup, HibEMSEREA 1.1.1.1~1.1.1.2, #EKEN
32,

<Sysname> system-view

[Sysname] ikev2 address-group ipv4group 1.1.1.1 1.1.1.2 32

# M IKEV2 2 IPv4 bk, 44 FRN ipvdgroup, $ilibibiEfEky 1.1.1.1~1.1.1.2,

<Sysname> system-view
[Sysname] undo ikev2 address-group ipv4group 1.1.1.1 1.1.1.2

[(HEXw<L]

. address-group
3.1.18 ikev2 cookie-challenge

ikev2 cookie-challenge 74 H>KJT 5 cookie-challenge Lijfi -

undo ikev2 cookie-challenge 4 k514 cookie-challenge Thf .
[<]

ikev2 cookie-challenge number

undo ikev2 cookie-challenge

[RRE1ER]
IKEV2 cookie-challenge Zhfg kb T % AR A
[#LE]
RGMA
[RREAFARE]
network-admin
[&#1]
number: $&5Efil & 8 77 5 F cookie-challenge ThRERTBIME, HUEEHE N 0~1000.
[EA#ES

R ACE T cookie-challenge Thfg, 47 KIAFTE R IKE SA I fe e M HE,
J& /il cookie-challenge L. M U 3] IKE_SA INIT iR 5, #i&—4 Cookie i %177 3 Wi 7
RALTT, #RALTTRENS IERHE R Cookie 3 AN# A7 171 m 3 J7 B8T RS IKE_SA_INIT iR, NI
AT DGR SE 5 SE P s I AR B 1k e TR 1P 75 B TRE 2 X B 5 R R G IR, 1 SO e . 7 ) DoS
Bt

[=5451]
# J1)3 cookie-challenge Ihfit, HICE J3 H cookie-challenge i 1) {E 4 450.

<Sysname> system-view
[Sysname] ikev2 cookie-challenge 450

3.1.19 ikev2 dpd

ikev2 dpd 4 HRACE 42 IKEV2 DPD IRt
undo ikev2 dpd fir4 Fk K42 )5 IKEv2 DPD Jifig.
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(<]

<
ikev2 dpd interval interval [ retry seconds ] { on-demand | periodic }
undo ikev2 dpd interval

CErE1ER]

IKEv2 DPD #Rll DhREAL TSR RS -
[#RE]

ARG
[(FrERPReE]

network-admin
[&2%]
interval interval: {5 Efil & IKEv2 DPD # fr) Bsf [] [7] &, BUE YE A 10~3600, HA7 NFD.
WP T RN, FaEsd 2 KA ATl s] 1IPsec #3C, WIRERSCHIfL A —X DPD
M 3T e R EREMARE R, Fafil & — Yk DPD #8006 B 18] 18] B .
retry seconds: f5E DPD & CHIFEALRSRIEIRE, HUEVEEN 2~60, NS, SEMEN 5
iU
on-demand: #5E% TR, BIAR 38 UL 2 R PRI XS vy /& A5 4798, 7 A &% IPsec SR,
SR I 2 0 R B A e — YR WAL B X i i SC ) B TR ER I T S B &% IKEv2 DPD #8300 1 s 1] () B CRTidE
i interval FEEMIEED, Nfkk DPD #0.
periodic: 18EERHRMAER, B A% IKEv2 DPD R (Al fg (Bl interval 1§
SE PR TA] D 5 B R0 X6t it A 5 A7
[FHES
IKEv2 DPD A R 20 2% 75 BRI 20N s B BRI 20 . — R o) R, UM FH 4% 75 R I A
Ao, R, (NAEARL 7 ERIER O, 72 R s Gn 5 75 B PR I H 0 o (PR ES
AT DA F s I R . 78 e IR R A, SVEAERE 2y e A E R, bk & s
KEN IKEV2 X bl G I, NAR e el 4 F R AR =
W IKEv2 profile #LE TR R G N ERECE T DPD Rl ThEE, W IKEv2 profile #L& F ) DPD
BB AR, Wi IKEV2 profile L T I& G BCE DPD #RMILhGE, WM 24 M E T DPD L& .
BB R interval —EE KT retry, fRUETEESL DPD ) SCHI L FE A fi &2 87 1) DPD #8301
[=5451]
# BC B IR Bk i % IKEv2 DPD #8017 (8] kg A 15 #5.

<Sysname> system-view
[Sysname] ikev2 dpd interval 15 on-demand

# Pt B I i & IKEv2 DPD #R (A 18] 18] 5 15 #5
<Sysname> system-view
[Sysname] ikev2 dpd interval 15 periodic

CEES D |
o dpd (IKEv2 profile view)
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3.1.20 ikev2 ipv6-address-group

ikev2 ipv6-address-group i KA B AT AL IPV6 Hibik ) IKEv2 A< kit .
undo ikev2 ipv6-address-group g4 FHRMIERTE & B IKEV2 A<t ki .
[<]
ikev2 ipv6-address-group group-name prefix prefix/prefix-len assign-len
assign-len
undo ikev2 ipv6-address-group group-name
[BRE1FER]
A5 S IKEV2 A 1Pv6 Huhikith .
[#LE]
RGME
[(REAFAE]
network-admin
[&5%]
group-name: IPv6 il 4 FK, A 1~63 M ERIMFERFE, AXH KRN,
prefix prefix/prefix-len: 55 IPv6 Hilibith bl A74%E. prefix/prefix-len K IPv6
MR, Hrh, prefix-len BUETEHE N 1~128.
assign-len assign-len: $& &bkt 7 B g 5 im TR KE . assign-len FIHUETERY 0~
128, WAIKTHZET prefix-len, H5 prefix-len 2=/ o+ 16.
[EMES
5 1Pv4 il A F], 1PV Mtk dg X A] 43 B a2 — AN 1Pv6 ik B . Xhomit Bz bk B S vl 4k 8y
Heseg ol
JIr A IKEV2 A5 IPV6 itk A0 25 1 il 870 Bl 2 TR AN RE EE &, ROV SR50 Bl AN R AR A A REAH B
[=451]
# HCE IKEv2 A IPv6 Hidibith, 4 FKN ipvegroup, FIZEA 1:1:, RIRKE N 64, A EHE
HIRTZR Ky 80.
<Sysname> system-view
[Sysname] ikev2 ipv6-address-group ipveégroup prefix 1:1::/64 assign-len 80

[(HEXH<]

. ipv6-address-group
3.1.21 ikev2 keychain

ikev2 keychain fir4 H kA& IKEV2 keychain, 333\ IKEv2 keychain 1L . 40545 & 1 IKEv2
keychain CL&AF(E, W E N IKEV2 keychain 11
undo ikev2 keychain 74 HRMIER$E 2 1) IKEV2 keychain.
[%%]
ikev2 keychain keychain-name
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undo ikev2 keychain keychain-name
[ER&E1ER]

AN7A{E IKEV2 keychain.
[#LE ]

ERL I
[REFFAR]

network-admin

keychain-name: IKEv2 keychain fI&FK, N 1~63 MEFHITFRH, RAX0KNE, HARE
HEFFF <=7

[ERES
FRA]— 3 SR FH T PRI 50 GIE )5 50, IKEV2 profile T 447551 ] keychain, H RAESIH—A. i
B TRIE S S AR R S 0 IKEv2 o b0 B i T3t S s i AR R
—> IKEv2 keychain T A LARC & £ 1> IKEV2 peer.

[=451]
# fil IKEv2 keychain keyl Jf-i A IKEv2 keychain # K.

<Sysname> system-view
[Sysname] ikev2 keychain keyl
[Sysname-ikev2-keychain-key1l]

3.1.22 ikev2 nat-keepalive

ikev2 nat-keepalive 14 FSRACLE 7 %1 & 1% NAT Keepalive $ SC i 8] 8] B .
undo ikev2 nat-keepalive fir4d HRWE HATE L.
(<]
ikev2 nat-keepalive seconds
undo ikev2 nat-keepalive

[BREFR]
TR E] NAT J5 % 3% NAT Keepalive $§ CHH EI TR B% ol 10 75
[#RE]
ARG
[RERFPAE]
network-admin
[&5%]
seconds: [AIX}i & 1% NAT Keepalive i SCHES (][] &,  HUE VO N 5~3600, 47 850,
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[ERIES]
i AT NAT 2 J5 B34 CRIAZ A7 T NAT B8 2 U FA MDA 2 X NAT 2 J5 11 IKEv2
X 15 24 75 L B N 1) NAT Z AT IKEV2 56 15 % /3% NAT Keepalive 30, AR NAT w4 L AH
N ZIm R R 2T, ML NAT Z AR5 T BLT R NAT 2 5 5% . R, e B B 1% NAT
Keepalive 1% 3 s 7] 8] BE 75 BN T NAT W& b 251G R 0 A7 35 I 8] o

[=5451]
# Mt & 17 NAT &% NAT Keepalive i SC I [ A A 5 75,

<Sysname> system-view
[Sysname] ikev2 nat-keepalive 5

3.1.23 ikev2 policy

ikev2 policy fr & HIREIE IKEV2 22 HNE, FFEEN IKEV2 %4 RIEHILE . WG E ] IKEV2
LAFNE CAAFAE, WHEBEZEN IKEV2 24 ALK .
undo ikev2 policy 74 HRMIBRTEE 1) IKEV2 %4 5RE

(<]
ikev2 policy policy-name
undo ikev2 policy policy-name

[BRE1FR]
RGTEAE— N AFRA default (B IKEV2 222 510G, 25 I SIS AL & — MG 1) IKEV2 %
4321 default, H. 75 P A i bk AH DL AT .

[#LE]
RGN

[RREAFARE]
network-admin

[£%#]
policy-name: IKEV2 Z4KEHIAFR, N 1~63 NMFERIITHRH, TXFKNE.

[EAES
IKE_SA_INIT Wi, At 75 AR 4 B 1Psec 224 SN 4 1 ik SRz 3% 2448 FH 1) IKEv2 22 4 S
Mg 7 7 AR S 21 IKEV2 3 SC R bk R IE B AT T IKEV2 22 5iNg . 15 5E IKEV2 245K )5,
WA AR 22 2 TR T 1K 22 AR UGHAT I3 SR e MR IR 5. PRF B0E M1 DH AP RS
ATLACE 2 IKEV2 245808 . — 1 IKEV2 224 510G Th A28 /D05 — AN IKEv2 22241, 3 Ii%
MG ATEHE
A R EE 5 i R R 1 75 50 IPsec SRR, T IKE_SA_INIT B, i 3L s 954 1 bk sk i 5 28
ST ) IKEV2 224 5
HRIVEEC AT, BB RIS ZnT I T UL IKEV2 224 SE0g T -

TR KAEE IKEV2 45505, TS BRI IKEV2 2245508 default. P ASBE#E N FEIC B ERA
H IKEv2 %4 5K default.
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[ 24511
# A7 IKEV2 4 550% policyl, FEHEN IKEV2 %4 5L .

<Sysname> system-view
[Sysname] ikev2 policy policyl
[Sysname-ikev2-policy-policyl]

[HHx&$]
o display ikev2 policy

3.1.24 ikev2 profile

ikev2 profile 4 H KA1 IKEV2 profile, Jfi#k A IKEv2 profile #L & . 41545 & 1 IKEV2 profile
CLAAA{E, M HEHEN IKEV2 profile #LE

undo ikev2 profile @4 HkMIFRTE E 1 IKEV2 profile.
(<]
ikev2 profile profile-name
undo ikev2 profile profile-name
[EREFR]
AAEAE IKEV2 profile,
[#LE ]
ARG
[RERFPAE]
network-admin
[(&%]
profile-name: IKEv2 profile (145K, N 1~63 ME/FMERFE, AXHp KNG,
[(ERES
IKEV2 profile H] T RAFAEM I IKEV2 SA HIZH, WA Sim AL S 4 B 4 AR S A6 S A IE D77 2K
F T 2548 IKEV2 profile fIUCHAC %% 14:4% .
[=451]
# Q% IKEV2 profile, ##%4 profilel, ik IKEv2 profile #L&

<Sysname> system-view
[Sysname] ikev2 profile profilel
[Sysname-ikev2-profile-profilel]

[HHxa<]
. display ikev2 profile

3.1.25 ikev2 proposal

ikev2 proposal fir 4 HREIE IKEV2 2321, FEdEN IKEv2 232 3K . iR T8 2 11 IKEv2
RN A, WEREHN IKEV2 24X,
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undo ikev2 proposal fir4 H KM ER$E € 1) IKEV2 224421,
(<]

ikev2 proposal proposal-name

undo ikev2 proposal proposal-name

[ER&1ER]
ARG FAE— AN SN default B IKEV2 244213
R SE UL ] %

e  J#EHiL: AES-CBC-128 fil 3DES
o EEMRIEHIE: HMAC-SHAL fil HMAC-MD5
e  PRFZHi%L: HMAC-SHA1 fl HMAC-MD5
e  DH: group5 Al group2
[#RE ]
ARG
[BrERPAReE]

network-admin

[£%]
proposal-name: #§5& IKEV2 Z&42 AT, N 1~63 MNEFHTRE, AXH KNG, HA
&N default.

[ERES
IKEV2 2432 WM T ORA7 IKE_SA_INIT A2 b s I 1) 22 22 30, A3 s 0% L e SRR IR vk
PRF (pseudo-random function) A1 DH 4.
fE—A IKEV2 Z2ftilh, BOFERE - HeesH, W MnEEE, — D aBNRurE k.
—/ PRF BiEM—A DH 4.
FE—A IKEV2 2248 W, AL E ZH 2225, MEMNERE. 20 0BERIERE. 24
PRF 5LiEMZ A DH 41, XLz 2B HAELhrhiid 2, MW mE M2 2SS B H G 5xhimit
ATVLHC o A SEFR i AR A A BB — 2 224, B RIELE IKEV2 222 P U E | — &%
EZH.

[=451]
# B IKEV2 2241 propl, FEIC & IN% 5% aes-cbe-128, 528 MR H AN shal, PRF 5
¥ N shal, DH 4k group2.
<Sysname> system-view
[Sysname] ikev2 proposal propl
[Sysname-ikev2-proposal-propl] encryption aes-cbc-128
[Sysname-ikev2-proposal-propl] integrity shal

[Sysname-ikev2-proposal-propl] prf shal
[Sysname-ikev2-proposal-propl] dh group2

(XS]

. encryption-algorithm
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. integrity
. prf
. dh

3.1.26 integrity

integrity 4 HRAEE IKEV2 244213008 1) 58 MR 06 2
undo integrity 4 HRIK Z A 1B
[4<]
integrity { aes-xcbc-mac | md5 | shal | sha256 | sha384 | sha512 }*
undo integrity

[ERE1ER]
RARE IKEV2 % 4 fE WAE AT 58 B IR B ik
[#LE ]
IKEV2 %2 LK
[(RERFPAE]
network-admin
[&#1]

aes-xchc-mac: 155E IKEv2 %2 UCK H 1 58 8 MR 56 59 HMAC-AES-XCBC-MAC.
md5: #5E IKEV2 22452 R H 1) 58 B R 56 5099 HMAC-MD5.
shal: #55E IKEv2 4R UCK H I 78 B 50 528 HMAC-SHA-1.
sha256: 155E IKEv2 24 UCR FH 1) 58 BRI 5%y HMAC-SHA-256.
sha384: #5E IKEv2 LUK H I 58 B g8 528 HMAC-SHA-384.
sha512: #5:E IKEv2 L4 UCR H I 78 B 58 528 HMAC-SHA-512.
[ERES
—/N IKEV2 %A1 0 2/ R B E — A e BRI EE, BNZ L SR —4 IKEv2 %
SRR DU B 2 A e A IR B, LAY A S g4 B T B AR IR A
[=4)]
# A5 IKEV2 2421 propl.

<Sysname> system-view
[Sysname] ikev2 proposal propl
# 8 B 1% 2 ARV 1) se B VAR B0 B2 MD5 FI SHAL,  HLARRJEiE R SHAL.
[Sysname-ikev2-proposal-propl] integrity shal md5
[HEXda<]

. ikev2 proposal
3.1.27 keychain
keychain 174 H KIS B R FH i 2% 5 )GIE R H 1) Keychain.
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undo keychain fiy4 F R HE 1 I
(<]

keychain keychain-name

undo keychain

[BRETER]

IKEV2 profile H12k 5| H Keychain.
[#LE ]

IKEv2 profile 4114
[REAFAE]

network-admin
[&#]

keychain-name: IKEv2 keychain Z#%, N 1~63 MEFHITFHFE, RNXp KNG, HAREERE

T AT
[EAES
fRATT— 5K ] 7 L= B HUGE T, IKEV2 profile T 447551 ] keychain, H R GE5IFH—1 .
AN IKEV2 profile 7] BL3E = [R] — 4> IKEv2 keychain .
(25451 ]
# f# IKEvV2 profile, %#%N profilel.

<Sysname> system-view
[Sysname] ikev2 profile profilel

# 15 5€ IKEv2 profile 5] Fl 1) keychain, keychain [¥]% %<}y keychainl.
[Sysname-ikev2-profile-profilel] keychain keychainl
[HAxw<]
. display ikev2 profile
. ikev2 keychain

3.1.28 match local (IKEv2 profile view)

match local T4 SRR IKEV2 profile )15 FHTEH .
undo match local 4 HREUE XS IKEv2 profile 15 FH i F ) BR 1] .
(<]
match local address { interface-type interface-number | ipv4-address | ipv6
ipv6-address }
undo match local address { interface-type interface-number | ipv4-address
| ipv6 ipv6-address }
[BREFR]
KB IKEV2 profile BI4# 75 .
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[#L[E]
IKEVv2 profile 1 &

[(BRERFPAReE]
network-admin

[&5%]
address: 57 IKEV2 profile R g T45 e bt 8k 45 e 82 O bt B IKEv2 res o
interface-type interface-number: A% 0% 5 MEOLK, LR ER=Z80.
ipvd-address: AUz IPv4 Hidik,
ipv6 ipv6-address: Aui M IPv6 Hitik,

[FRES
1A H T BRI IKEv2 profile g T-48 & Huhik B4R @ 4 0 BBk P Rs , X B k48 1) 2 A i
W B IKEV2 ) SCHHE 1P fitik, B IKEV2 B i SO Z b 32U N, 422 2R F 1% IKEV2 profile .
IKEV2 profile /el LLF THCE, Sl EMIedim. # A B AU EILRCHELL IKEV2 profile 1
i, A4 BT B I R Ak, T AT DU I A i 4 R 48 g iX 2K IKEV2 profile )4 H G . 5140,
IKEv2 profile A #1# match remote itk K (match remote identity address range
2.2.2.1 2.2.2.100), IKEv2 profile B #ffj match remote HuiEyi[El/N (match remote
identity address range 2.2.2.1 2.2.2.10), IKEV2 profile A /7T IKEV2 profile B i & .
SO i 1P kil 2.2.2.6, 84K BC BN A g 2 6 % profile A 5XJsm bl . 7 7y B AR I 4
O (3 Ol 3.3.3.3) i A profile B 5 x5 thid, A LABCE profile B 745 & Hili: 3.3.3.3 )

O B .
T 1% a2 T LR E 2 A LR AR AT
(25411

# B4 IKEV2 profile, %N profilel.
<Sysname> system-view
[Sysname] ikev2 profile profilel

# PRI IKEV2 profile profilel R EETE IP Hubilhy 2.2.2.2 Fj# 11 FAEH .
[Sysname-ikev2-profile-profilel] match local address 2.2.2.2

[HEXH<]

o match remote
3.1.29 match local address (IKEv2 policy view)

match local address fiy4 HREEEILAC IKEV2 224 S0 IR AR oyt ik

undo match local address 74 HRMIBRYEE K T ILEC IKEV2 %4 5B I A i i ik o
(<]

match local address { interface-type interface-number | ipv4-address | ipv6

ipv6-address }

undo match local address { interface-type interface-number | ipv4-address |
ipv6 ipv6-address }
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[ERETER]
KA e T ULAS IKEV2 24 SR BE Ak, R A g v] DLIEC T A A v bk .
[#LE ]
IKEV2 %4 S HL K]
[(REFFAE]
network-admin
[£%]
interface-type interface-number: Z<if#% 4% 5 M O&HK, Al LRAER=E%0.
ipv4-address: Az IPv4 Hitik,
ipv6 ipv6-address: Auif%Il IPv6 Hilik.
[EA#ES
AR A s 1k VLG IKEV2 %242 SIS I, DUSGULACTE E 1 A s ik UL G 2 AF i SFems , LR DL RE AR F6
K B 1y 1k DG TG 2% A1 1) SRS o
[=41]
# 1R € H T ILAC IKEV2 % 42580 policyl fYA ity 3.3.3.3,

<Sysname> system-view
[Sysname] ikev2 policy policyl
[Sysname-ikev2-policy-policyl] match local address 3.3.3.3

[HAx®H<]
. display ikev2 policy

3.1.30 match remote

match remote fir4 FIRHAC B VL HAC XS di £ 47 AR o
undo match remote T4 FIRMIBR — 2% FH - UL BT s & £ A RE I o

(<]
match remote { certificate policy-name | identity { address { { ipv4-address
[ mask | mask-length ] | range low-ipv4-address high-ipv4-address } | ipv6
{ ipv6-address [ prefix-length 1 | range low-ipv6-address
high-ipv6-address } } | fqdn fqgdn-name | email email-string | key-id
key-id-string } }
undo match remote { certificate policy-name | 1identity { address
{ { 1ipvd4-address [ mask |mask-length ] | range low-ipv4-address
high-ipv4-address } | ipv6 { ipv6-address [ prefix-length ] | range
low-ipv6-address high-ipv6-address } } | fqdn fqdn-name | email email-string
| key-id key-id-string } }

[ERE1ER]
AT E T VLT o S 47 PR AR
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[#RE]
IKEVv2 profile 1 &

[REAFPAE]
network-admin

[&5%]
certificate policy-name: 2 T X o 30 1k 15 0 195 B UL B IKEv2 profile . L,
policy-name J&iE 55 MIEHIRIS AR, A 1~31L M ERFFERE, ARG . ASHH
T T A IR R 4E B IKEV2 profile.
identity: T8 2 X i & 415 B ULES IKEV2 profile. 72 ¥R T i B 75 AR 95 % 42 J7 i i
identity local &AL E 1 & 05 BRIk £ H K IKEv2 profile.
address ipv4-address [ mask | mask-length ]: X IPv4 Huhtsk IPv4 B, FHorA,
ipv4-address A IPv4 Hiulil, mask AF MRS, mask-length AT MK, BUE TR N 0~
32, AHRE MRS S HUN BRIN N 32 frfdnd .
address range low-ipv4-address high-ipv4-address: Xfui IPv4 Hihbyaifl . H
low-ipv4-address Higlh IPv4 Hilik, high-ipv4-address N45H IPv4 il . 253 ik 40
KT &k
address ipv6 ipv6-address [ prefix-length ]: Xfui IPve Hihkak IPve WE:. Hr,
ipv6-address 4 IPv6 Hhillk, prefix-length 4 IPv6 B4 &K, HUEIEHEIN 0~128, AiEE
IPV6 Fil 4 BRIN Y 128 ALRTE .
address ipv6 range low-ipv6-address high-ipv6-address: X|if IPv6 Hihlkyuf . Hrh
low-ipv6-address Ml IPv6 Hulik, high-ipv6-address N4 W IPv6 kb, 450 bk 0420
KT aa bk
Fgdn fgdn-name: %t FQDN 4 #K, A 1~ 255 AN F 57 B 745 8 5 X 43 K/NE 491 U www. test.com
email email-string: #5ERITEMAR S0 E-mail Hilik. email-string A% RFC 822
JE X [F) 1~255 NP 7R, X KNS, i sec@abe.com.
key-id key-id-string: f&EFRRXSE4E S 171 Key-ID #4558, key-id-string & 1~255
FROFR R, X RS, 8N m R RE TR IR 5 8

[ERES
AR UG EC Y IKEV2 profile B, X i i B2 A B i 2 DA 2644
o CREXTEI B HE B S ARG A BB B UL AT LR, A AU .
. B IKEV2 profile FIIGEXS i &40, 7524 H match remote. match local address

—EILE, AP —IARE, WERZ IKEV2 profile AULHC

AR ILECH IKEV2 profile J5, Ak #-44 FHiZ IKEv2 profile H ()45 B85 X 3 78 BOAIE o
N T AEAREEAN X it BE 9% UL T 2 ME— ) IKEV2 profile, AEUEP D HALL L IKEV2 profile FHECE
FHE match remote #UN|, 75 0% UL AL 2WEA4S IKEV2 profile 2 A A Tii%1/¥ . match remote
T ARG B 24, JF R #AG R, FUTECR S OB BB .

[=451]
# f7 IKEV2 profile, % #%A profilel.

<Sysname> system-view
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[Sysname] ikev2 profile profilel

# FaEVLHECK H FQDN 1E N & FriH . HLEUE A www.test.com [ %} i .

[Sysname-ikev2-profile-profilel] match remote identity fqdn www.test.com

# ARE VLR P M B 3 bril . HEUE Y 10.1.1.1.

[Sysname-ikev2-profile-profilel]match remote identity address 10.1.1.1
[HHx&m<$]

. identity local

o match local address

3.1.31 nat-keepalive

nat-keepal ive g4 HRELE Kix NAT keepalive (1) 7] 8] fF .
undo nat-keepalive 4 KK & B4 T o
(<]
nat-keepalive seconds
undo nat-keepalive
[EREFR]
{4 45 J5 19 IKEv2 NAT keepalive Bt & .
[#LE ]
IKEv2 profile 1.1
[REAFAE]
network-admin
[&#]
seconds: &i% NAT keepalive fi ST [H] [E]B%, HUE VLRI 5~3600, A7 NFD.
[EA#ES
A AR T NAT 2 J5 (1 4 CRIZ R 300 T NAT B E B A MDA 7 L NAT 2 J5 ) IKEv2
WS 5% 75 2L E I 7] NAT ZAM IKEV2 5375 k0% NAT Keepalive #3C, LU fR NAT 4 EAR
T2 B B S 1 A7, TR NAT Z A3 7T BLTT ) NAT 5 et . BRI, B B A% NAT
Keepalive i SC I (A1 A]B& 75 22/ T NAT 4% b S\ R I A7 6 B 7]
[=451]
# B)% IKEV2 profile, %%k profilel.
<Sysname> system-view
[Sysname] ikev2 profile profilel
# ML B K& NAT keepalive # SCIIS ] [E] B 29 1200 #5.
[Sysname-ikev2-profile-profilel]nat-keepalive 1200
[HBXH%]
. display ikev2 profile
. ikev2 nat-keepalive
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3.1.32 peer

peer it 4 FHRAIE IKEV2 peer, FfiEAN IKEV2 peer M. 1 F 45 5E (1) IKEV2 peer T & A7E1E, N
BN IKEV2 peer #LH.

undo peer fir% HRMERTE E 1 IKEV2 peer.
[%%]
peer name

undo peer name

[BRE1FER]
ATE1E IKEV2 peer.
[#LE ]
IKEv2 keychain #{ &
[REAFAE]
network-admin
[&%]
name: IKEv2 peer £ F%, A 1~63 NFEMFI TR H, AR KNG,
[ERES

—MIKEV2 peer LS T — ML A H U T & 41% peer FULEC &A1, 035 i 1K) E LA PR
(@4 hostname FLE). Xfunfy IP #ilk (4 address FECE) At S (4
identity L&), Hr, IKEv2 Wi A ke 5 48 F i 6 =LA FREL 1P ik 224K peer, i B 77 4
JFH X5 3 ) B 43 B IP Ml 25 4% peer.

(2451
# G IKEv2 keychain keyl Jf-i A IKEv2 keychain #4 & .

<Sysname> system-view

[Sysname] ikev2 keychain keyl

# G IKEV2 peer, %N peerl.

[Sysname-ikev2-keychain-keyl] peer peerl
[HHx®2]

. ikev2 keychain
3.1.33 pre-shared-key

pre-shared-key 74 FIKELE IKEV2 peer F) Tt Z 24
undo pre-shared-key fir4 F KM IKEV2 peer fTiIL =24,
(<]
pre-shared-key [ local | remote ] { ciphertext | plaintext } string
undo pre-shared-key [ local | remote ]
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[Er&fER]

KA E IKEV2 peer [T EH4].
[#RE]

IKEV2 peer f1L1&]
[(FrEAFfae]

network-admin
[&#1]
local: FR%BHEY.
remote: FIRIIEH Y.
ciphertext: LI% 3007 ik E %85
plaintext: PIBISCr Uk B %8, %5 8% DL SOE U7 6 -
string: WHTFMH, X0 RNG. PCHEHAN 1~128 MEFNFR . % CEHRN 1~201 4
TR AT R
[ERES
ARG E T 240 local 5 remote, WIRIRIRENRIENIEY; 24 local 1 remote 4
TR, WRIREE IR XA P
AT undo A, FRE EMER I & AL O B B PR 82— 3, #Z undo A A&
PAT I B, IKEv2 peer ML NI F pre-shared-key local HIECHE ., MH#HAT undo
pre-shared-key fl undo pre-shared-key remote &%
ZIRPIT AL, B)a— RPAT IR 2K
(254511
o REIIIRH
# 15— IKEv2 keychain, %N keyl.
<Sysname> system-view
[Sysname] ikev2 keychain keyl
# A5 — IKEV2 peer, %N peerl.
[Sysname-ikev2-keychain-keyl] peer peerl
# ML E peerl KX FRIUL S E NI 111-key .
[Sysname-ikev2-keychain-keyl-peer-peerl] pre-shared-key plaintext 111-key
[Sysname-ikev2-keychain-keyl-peer-peerl] quit
# B> IKEV2 peer, %N peer2.
[Sysname-ikev2-keychain-keyl] peer peer?2
# WL E peer2 FAEX FRIFL =% 9], BB HI WIS 111-key-a, JiEHPINYIC 111-key-b.
[Sysname-ikev2-keychain-keyl-peer-peer2] pre-shared-key local plaintext 111-key-a
[Sysname-ikev2-keychain-keyl-peer-peer2] pre-shared-key remote plaintext 111-key-b
. Wi 2 7 73 1
# 15—/ IKEv2 keychain, %5k telecom.

<Sysname> system-view
[Sysname] ikev2 keychain telecom
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# G —N IKEV2 peer, %A peerl.

[Sysname-ikev2-keychain-telecom] peer peerl

# ML E peerl FIXFR AL Z %8 N X 111-key

[Sysname-ikev2-keychain-telecom-peer-peerl] pre-shared-key plaintext 111-key
[Sysname-ikev2-keychain-telecom-peer-peerl] quit

# A5 — IKEV2 peer, %N peer2.

[Sysname-ikev2-keychain-telecom] peer peer?2

# I E IKEV2 peer MJAEXNFRIIL 228, 24 %4 N 111-key-b, uF %4188 3 111-key-a.
[Sysname-ikev2-keychain-telecom-peer-peer2] pre-shared-key local plaintext 111-key-b
[Sysname-ikev2-keychain-telecom-peer-peer2] pre-shared-key remote plaintext 111-key-a

[HExw<]
. ikev2 keychain

e peer
3.1.34 prf

prf @74 FREEE IKEv2 A3 WU PRF &k,
undo prf fir % FERIKE BRAA T L.
[44]
prf{ aes-xcbc-mac | md5 | shal | sha256 | sha384 | sha512 } *
undo prf
[ErE1ER]
IKEV2 %2 A= HE Al FHC & 1) 56 BRI B N PRF B09%
[#E]
IKEV2 % 24 AL K
[RERFAE]
network-admin
[(2%]
aes-xchc-mac: i€ IKEV2 %2R UCR A PRF 5i%5 HMAC-AES-XCBC-MAC.
md5: 57 IKEV2 245 BCR 1 PRF 5928 HMAC-MD5.
shal: #&7& IKEv2 %2R UK K PRF 5%y HMAC-SHA-1.
sha256: i€ IKEv2 %2R UCR A PRF 5928 HMAC-SHA-256.
sha384:15 & IKEv2 %4 BCK H I PRF 529 HMAC-SHA-384.
shab512:45 & IKEv2 %452 BCK I PRF 549 HMAC-SHA-512.
[ERES
—AIKEV2 2 A ] DL E 24~ PRF 503k, A8 AR 2 9 4 R RC 2 07 44 K BRAIK
[=451]
# A g IKEV2 24221 propl.
<Syshame> system-view
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[Sysname] ikev2 proposal propl
# 188 1% AR BUE A PRF 50059 MD5 #1 SHAL, HE5kik# SHAL.
[Sysname-ikev2-proposal-propl] prf shal md5

[HHx®2]
. ikev2 proposal

. integrity
3.1.35 priority (IKEv2 policy view)

priority 4 HHKIEE IKEV2 %4 5ng 22 .
undo priority a4 H R E A 1K .
(<]
priority priority
undo priority
[EREER]
IKEV2 % 4= 5 i) L fa 209 100,
(¥R ]
IKEV2 ‘24 5 mg HL K]
[(RERFPAE]
network-admin
[(&#]
priority: IKEv2 25 Red, BUEJEHE N 1~65535. ZEEM/, g
(RS
Ay AT B HI S AT T N7 EEE 4R IKEV2 224 SIS i B IKEV2 22 4 S g UG B e o
(254511
# 15 7€ IKEv2 22450 policyl HIfL5E 2N 10.

<Sysname> system-view
[Sysname] ikev2 policy policyl
[Sysname-ikev2-policy-policyl] priority 10

[HEXd&<]
o display ikev2 policy
3.1.36 priority (IKEv2 profile view)
priority @4 HKACE IKEV2 profile 52K
undo priority @4 H R E A .
(<]
priority priority
undo priority
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[EBRETER]

IKEv2 profile {15t 4% 4 100,
[#E]

IKEV2 profile 11
[(REFFAE]

network-admin
[&#1]

priority: IKEv2 profile fli/cgk, HUETEHJy 1~65535. ZHUEM/N, RIEHBE.
[ERES

A AT B 56 B A 0 S 7 7E 25 4% IKEV2 Profile iE % IKEv2 Profile UG ECG ) »
[41]

# 15 7€ IKEV2 profile profilel f4 564 10.

<Sysname> system-view
[Sysname] ikev2 profile profilel
[Sysname-ikev2-profile-profilel] priority 10

3.1.37 proposal

proposal fir 4 FIHHE & IKEV2 2242 50K 51 FI Y IKEV2 224424

undo proposal 74 HIREUHE IKEv2 %4 50E 5| HIH IKEv2 24521
[4<]

proposal proposal-name

undo proposal proposal-name

[BRE1ER]

IKEV2 24 5l R 51 T IKEV2 % 4§l
[#LE ]

IKEV2 %4 S g AL K]
[(REBFAE]

network-admin
[&%]

proposal-name: #5| K IKEV2 LAWK HHR, A 1~63 MEMRFERH, AX 5 RNE,
[ERES

AN TR E T 24 IKEV2 24521, MIEATHIIE 56 2 B T AR PR
[241]

# il IKEV2 2450 policyl 5] ] IKEV2 %4321 proposall.

<Sysname> system-view
[Sysname] ikev2 policy policyl
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[Sysname-ikev2-policy-policyl] proposal proposall
CEESED |

. display ikev2 policy

. ikev2 proposal

3.1.38 reset ikev2 sa

reset ikev2 sa it 4 FKIERR IKEV2 SA.
[%<]
reset ikev2 sa [ [ { local | remote } { ipv4-address | ipv6 ipv6-address } ]
| tunnel tunnel-id ] [ fast]
[#LE ]
AEDREIA S
[(REFFARE]
network-admin
(%]
local: JHERTEEAumM AL IKEV2 SAE ..
remote: JERRTEE N HnHbE ) IKEV2 SA {5 ..
ipv4-address: A oixf b IPv4 Hidilk,
ipv6 ipv6-address: Auialxd i IPv6 Hitik,
tunnel tunnel-id: &5 E IPsec FFiE ) IKEv2 SA {55, tunnel-id Jy IPsec FFiEFRRFT,
HU{H e H 2y 1~2000000000.
fast: AERPTuGIEIN, BEHEMERAT IKEV2 SA. EATREARSEL, NIRRT ELEUCE T i
FR A e 3 %uﬂnr” ZJa, FMIERA ] IKEV2 SA.
[ERES
JHFR IKEV2 SA T, 2 i A A MIERERIE S, [FIRHIER T SA.
WARAREEMSH, WMIERTE IKEV2 SA &,\Tﬁﬁﬁiﬁi‘z%% SA.
[=41]
# MRS i A 1.1.1.2 ] IKEV2 SA.

<Sysname> display ikev2 sa

Tunnel 1D Local Remote Status

1 1.1.1.1/500 1.1.1.2/500 EST

2 2.2.2.1/500 2.2.2.2/500 EST
Status:

IN-NEGO: Negotiating, EST: Established, DEL: Deleting
<Sysname> reset ikev2 sa remote 1.1.1.2
<Sysname> display ikev2 sa
Tunnel 1D Local Remote Status
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2 2.2.2.1/500 2.2.2.2/500 EST
Status:
IN-NEGO: Negotiating, EST: Established, DEL: Deleting

[Hx®&$]

. display ikev2 sa
3.1.39 reset ikev2 statistics

reset ikev2 statistics & HKiGRE IKEV2 Gtit1{E 5 .
[4<]
reset ikev2 statistics
[#LE]
AL
[RREAFARE]
network-admin
[=41]
# 156 IKEV2 IS B .

<Sysname> reset ikev2 statistics
[HHx&$]

. display ikev2 statistics
3.1.40 sa duration

sa duration 4 H KA E IKEV2 SA A AERTH .

undo sa duration iy 4 FRKE B A K.
(<]

sa duration seconds

undo sa duration

& 1ER]

IKEV2 SA [AEA7 ) H] 2y 86400 5,
[#LE]

IKEv2 profile #1 &
[(FrERFReE]

network-admin
[£%]

seconds: IKEv2 SA AL IA], HUE Sy 120~86400, #4450,
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(ERES

FE—A IKEV2 SA HIZEAFI A BE 2 AT, ATELHZ IKEV2 SA T HE IKEV2 iR . BRI —M A
I TR IKEV2 SA RTAH IR 2 I+ F8 D i (K 1) o B, IKEv2 SA IAEAFI A, Tl
HR AR Sy AR B B 22 AR SUAE BN B SE B .
A I M S ) IKEV2 SA AEAFIF AT LA — 30, B ATERAT AR, 1 A=A I 1A AR B — 7 (R A i
IKEV2 SA A A7 I [8] 23K 2 J R H R
[=41]
# B8 IKEV2 profile, &N profilel.
<Sysname> system-view
[Sysname] ikev2 profile profilel
# L E IKEV2 SA HJZEA£IT ]2 1200 7.
[Sysname-ikev2-profile-profilel] sa duration 1200

[HAxw<]
. display ikev2 profile
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