H3C

H3C S12500-X & S12500X-AF Z 51 LUK RN 3E #a4]

MMNE=BERARBRAR
http://www.h3c.com.cn

BEHRBRA: 6W101-20151130
FEERARA: Release 1135 &I E



Copyright © 2015

CAolynk

i
H3C H3C H3CS H3CIE H3CNE Aolynk wcare W RE NetPilot
Netflow SecEngine SecPath SecCenter SecBlade Comware ITCMM HUASAN

H3C
H3C
H3C



H3C S12500-X & S12500X-AF
S12500-X & S12500X-AF

=
jillls

R113x
Release 1135

ping tracert debug

HEETR
KBAE
1. S ITIENAE
& I = X
[] ‘T
{xlyl..}
[xlyl..]
{xlyl..}*
[xlyl..]*
&<1-n> & 1 n
# “H




2. IR EBRYE

% K =

[] T

3. BEARE

4. BIFRAE

Mesh

60066 €

UT™Mm

¢/




IPS ACG

NetStream

SSL VPN

5. i Q4 S~ E

FRIREG

H3C www.h3c.com.cn
H3C
. [ / |
- [ 1
- [ 1

BRI Hr

service@h3c.com
400-810-0504

http://www.h3c.com.cn

AR ENRI%

A
253

E-mail info@h3c.com


http://www.h3c.com.cn/�
http://www.h3c.com.cn/Service/Document_Center/�
http://www.h3c.com.cn/Products___Technology/�
http://www.h3c.com.cn/Solution/�
http://www.h3c.com.cn/Service/Software_Download/�
http://www.h3c.com.cn/�

L RGP G BIE v e 1-1
Lo e 1-1
1.1.0 dEDUQEING -+ +vvvrerereerer e 1-1

1.1.2 diSplay dEBUGGING -+ ++++++xvrrrrrreeeeaaiiitit e 1-2

L3 PINQ ceererere e e et 1-2

L V) s AL TP 1-5



1

1.1 RGP 5EG<
1.1.1 debugging

debugging
undo debugging
(<]
debugging { all [ timeout time ] | module-name [ option ] }
undo debugging { all | module-name [ option ] }

[EREFHIRL]
[#LE ]

[(REAFAE]
network-admin
mdc-admin

(%]
all

timeout time debugging all all
time undo debugging all 1
1440

module-name arp device debugging

option debugging
module-name

[ERES

[24451]
#

<Sysname> debugging dev
[HAxw<]
. display debugging
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1.1.2 display debugging

display debugging
[4<]

display debugging [ module-name ]
[#LE ]

[REAFARE]
network-admin
network-operator
mdc-admin

mdc-operator

[£%]
module-name module-name
display debugging ?
(25451 ]
#

<Sysname> display debugging
DEV debugging switch is on

[HEXda<]
. debugging

1.1.3 ping

ping IP
[%4]
ping [ip ][ -a source-ip | -c count | -f | -h ttl | -i interface-type interface-number | -m interval | -n | -p
pad | -q | -r | -s packet-size | -t timeout | -tos tos | -v | -vpn-instance vpn-instance-name ] * host
[#LE ]

[REFAFBE]

network-admin
mdc-admin
[&#]
ip ping ip ping ip host
ping host
-a source-ip ICMP ECHO-REQUEST IP
IP ICMP IP P



-Cc count ICMP 1 4294967295 5

-f MTU ICMP
-h ttl ICMP TTL 1 255 255
-i interface-type interface-number ICMP
IP ICMP
-m interval ICMP 1 65535
200
-n host host
host
-p pad ICMP “ PAD” 1 8 16
0 FFFFFFFF 8 0 8 pad
Ox2f 0x0000002f
0x01 Oxff 0x01 0x010203...... feffOl......
-q
-r
-s packet-size ICMP IP ICMP
20 8100 56
-t timeout ICMP ECHO-REPLY ICMP timeout
ICMP ICMP 0
65535 2000
-tos tos ICMP ToS 0 255 0
-V ICMP ICMP
-vpn-instance vpn-instance-name VPN vpn-instance-name MPLS
L3VPN VPN 1 31
host IP 1 253
[ERES
ping DNS Domain Name System
ping
<Ctrl+C> ping
[=41]
# IP 1.1.2.2

<Sysname> ping 1.1.2.2

Ping 1.1.2.2 (1.1.2.2): 56 data bytes, press CTRL_C to break
56 bytes from 1.1.2.2: icmp_seq=0 ttl=254 time=2.137 ms

56 bytes from 1.1.2.2: icmp_seq=1 ttl=254 time=2.051 ms

56 bytes from 1.1.2.2: icmp_seq=2 ttl=254 time=1.996 ms
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56 bytes from 1.1.2.2: icmp_seq=3 ttl=254 time=1.963 ms
56 bytes from 1.1.2.2: icmp_seq=4 ttl=254 time=1.991 ms

--- Ping statistics for 1.1.2.2 --—-

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.963/2.028/2.137/0.062 ms
# vpnl IP 1.1.2.2

<Sysname> ping -vpn-instance vpnl 1.1.2.2

Ping 1.1.2.2 (1.1.2.2): 56 data bytes, press CTRL_C to break
56 bytes from 1.1.2.2: icmp_seq=0 ttl=254 time=2.137 ms

56 bytes from 1.1.2.2: icmp_seq=1 ttl=254 time=2.051 ms

56 bytes from 1.1.2.2: icmp_seq=2 ttl=254 time=1.996 ms

56 bytes from 1.1.2.2: icmp_seq=3 ttl=254 time=1.963 ms

56 bytes from 1.1.2.2: icmp_seq=4 ttl=254 time=1.991 ms

e

--- Ping statistics for 1.1.2.2 in VPN instance vpnl ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.963/2.028/2.137/0.062 ms

# IP 1.1.2.2

<Sysname> ping -q 1.1.2.2
Ping 1.1.2.2 (1.1.2.2): 56 data bytes, press CTRL_C to break

--- Ping statistics for 1.1.2.2 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.962/2.196/2.665/0.244 ms
# IP 1.1.2.2
<Sysname> ping -r 1.1.2.2
Ping 1.1.2.2 (1.1.2.2): 56 data bytes, press CTRL_C to break
56 bytes from 1.1.2.2: icmp_seq=0 ttl=254 time=4.685 ms
RR: 1.1.2.1

1.1.2.2

1.1.1.2

1.1.1.1
56 bytes from 1.1.2.2: icmp_seq=1 ttl=254 time=4.834 ms (same route)
56 bytes from 1.1.2.2: icmp_seq=2 ttl=254 time=4.770 ms (same route)
56 bytes from 1.1.2.2: icmp_seq=3 ttl=254 time=4.812 ms (same route)
56 bytes from 1.1.2.2: icmp_seq=4 ttl=254 time=4.704 ms (same route)

--- Ping statistics for 1.1.2.2 --—-
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 4.685/4.761/4.834/0.058 ms

1.1.2.2 1.1.1.1 <> {1.1.1.2; 1.1.2.1} <>
1.1.2.2
#*1-1 ping % BRESHEAR
FE Fi::3u
Ping 1.1.2.2 (1.1.2.2): 56 data IP 1.1.2.2 ICMP
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e ik

bytes, press CTRL_C to break 56 Ctrl+C ping

P 1122 ICMP
ICMP

e  bytes ICMP

56 bytes from 1.1.2.2: icmp_seq=0

ttl=254 time=4.685 ms © lcmp_seq

e il ICMP TTL
e time

RR- ICMP

--- Ping statistics for 1.1.2.2 --- Ping

- Ping statistics for 1.1.2.2 in VPN VPN Ping Ping

instance vpnl ---

5 packet(s) transmitted ICMP

5 packet(s) received ICMP

0.0% packet loss

round-trip min/avg/max/std-dev =
4.685/4.761/4.834/0.058 ms

1.1.4 tracert

[4<]
tracert [ -a source-ip | -f first-ttl | -m max-ttl | -p port | -q packet-number | -t tos | -vpn-instance

vpn-instance-name | -w timeout ] * host
[#E]

[REAFAE]

network-admin
mdc-admin
[&2%]
-a source-ip tracert IP IP
tracert IP IP

-f first-ttl TTL 1 255
TTL 1

-m max-ttl TTL 1 255
TTL 30

-p port UbP 1 65535 33434
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-q packet-number 1 65535 3
-t tos Tracert ToS 0 255 0

-vpn-instance vpn-instance-name VPN vpn-instance-name MPLS
L3VPN VPN 1 31

-w timeout 1 65535
5000

host IP 1 253

1 LTS ” 1 ”

[ERES

tracert IPv4
tracert

tracert IP
ICMP ICMP Wk ok kM

<Ctrl+C> tracert
(€=3111D |

# IP 1.1.2.2

<Sysname> tracert 1.1.2.2

traceroute to 1.1.2.2(1.1.2.2), 30 hops at most, 40 bytes each packet, press CTRL_C to break
1 1.1.1.2 673 ms 425 ms 30 ms

2 1.1.2.2 580 ms 470 ms 80 ms

# IP 192.168.0.46 MPLS
<Sysname> tracert 192.168.0.46

traceroute to 192.168.0.46(192.168.0.46), 30 hops at most, 40 bytes each packet, press CTRL_C
to break

1 192.0.2.13 (192.0.2.13) 0.661 ms 0.618 ms 0.579 ms

2 192.0.2.9 (192.0.2.9) 0.861 ms 0.718 ms 0.679 ms
MPLS Label=100048 Exp=0 TTL=1 S=1

3 192.0.2.5 (192.0.2.5) 0.822 ms 0.731 ms 0.708 ms
MPLS Label=100016 Exp=0 TTL=1 S=1

4 192.0.2.1 (192.0.2.1) 0.961 ms 8.676 ms 0.875 ms

#1-2 tracert 4 BR{ERIEAR

FB ik

traceroute to0 1.1.2.2(1.1.2.2) IP 1122

hops at most -m

bytes each packet

press CTRL_C to break <Ctrl+C> tracert

TTL 1 IP
1 1.1.1.2673 ms 425 ms 30

ms




FE Fi::pu
MPLS ICMP MPLS
e Label FEC
MPLS Label=100048 Exp=0 e Exp
=1 s=1 . TTL TTL
S MPLS 0
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1 NTP

= i
NTP “ K VLAN
port link-mode route

1.1 NTPECE &4
1.1.1 display ntp-service sessions

display ntp-service sessions NTP
[#4]

display ntp-service sessions [ verbose ]
[#LE ]

(REMFBE]

network-admin
network-operator
mdc-admin
mdc-operator
[&2%]
verbose NTP IPv4

[ERES

NTP NTP
NTP

[24451]
# NTP IPv4

<Sysname> display ntp-service sessions

IPv4

display ntp-service sessions
IPv4

source reference stra reach poll now offset delay disper
[12345]LOCAL(0) LOCL 0 1 - 0.0000 0.0000 7937.9
[5]0.0.0.0 INIT 16 0 - 0.0000 0.0000 0.0000

Notes: 1 source(master), 2 source(peer), 3 selected, 4 candidate, 5 configured.
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Total sessions: 1

#1-1 display ntp-service sessions 4 RR15EHiA R

FE ik

LOCAL(number)

number NTP 0 3

source

IP

127.127.1.number

0.0.0.0

stra

. stra 0o 1 LOCL

reference
D stra IP

INIT

stra 1 16
16

reach 0

poll NTP

NTP

now 2048 m

300
999

offset

delay

disper

15
[12345]

ga b W N P

Total sessions

# NTP IPv4
<Sysname> display ntp-service sessions verbose
Clock source: 192.168.1.40
Session I1D: 35888
Clock stratum: 2
Clock status: configured, master, sane, valid
Reference clock 1D: 127.127.1.0
VPN instance: Not specified
Local mode: client, local poll interval: 6
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Peer mode: server, peer poll interval: 6

Offset: 0.2862ms, roundtrip delay: 3.2653ms, disper
Root roundtrip delay: 0.0000ms, root dispersion: 10
Reachabilities:31, sync distance: 0.0194

Precision: 2718, version: 3, source interface: Not
Reftime: dl7cbba5.1473dele Tue, May 17 2011 9:17:
Orgtime: 00000000.00000000 Thu, Feb 7 2036 6:28:
Rcvtime: d17cbbc0.b1959a30 Tue, May 17 2011 9:17:
Xmttime: dl7cbbc0.b1959a30 Tue, May 17 2011 9:17:
Roundtrip delay samples: 0.007 0.010 0.006 0.011 O.
Offset samples: 5629.55 3913.76 5247.27 6526.92 31.
Filter order: 7 5 2 6 0 4 1

Total sessions: 1

sion: 4.5166ms
.910ms

specified
25.079
16.000
52.693
52.693

010 0.005 0.007 0.003

99 148.72 38.27 0.29
3

#1-2 display ntp-service sessions verbose %4 B x5S #iA %

FE IR
Clock source IP 0.0.0.0 IP
Session ID ID
Clock stratum 1 16
16

e  configured

e dynamic

e  master

. selected
Clock status *  candidate

e sane

o insane

e vald

/
o invalid
e unsynced
ID
Clock stratum

Reference clock ID . Clock stratum 0 1 LOCL

o Clock stratum IP

IP
INIT

VPN instance VPN Not specified
Local mode

®  unspec
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FE Hk
e  sym_active
e sym_passive
e client
e  server
*  broadcast
*  Dbclient
local poll interval 2
64s
*  unspec
e  sym_active
Peer mode ©  sym_passie
e client
e server
*  Dbroadcast
e Dbclient
peer poll interval 2
64s
Offset
roundtrip delay
dispersion
Root roundtrip delay
root dispersion
Reachabilities 0
sync distance disper delay
Precision
version NTP 1 4
source interface Not specified
Reftime NTP
Orgtime NTP
Rcvtime NTP
Xmttime NTP

Roundtrip delay
samples

Offset samples




FE Fi

5%

Filter order

ntp-service refclock-master
Reference clock

status reach 255 working normally
working abnormally

Total sessions

1.1.2 display ntp-service status

display ntp-service status NTP

display ntp-service status
[#LE]

[RERFAE]

network-admin
network-operator
mdc-admin

mdc-operator
[ 2451
# NTP

<Sysname> display ntp-service status
Clock status: synchronized
Clock stratum: 2
System peer: LOCAL(O)
Local mode: client
Reference clock 1D: 127.127.1.0
Leap indicator: 00
Clock jitter: 0.000977 s
Stability: 0.000 pps
Clock precision: 27-10
Root delay: 0.00000 ms
Root dispersion: 3.96367 ms
Reference time: dOc5fc32.92c70ble Wed, Dec 29 2010 18:28:02.573
# NTP
<Sysname> display ntp-service status
Clock status: unsynchronized
Clock stratum: 16
Reference clock ID: none
Clock jitter: 0.000000 s
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Stability: 0.000 pps

Clock precision: 27-10

Root delay: 0.00000 ms

Root dispersion: 0.00002 ms

Reference time: dOc5fc32.92c70ble Wed, Dec 29 2010 18:28:02.573

#1-3 display ntp-service status 454 R R{5 2k R

Clock status e  synchronized

e unsynchronized

Clock stratum

System peer IP

®  unspec

e sym_active

®  sym_passive
Local mode )
e client
e server

o broadcast

o bclient
ID
IP

Reference clock ID

o 1 Local

o IP

e 00
Leap indicator e 01 61

e 10 59

e 11
Clock jitter
Stability

Clock precision

Root delay

Root dispersion

Reference time
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1.1.3 display ntp-service trace

display ntp-service trace NTP

[4<]
display ntp-service trace
[#E]

[RREAFARE]
network-admin
network-operator
mdc-admin
mdc-operator

[=41]
# NTP
<Sysname> display ntp-service trace
Server 127.0.0.1
Stratum 3, jitter 0.000, synch distance 0.0000.
Server 3000::32
Stratum 2 , jitter 790.00, synch distance 0.0000.
RefID 127.127.1.0
127.0.0.1 127.0.0.1 3000::32
3000::32

#1-4 display ntp-service trace < B~ {E 2k R

Server IP

Stratum

jitter

synch distance disper delay

RefID 0 Local

1.1.4 ntp-service acl

ntp-service acl NTP
undo ntp-service acl
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[#4]
ntp-service { peer | query | server | synchronization } acl acl-number
undo ntp-service { peer | query | server | synchronization } acl acl-number
[EREER]
NTP peer
[#RE]

[REFFAR]
network-admin
mdc-admin

[&2%]
peer

NTP

query NTP

server
synchronization

acl-number ACL Access Control List ACL
acl-number 2000 2999
[FHES

NTP peer server synchronization query
NTP

ntp-service acl
[=41]
# 10.10.0.0/16

<Sysname> system-view
[Sysname] acl number 2001

[Sysname-acl-basic-2001] rule permit source 10.10.0.0 0.0.255.255
[Sysname-acl-basic-2001] quit
[Sysname] ntp-service peer acl 2001

[fAXa<]
. ntp-service authentication enable

. ntp-service authentication-keyid
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. ntp-service reliable authentication-keyid

1.1.5 ntp-service authentication enable

ntp-service authentication enable NTP
undo ntp-service authentication enable NTP
(<]

ntp-service authentication enable

undo ntp-service authentication enable

[Br&1ER]
NTP
[#RE]
[(RERAFPAE]
network-admin
mdc-admin
[ERES
NTP NTP
NTP
[ 25411
# NTP

<Sysname> system-view
[Sysname] ntp-service authentication enable

[HEXda<]
. ntp-service authentication-keyid
. ntp-service reliable authentication-keyid

1.1.6 ntp-service authentication-keyid

ntp-service authentication-keyid NTP
undo ntp-service authentication-keyid NTP
[%4]

ntp-service authentication-keyid keyid authentication-mode md5 { cipher | simple } value

undo ntp-service authentication-keyid keyid
[EREER]
NTP
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[#LE ]

[REAFAE]

network-admin

mdc-admin
[&%]

keyid 1 4294967295

authentication-mode md5 MD5

cipher

simple

value MD5 1 32

1 73
[ERES
NTP
ID
NTP ntp-service reliable authentication-keyid
NTP
undo ntp-service reliable authentication-keyid

. NTP 128
[=41]

# MD5 ID 10 BetterKey

<Sysname> system-view

[Sysname] ntp-service authentication enable

NTP

[Sysname] ntp-service authentication-keyid 10 authentication-mode md5 simple BetterKey

(X<

. ntp-service authentication enable

. ntp-service reliable authentication-keyid

1.1.7 ntp-service broadcast-client

ntp-service broadcast-client
NTP

undo ntp-service broadcast-client

NTP

NTP
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[#4]
ntp-service broadcast-client
undo ntp-service broadcast-client
[EREFR]
NTP
[#1E ]

[REFAFAE]

network-admin
mdc-admin
[ER#ES
NTP NTP

NTP
[24451]
# VLAN 1 NTP

<Sysname> system-view
[Sysname] interface vlan-interface 1
[Sysname-Vlan-interfacel] ntp-service broadcast-client

(XS]

. ntp-service broadcast-server

1.1.8 ntp-service broadcast-server

ntp-service broadcast-server NTP
NTP
undo ntp-service broadcast-server NTP
[4<]

ntp-service broadcast-server [ authentication-keyid keyid | version number ] *

undo ntp-service broadcast-server
[BRETER]
NTP
[RE]

(REMFBE]

network-admin
mdc-admin
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(&2

authentication-keyid keyid

keyid 1 4294967295
version number NTP number
[ERES
NTP
NTP
NTP
[ 254511
# VLAN 1
NTP 4

<Sysname> system-view

[Sysname] interface vlan-interface 1

NTP

NTP

255.255.255.255

[Sysname-VIan-interfacel] ntp-service broadcast-server authentication-keyid 4 version 4

[HHx®2]

. ntp-service broadcast-cl
1.1.9 ntp-service dscp

ntp-server dscp

undo ntp-server dscp
(4]

ntp-service dscp dscp-value

undo ntp-service dscp
[EREER]

NTP DSCP 48
[#LE ]
[RERFPAE]

network-admin

mdc-admin
[(&%]

dscp-value NTP DSCP
(RS

DSCP P ToS

ient

NTP

DSCP

1-12



[24451]
# NTP DSCP

<Sysname> system-view
[Sysname] ntp-service dscp 30

1.1.10 ntp-service enable

ntp-service enable NTP

undo ntp-service enable
(4]

ntp-service enable

undo ntp-service enable

[BRE1ER]
NTP
[#LE]

[REFAFAE]

network-admin

mdc-admin
[ 25411
# NTP

<Sysname> system-view
[Sysname] ntp-service enable

1.1.11 ntp-service inbound enable

ntp-service inbound enable

undo ntp-service inbound enable
[4<]
ntp-service inbound enable

undo ntp-service inbound enable
[ERE1ER]
NTP
[#E]

[REFAFBE]

network-admin

mdc-admin

NTP
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(ERES

undo ntp-service inbound enable
NTP

(2411
# VLAN 1 NTP

<Sysname> system-view
[Sysname] interface vlan-interface 1
[Sysname-VIan-interfacel] undo ntp-service inbound enable

1.1.12 ntp-service max-dynamic-sessions

ntp-service max-dynamic-sessions NTP
undo ntp-service max-dynamic-sessions

(<]
ntp-service max-dynamic-sessions number

undo ntp-service max-dynamic-sessions

[EREER]

NTP 100
[#RE ]
[RERFAE]

network-admin

mdc-admin
[&#1]

number NTP 0 100
(RS

128
NTP NTP

[=41]

# NTP 50

<Sysname> system-view
[Sysname] ntp-service max-dynamic-sessions 50

[(HEXw<L]

. display ntp-service sessions
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1.1.13 ntp-service multicast-client

ntp-service multicast-client NTP
NTP
undo ntp-service multicast-client NTP
[4<]

ntp-service multicast-client [ ip-address ]
undo ntp-service multicast-client [ ip-address ]
[BRETER]
NTP
[#LE ]

[RERFAE]

network-admin

mdc-admin
[&#1]

ip-address NTP IP 224.0.1.1

[ERES
NTP NTP

NTP
[261]
# VLAN 1 224.0.1.1 NTP

<Sysname> system-view
[Sysname] interface vlan-interface 1
[Sysname-VIan-interfacel] ntp-service multicast-client 224.0.1.1

[(HEXH<]

. ntp-service multicast-server

1.1.14 ntp-service multicast-server

ntp-service multicast-server NTP
NTP
undo ntp-service multicast-server NTP
[%4]
ntp-service multicast-server [ip-address ] [ authentication-keyid keyid | ttl ttl-number | version
number ] *
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undo ntp-service multicast-server [ ip-address ]
[EREFR]
NTP
[#iE ]

[REFFAE]
network-admin
mdc-admin
(%]
ip-address NTP IP 224.0.1.1

authentication-keyid keyid NTP
keyid 1 4294967295

ttl ttl-number ttl-number 1 255 16
version number NTP number 1 4 4

[ERES
NTP NTP

NTP
[=41]
# VLAN 1 NTP NTP
224.0.1.1 4 NTP NTP 4
<Sysname> system-view
[Sysname] interface vlan-interface 1

[Sysname-VIan-interfacel] ntp-service multicast-server 224.0.1.1 version 4
authentication-keyid 4

[HEXH<]

. ntp-service multicast-client
1.1.15 ntp-service refclock-master

ntp-service refclock-master
undo ntp-service refclock-master
(%%]
ntp-service refclock-master [ ip-address ] [ stratum ]
undo ntp-service refclock-master [ ip-address ]
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[ER&ER]

[#LE ]

[(REMFAE]

network-admin
mdc-admin

[&%]
ip-address IP 127.127.1.u u 0 3
ip-address 127.127.1.0

stratum 1 15 8

[(ERES
NTP

NTP NTP

€01
# 2

<Sysname> system-view
[Sysname] ntp-service refclock-master 2

1.1.16 ntp-service reliable authentication-keyid

ntp-service reliable authentication-keyid

undo ntp-service reliable authentication-keyid
(<]

ntp-service reliable authentication-keyid keyid

undo ntp-service reliable authentication-keyid keyid

[ER&HIR]

[#LE ]
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[REFAFBE]

network-admin
mdc-admin

(%]
keyid 1 4294967295
[(ERES

NTP
undo ntp-service reliable authentication-keyid
. 128
[=41]
# NTP 37 MD5 BetterKey
<Sysname> system-view
[Sysname] ntp-service authentication enable

[Sysname] ntp-service authentication-keyid 37 authentication-mode md5 BetterKey
#

[Sysname] ntp-service reliable authentication-keyid 37
[fAXa<]
. ntp-service authentication enable

. ntp-service authentication-keyid
1.1.17 ntp-service source

ntp-service source NTP
undo ntp-service source
[4<]
ntp-service source interface-type interface-number

undo ntp-service source

[EREEIL]
NTP P
NTP P
[(HLE ]
[(REAFAE]

network-admin

mdc-admin

1-18



(&2

interface-type interface-number

[ERES
NTP NTP P
IP NTP
NTP NTP
IP
. ntp-service unicast-server  ntp-service unicast-peer NTP
ntp-service unicast-server ntp-service unicast-peer
. ntp-service broadcast-server ntp-service multicast-server
NTP

. NTP down NTP
[=41]

# NTP VLAN 1

<Sysname> system-view
[Sysname] ntp-service source vlan-interface 1

1.1.18 ntp-service unicast-peer

ntp-service unicast-peer
undo ntp-service unicast-peer
(<]
ntp-service unicast-peer { peer-name | ip-address } [ vpn-instance vpn-instance-name |

[ authentication-keyid keyid | priority | source interface-type interface-number | version
number ] *

undo ntp-service unicast-peer { peer-name | ip-address } [ vpn-instance vpn-instance-name ]

[ER&HIR]

[#E]

[REFAFAE]

network-admin
mdc-admin
[&%]
peer-name 1 253
ip-address IP
IP
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vph-instance vpn-instance-name VPN vpn-instance-name MPLS

L3VPN VPN 1 31
authentication-keyid keyid NTP
keyid 1 4294967295
priority ip-address  peer-name
source interface-type interface-number NTP NTP
IP interface-type interface-number
IP NTP
IP
version number NTP number 1 4 4
[ERES
PE VPN PE CE vpn-instance vpn-instance-name
undo ntp-service unicast-peer vpn-instance vpn-instance-name
VPN IP ip-address  NTP vpn-instance
vpn-instance-name IP ip-address  NTP
[=41]
# P 10.1.1.1 NTP 4 NTP
VLAN 1

<Sysname> system-view
[Sysname] ntp-service unicast-peer 10.1.1.1 version 4 source vlan-interface 1

[HBxa<]
. ntp-service authentication enable
. ntp-service authentication-keyid

. ntp-service reliable authentication-keyid

1.1.19 ntp-service unicast-server

ntp-service unicast-server NTP
undo ntp-service unicast-server NTP
[%4]

ntp-service unicast-server { server-name | ip-address } [ vpn-instance vpn-instance-name |
[ authentication-keyid keyid | priority | source interface-type interface-number | version
number ] *

undo ntp-service unicast-server { server-name | ip-address } [ vpn-instance
vpn-instance-name ]
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[GREEI]
NTP
[#LE]

[RERFAE]
network-admin
mdc-admin
[&#1]
server-name NTP 1 253

ip-address NTP IP
IP
vpn-instance vpn-instance-name NTP VPN vpn-instance-name MPLS
L3VPN VPN 1 31
NTP

authentication-keyid keyid NTP
keyid 1 4294967295 NTP

priority
source interface-type interface-number NTP NTP
IP interface-type interface-number
IP

NTP IP
version number NTP number 1 4 4

[ERES
NTP
PE VPN PE CE vpn-instance vpn-instance-name
undo ntp-service unicast-server vph-instance vpn-instance-name
VPN IP ip-address  NTP vph-instance

vpn-instance-name IP ip-address  NTP
[=451]

# NTP 10.1.1.1 4

<Sysname> system-view
[Sysname] ntp-service unicast-server 10.1.1.1 version 4

(X< ]
. ntp-service authentication enable
. ntp-service authentication-keyid

. ntp-service reliable authentication-keyid
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2 SNTP

2.1 SNTPEE &4

2.1.1 display sntp sessions

display sntp sessions SNTP
(<]

display sntp sessions
[#LE ]

[REAFAE]

network-admin
network-operator
mdc-admin

mdc-operator

[=5451]
# SNTP
<Sysname> display sntp sessions
SNTP server Stratum  Version Last receive time
1.0.1.11 2 4 Tue, May 17 2011 9:11:20.833 (Synced)

#2-1 display sntp sessions %< B~sEiA %R

FE i

SNTP server SNTP NTP 0.0.0.0 NTP

Stratum 1 16
16

Version SNTP

Last receive time Synced

2.1.2 sntp authentication enable

sntp authentication enable SNTP

undo sntp authentication enable SNTP
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[#4]
sntp authentication enable
undo sntp authentication enable

[EREFR]

SNTP

[#E]

[REFAFAE]

network-admin

mdc-admin
[ERES
SNTP

SNTP

[24451]
# SNTP

<Sysname> system-view
[Sysname] sntp authentication enable

[HHx®2]
. sntp authentication-keyid
. sntp reliable authentication-keyid

2.1.3 sntp authentication-keyid

sntp authentication-keyid SNTP
undo sntp authentication-keyid SNTP
[44<]

sntp authentication-keyid keyid authentication-mode md5 { cipher | simple } value
undo sntp authentication-keyid keyid

[BRE1ER]

SNTP
[#LE]
[(REAFAE]

network-admin
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mdc-admin

[&5%]

keyid 1 4294967295

authentication-mode md>5 MD5

cipher

simple

value MD5 1 32

1 73
[ERES
SNTP
ID
SNTP sntp reliable authentication-keyid
SNTP
undo sntp reliable authentication-keyid

. SNTP 128
(554511

# MD5 ID 10 BetterKey

<Sysname> system-view
[Sysname] sntp authentication enable
[Sysname] sntp authentication-keyid 10 authentication-mode md5 simple BetterKey

(X< ]
. sntp authentication enable
. sntp reliable authentication-keyid

2.1.4 sntp enable

sntp enable SNTP

undo sntp enable SNTP
(<]

sntp enable

undo sntp enable
[EREER]
SNTP
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[#LE ]

[REFFAR]
network-admin
mdc-admin

[2410]

# SNTP

<Sysname> system-view
[Sysname] sntp enable

2.1.5 sntp reliable authentication-keyid

sntp reliable authentication-keyid

undo sntp reliable authentication-keyid
[4<]

sntp reliable authentication-keyid keyid

undo sntp reliable authentication-keyid keyid

[ER&HER]

[#LE]
[(RERFPAE]

network-admin

mdc-admin
[&5%]

keyid 1 4294967295
[(ERES

SNTP
undo sntp reliable authentication-keyid

(25451 ]

# SNTP 37 MD5

<Sysname> system-view

[Sysname] sntp authentication enable

[Sysname] sntp authentication-keyid 37 authentication-mode md5 BetterKey

#
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[Sysname] sntp reliable authentication-keyid 37
[HBXa<]
. sntp authentication-keyid

. sntp authentication enable

2.1.6 sntp unicast-server

sntp unicast-server NTP
undo sntp unicast-server NTP
[4<]

sntp unicast-server { server-name | ip-address } [ vpn-instance vpn-instance-name |
[ authentication-keyid keyid | source interface-type interface-number | version number ] *

undo sntp unicast-server { server-name | ip-address } [ vpn-instance vpn-instance-name |

[EREFR]

NTP

[RE]
[(REBFAE]

network-admin

mdc-admin
[&#1]

server-name NTP 1 253

ip-address NTP IP

IP

vph-instance vpn-instance-name NTP VPN vpn-instance-name MPLS

L3VPN VPN 1 31

NTP

authentication-keyid keyid NTP

keyid 1 4294967295 NTP

source interface-type interface-number NTP NTP

IP interface-type interface-number
IP

NTP IP

version number NTP number 1 4 4
[ERES

NTP
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. PE VPN PE CE vpn-instance vpn-instance-name

. undo sntp unicast-server vpn-instance vpn-instance-name
VPN IP ip-address  NTP vpn-instance
vpn-instance-name IP ip-address  NTP
[=41]
# NTP 10.1.1.1 4

<Sysname> system-view
[Sysname] sntp unicast-server 10.1.1.1 version 4

[HAx®H<]
. sntp authentication enable
. sntp authentication-keyid

. sntp reliable authentication-keyid
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1

1.1 ERFUEESS
1.1.1 diagnostic-logfile save

diagnostic-logfile save
[4<]

diagnostic-logfile save
[#LE ]

[RREAFARE]
network-admin
mdc-admin

[ERES

info-center diagnostic-logfile directory

(2411
#

<Sysname> diagnostic-logfile save

The contents in the diagnostic log file buffer have been saved to the file
flash:/diagfile/diagfile.log.

[(HBxwS
. info-center diagnostic-logfile enable
. info-center diagnostic-logfile directory

1.1.2 display diagnostic-logfile summary

display diagnostic-logfile summary
(4]

display diagnostic-logfile summary
[#LE ]

[REFFARE]
network-admin
network-operator

mdc-admin



mdc-operator
(=451 ]
#

<Sysname> display diagnostic-logfile summary

Diagnostic log file: Enabled.
Diagnostic log file size quota: 10 MB

Diagnostic log file directory: flash:/diagfile

Writing frequency: 24 hour O min O sec

#1-1 display logfile summary %4 2 R{EEHAK

FB

ik

Diagnostic log file

Enabled Disabled

Diagnostic log file size quota

MB

Diagnostic log file directory

Writing frequency

1.1.3 display info-center

display info-center
[4<]

display info-center
[#LE ]

[REFAFAE]

network-admin
network-operator
mdc-admin

mdc-operator
[=410]
#

<Sysname> display info-center
Information Center: Enabled
Console: Enabled

Monitor: Enabled

Log host: Enabled

IP address: 192.168.0.1, port number: 5000, host facility: local7
IP address: 192.168.0.2, port number: 5001, host facility: local5

Log buffer: Enabled

Max buffer size 1024, current buffer size 512,

Current messages 0, dropped messages 0, overwritten messages O
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Log File: Enabled
Security log file: Enabled
Information timestamp format:
Loghost: Date
Other output destination: Date

#1-2 display info-center ¥4 B R{5 BIA T

FE IR
Information Center enabled disabled
enabled disabled
Console
. enabled
Monitor disabled

Log host: Enabled

IP address: 192.168.0.1, port number: 5000, host
facility: local7

IP address: 192.168.0.2, port number: 5001, host
facility: local5

info-center loghost

Log buffer: Enabled
Max buffer size 1024, current buffer size 512,

Current messages 0, dropped messages 0,
overwritten messages 0

Log file enabled
9 disabled

Information timestamp format:
Loghost: Date boot date
Other output destination: Date iso none no-year-date

1.1.4 display logbuffer

display logbuffer

(4]

display logbuffer [ reverse ] [ level severity | size buffersize | slot slot-number ] *
IRF

display logbuffer [ reverse ] [ level severity | size buffersize | chassis chassis-number slot
slot-number ] *

[#LE]

[(REFAFBE]

network-admin
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network-operator
mdc-admin

mdc-operator
[&%]

reverse

level severity severity 0

*1-3 FERERAFIE

e =8 Epuy
0 emergency
1 alert
2 critica
3 error
4 warning
5 notification
6 informational ping
7 debugging
size buffersize buffersize
1 1024
slot slot-number
chassis chassis-number slot slot-number
chassis-number IRF slot-number IRF
[ 254511
#

<Sysname> display logbuffer slot 1
Log buffer: Enabled

Max buffer size: 1024

Actual buffer size: 512

Dropped messages: O

Overwritten messages: 0O

Current messages: 127

%Jun 19 18:03:24:55 2006 Sysname SYSLOG /7/SYS_RESTART:System restarted

# IRF
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<Sysname> display logbuffer chassis 0 slot 1
Log buffer: Enabled

Max buffer size: 1024

Actual buffer size: 512

Dropped messages: O

Overwritten messages: O

Current messages: 127

%Jun 19 18:03:24:55 2006 Sysname SYSLOG/7/SYS_RESTART:System restarted

#1-4 display logbuffer 454 B7R{5 Bk &

7B P

Log buffer Enabled Disabled

Max buffer size

Actual buffer size

Dropped messages

Overwritten messages

Current messages

CEES D |
. info-center logbuffer

. reset logbuffer
1.1.5 display logbuffer summary

display logbuffer summary

[a4<]

display logbuffer summary [ level severity | slot slot-number ] *
IRF

display logbuffer summary [ level severity | chassis chassis-number slot slot-number ] *
[ ]

[RERFAE]
network-admin
network-operator
mdc-admin

mdc-operator



(%]
level severity
7 _ 13
slot slot-number

chassis chassis-number slot slot-number
chassis-number IRF

(2411
#

<Sysname> display logbuffer summary

SLOT EMERG ALERT CRIT ERROR WARN NOTIF

0 0 0 0 0

© 00N O 00 b~ WODN PP

=
= O

N
» W

H
(&)
O O O OO O O O O o o o o o oo

O O O OO O O O o o o o o o o o

B
N o

111 8

N N BB
~ O ©
\‘

N =
N N
O O O 0O OO0 0O 0O 0O OO0 OO0 0o OoOOoOoOoOoOoo oo

O O O OO O 0O O O O O 0O 0O 0O oo OoOoOouoOo o o o o
O O O O OO NO O OO OO OO OoOOoOOoOOoOOoOo oo

o O O ©O o o
O O O O O o

N
w

# IRF

<Sysname> display logbuffer summary

O O O OO O O O O o o o o o o oo

4

©

O O O O O o

severity
slot-number

INFO DEBUG
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
264 0
0 0
0 0
0 0
0 0
0 0
0 0

CHASSIS SLOT EMERG ALERT CRIT ERROR WARN NOTIF

1 0 0 0 0

[ T S e e N
N o O AN WN R
O O O O © o o
O O O 0O o0 o o
O O O O ©O o o
O O O 0O o0 O O
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O O O »r O O O

O O O O o o o o

INFO DEBUG
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0

IRF



1 8 0 0 0 0 0 0 0 0
1 9 0 0 0 0 0 0 0 0
1 10 0 0 0 0 0 0 0 0
1 11 0 0 0 0 0 0 0 0
1 12 0 0 0 0 0 0 0 0
1 13 0 0 0 0 0 0 0 0
1 14 0 0 0 0 0 0 0 0
1 15 0 0 0 0 0 0 0 0
1 16 0 0 0 0 0 0 0 0
1 17 0 0 0 59 77 7 368 0
1 18 0 0 0 0 0 0 0 0
1 19 0 0 0 0 0 0 0 0
1 20 0 0 0 0 0 0 0 0
1 21 0 0 0 0 0 0 0 0
1 22 0 0 0 0 0 0 0 0
1 23 0 0 0 0 0 0 0 0
#%1-5 display logbuffer summary %4 & R{5EH#x %
B fiik

CHASSIS IRF IRF

SLOT

EMERG emergency _1-3

ALERT alert 1-3

CRIT critical 1-3

ERROR error _1-3

WARN warning 1-3

NOTIF notification 1-3

INFO informational 1-3

DEBUG debugging _ 13

1.1.6 display logfile summary

display logfile summary

display logfile summary

(4]

[REAFHE]

network-admin

network-operator



mdc-admin

mdc-operator
(25451 ]
#

<Sysname> display logfile summary
Log file: Enabled.
Log file size quota: 10 MB
Log file directory: flash:/logfile
Writing frequency: O hour 1 min 10 sec

#1-6 display logfile summary 454 ER{E8HIAR

ik

Log file

Enabled Disabled

Log file size quota

MB

Log file directory

Writing frequency

1.1.7 enable log updown

enable log updown

undo enable log updown

[4<]
enable log updown

undo enable log updown
[EREFER]
Link up
[ME]

[(REBFPAE]
network-admin
mdc-admin
[=41]
# FortyGigE1/0/1

<Sysname> system-view
[Sysname] interface fortygige 1/0/1
[Sysname-FortyGigE1/0/1] undo enable log updown
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1.1.8 info-center diagnostic-logfile enable

info-center diagnostic-logfile enable
undo info-center diagose-logfile enable

(<]
info-center diagnostic-logfile enable

undo info-center diagnostic-logfile enable

[EREHR]

[#LE ]

[RERFAE]

network-admin

mdc-admin

[(ERES

(2411
#

<Sysname> system-view
[Sysname] info-center diagnostic-logfile enable

1.1.9 info-center diagnostic-logfile frequency

info-center diagnostic-logfile frequency
undo info-center diagnostic-logfile frequency

(<]
info-center diagnostic-logfile frequency freg-sec
undo info-center diagnostic-logfile frequency
[BRE1ER]
86400
[#1E ]

[REFAFBE]

network-admin

mdc-admin



(%]
freq-sec 10 86400
[EHES

diagnostic-logfile buffer

[2451]
# 600

<Sysname> system-view
[Sysname] info-center diagnostic-logfile frequency 600

[(HEXH<]

. info-center diagnostic-logfile enable
1.1.10 info-center diagnostic-logfile quota

info-center diagnostic-logfile quota

undo info-center diagnostic-logfile quota
[4<]
info-center diagnostic-logfile quota size
undo info-center diagnostic-logfile quota
[BR&TER]
10MB
[#LE]

[RERFPAE]

network-admin

mdc-admin
[(&%]

size MB
[2410]

# 6MB

<Sysname> system-view
[Sysname] info-center diagnostic-logfile quota 6

[HEXH<]

. info-center diagnostic-logfile alarm-threshold
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1.1.11 info-center diagnostic-logfile directory

info-center diagnostic-logfile directory
[4<]
info-center diagnostic-logfile directory dir-name
[EREFR]
diagfile
| EHED

[REAFAE]

network-admin

mdc-admin
[&2%]

dir-name 1 511
(RS

. IRF
[241]

# flash:/test
<Sysname> mkdir test

Creating directory flash:/test... Done.
<Sysname> system-view

[Sysname] info-center diagnostic-logfile directory flash:/test

1.1.12 info-center logfile overwrite-protection

info-center logfile overwrite-protection
undo info-center logfile overwrite-protection

[44]
info-center logfile overwrite-protection [ all-port-powerdown ]
undo info-center logfile overwrite-protection

[ER&1HR]
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[#LE ]

[RERFAE]

network-admin

mdc-admin
[&5#]

all-port-powerdown
IRF

[ERES
FIPS

all-port-powerdown

[261]

#
<Sysname> system-view
[Sysname] info-center logfile overwrite-protection

1.1.13 info-center enable

info-center enable

undo info-center enable
[5]
info-center enable

undo info-center enable

[ER&E1HR]

[#LE]

[RERFPAE]
network-admin
mdc-admin

(3651
#

<Sysname> system-view
[Sysname] info-center enable
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Information center is enabled.
1.1.14 info-center format

info-center format

undo info-center format
[4<]
info-center format { unicom | cmcc }

undo info-center format
[EREFR]
H3C
[#L[E]

[RERFAE]

network-admin

mdc-admin
[&£%]

unicom

cmcc

[(EM#ES
H3C

[%4451]
#

<Sysname> system-view
[Sysname] info-center format unicom

1.1.15 info-center logbuffer

info-center logbuffer
undo info-center logbuffer

(<]
info-center logbuffer
undo info-center logbuffer

[ER&HIR]

[#LE ]
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[RREAFARE]
network-admin
mdc-admin

[=451]

#

<Sysname> system-view

[Sysname] info-center logbuffer

[(HEXH<]

. display logbuffer
. info-center enable

1.1.16 info-center logbuffer size

info-center logbuffer size

undo info-center logbuffer size

info-center logbuffer size buffersize

undo info-center logbuffer size

[ERE1RER]
512
[#LE]

[REAFAE]
network-admin
mdc-admin

[(&#]
buffersize

[2451]

#

<Sysname> system-view

0 65535

50

[Sysname] info-center logbuffer size 50

#

<Sysname> system-view

512

[Sysname] undo info-center logbuffer size

[(HEXw<L]

. display logbuffer
. info-center enable

1-14
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1.1.17 info-center logfile enable

info-center logfile enable
undo info-center logfile enable

(<]
info-center logfile enable

undo info-center logfile enable

[EREHR]

[#LE ]

[REAFAE]

network-admin

mdc-admin
[ 254511
#

<Sysname> system-view
[Sysname] info-center logfile enable

1.1.18 info-center logfile frequency

info-center logfile frequency
undo info-center logfile frequency

[%4]
info-center logfile frequency freq-sec
undo info-center logfile frequency

[ERE1ER]
86400
[#LE]

[REFAFAE]

network-admin

mdc-admin
[&#1]

freq-sec 1 86400
(RS
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[24451]
# 60000

<Sysname> system-view
[Sysname] info-center logfile frequency 60000

CEPSC |

. info-center logfile enable
1.1.19 info-center logfile size-quota

info-center logfile size-quota

undo info-center logfile size-quota
[4<]

info-center logfile size-quota size

undo info-center logfile size-quota

[ERE1FI]
10MB
[#LE]

[REFAFBE]

network-admin

mdc-admin
[(&%]

size MB
[(ERES

(2411
# 6MB

<Sysname> system-view
[Sysname] info-center logfile size-quota 6

[(HEXH<]

. info-center logfile enable
1.1.20 info-center logfile directory

info-center logfile directory
(<]

info-center logfile directory dir-name
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[EBRETER]
flash:/logfile
[#RE]

(REMFHBE]

network-admin
mdc-admin

[&#1]
dir-name 1 511
[ERES

Jog

. IRF IRF
[ 25411
# flash: test

<Sysname> mkdir test

Creating directory flash:/test... Done.

# flash:/test
<Sysname> system-view

[Sysname] info-center logfile directory flash:/test
[HEXda<]

. info-center logfile enable
1.1.21 info-center logging suppress duplicates

info-center logging suppress duplicates

undo info-center logging suppress duplicate
(<]

info-center logging suppress duplicates

undo info-center logging suppress duplicates

[EREI1FRL]

[#LE ]
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[REFAFBE]

network-admin
mdc-admin

[(EMES
30

30

[ 254511
#
o Vlan-interfacel00 IP IP

%Jan 1 07:27:48:636 2000 Sysname ARP/6/DUPIFIP:
Duplicate address 172.16.0.1 on interface Vlan-interfacelO0, sourced from 00eO-fc58-123d

<Sysname> system-view
[Sysname] info-center logging suppress duplicates

%Jan 1 07:27:48:636 2000 Sysname ARP/6/DUPIFIP:

Duplicate address 172.16.0.1 on interface Vlan-interfacelO0, sourced from 00eO-fc58-123d
%Jan 1 07:28:19:639 2000 Sysname ARP/6/DUPIFIP:

Duplicate address 172.16.0.1 on interface Vlan-interfacel00, sourced from 00eO-fc58-123d
This message repeated 4 times in last 30 seconds.

IP
30

%Jan 1 07:30:19:643 2000 Sysname ARP/6/DUPIFIP:

Duplicate address 172.16.0.1 on interface Vlan-interfacelO0, sourced from 00eO-fc58-123d
This message repeated 20 times in last 2 minutes.

120

%Jan 1 07:30:20:541 2000 Sysname ARP/6/DUPIFIP:

Duplicate address 172.16.0.1 on interface Vlan-interfacelO0, sourced from 00eO-fc58-123d
This message repeated 1 times in last 1 second.

1-18



%Jan 1 07:30:19:542 2000 Sysname CFGMAN/5/CFGMAN_CFGCHANGED:
-Eventlndex=[12]-CommandSource=[2]-ConfigSource=[4]-ConfigDestination=[2]; Configuration
is changed.

%Jan 1 07:30:24:643 2000 Sysname ARP/6/DUPIFIP:

Duplicate address 172.16.0.1 on interface Vlan-interfacelO0, sourced from 00eO-fc58-123d
%Jan 1 07:30:55:645 2000 Sysname ARP/6/DUPIFIP:

Duplicate address 172.16.0.1 on interface Vlan-interfacel00, sourced from 00eO-fc58-123d
This message repeated 4 times in last 30 seconds.

1.1.22 info-center loghost

info-center loghost
undo info-center loghost

info-center loghost [ vpn-instance vpn-instance-name ] loghost [ port port-number ] [ facility
local-number ]

undo info-center loghost [ vpn-instance vpn-instance-name ] loghost

[ER&EFHR]

[#RE]

[REFAFAE]

network-admin
mdc-admin

[&%]

vpn-instance vpn-instance-name VPN vpn-instance-name MPLS
L3VPN VPN 1 31

loghost IPv4
port port-number 1 65535 514

facility local-number local0 local7 local7

[ERES

info-center enable info-center loghost
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[24451]
# P 1.1.1.1

<Sysname> system-view
[Sysname] info-center loghost 1.1.1.1

1.1.23 info-center loghost source

info-center loghost source

undo info-center loghost source

(4]
info-center loghost source interface-type interface-number
undo info-center loghost source

[REFR]

[#RE]

[(REFAFBE]

network-admin

mdc-admin
[&%]

interface-type interface-number IP
(RS

IP
IP

info-center enable

[=41]
# LoopbackO IP IP

<Sysname> system-view

[Sysname] interface loopback O
[Sysname-LoopBackO] ip address 2.2.2.2 32
[Sysname-LoopBack0] quit

[Sysname] info-center loghost source loopback 0O

1.1.24 info-center source

info-center source

undo info-center source
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[a4<]
info-center source { module-name | default } { console | logbuffer | logfile | loghost | monitor }
{deny | level severity }

undo info-center source { module-name | default } { console | logbuffer | logfile | loghost |
monitor }

[ERE1FER]
_ 17
FR1-7 M 73 R0 ER A e H A
MbyE | eI R RR log diagnostic hide

debugging

debugging

informational informational

informational informational

informational informational

debugging

[+ ]

[REFFARE]
network-admin
mdc-admin
[£%]
module-name FTP
FTP info-center source ?

default info-center
source

console
logbuffer
logfile
loghost
monitor
deny
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level severity 0o 7 _ 13
/
(RS
P
IP warning informational
IP
. module-name
default
. default
. module-name
default
[=410]
# VLAN emergency
<Sysname> system-view
[Sysname] info-center source default console deny
[Sysname] info-center source vlan console level emergency
# VLAN
<Sysname> system-view
[Sysname] undo info-center source vlan console

1.1.25 info-center synchronous

info-center synchronous

undo info-center synchronous
[4<]

info-center synchronous

undo info-center synchronous

[ER&1HER]

[#LE ]

(REMFBE]

network-admin
mdc-admin

[ERES
YN
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[261]

# display current-configuration
<Sysname> system-view

[Sysname] info-center synchronous

Info-center synchronous output is on

[Sysname] display current-

“ display
current-”

%May 21 14:33:19:425 2007 Sysname SHELL/4/LOGIN: VTY login from 192.168.1.44
[Sysname] display current-

configuration display current-configuration

#

<Sysname> system-view

[Sysname] info-center synchronous
Info-center synchronous output is on
[Sysname] save

The current configuration will be written to the device. Are you sure? [Y/N]:
[Y/N]:

%May 21 14:33:19:425 2007 Sysname SHELL/4/LOGIN: VTY login from 192.168.1.44

[Y/N]:

Y N
1.1.26 info-center syslog min-age

info-center syslog min-age

undo info-center syslog min-age

info-center syslog min-age min-age
undo info-center syslog min-age

[EREHR]

[#LE ]

[RERFAE]

network-admin

mdc-admin
[(&#1]

min-age 1 8760
[=41]

# 168
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<Sysname> system-view
[Sysname] info-center syslog min-age 168

1.1.27 info-center timestamp

info-center timestamp

undo info-center timestamp

[4<]
info-center timestamp { boot | date | none }
undo info-center timestamp

[BRETER]
date
[#L[E]
[(REAFAE]
network-admin
mdc-admin
[£%]
boot XXX.YYY XXX
32 yyy 32 0.21990989 Jun 25 14:09:26:881 2007
date “ MMM DD hh:mm:ss:xxx YYYY” Dec 810:12:21:708
2007
. “ MMM” Jan Feb Mar Apr May Jun Jul
Aug Sep Oct Nov Dec
. “ DD 10 “ " Y
. “ hh:mm:ss:xxx” hh 00 23 mm ss 00
59  xxx 0 999
. “YYYY”
none
[ 2451
# boot

<Sysname> system-view
[Sysname] info-center timestamp boot

[HHx®2]
. info-center timestamp loghost

1.1.28 info-center timestamp loghost

info-center timestamp loghost
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undo info-center timestamp loghost

[a4<]

info-center timestamp loghost { date | iso | no-year-date | none }

undo info-center timestamp loghost

[ER&E1HR]

[#LE ]

[REAFAE]
network-admin
mdc-admin

[&2%]

date

iso

no-year-date

none
[=451]

#

ISO 8601

<Sysname> system-view

date

mmm dd hh:mm:ss yyyy

Dec 8 10:12:21 2007

2009-09-21T15:32:55

no-year-date

[Sysname] info-center timestamp loghost no-year-date

[(HEXH<]

. info-center timestamp

1.1.29 info-center trace-logfile quota

info-center trace-logfile quota
undo info-center trace-logfile quota

[#4]

info-center trace-logfile quota size
undo info-center trace-logfile quota

[EREFR]

[#LE ]

[XHHREAFAE]

network-admin
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mdc-admin
[2#]
size MB 1 10

[2451]
# 6MB

<Sysname> system-view
[Sysname] info-center trace-logfile quota 6

1.1.30 logfile save

logfile save
(<]

logfile save
[#LE ]

[REAFBE]

network-admin

mdc-admin
[ERES

info-center logfile directory

(2611
#

<Sysname> logfile save
The contents in the log file buffer have been saved to the file flash:/logfile/logfile.log.

[HEXda<]
. info-center logfile enable
. info-center logfile directory

1.1.31 reset logbuffer

reset logbuffer
[#2]

reset logbuffer
[#LE ]

[(RERFPAR]
network-admin
mdc-admin
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[24451]
#

<Sysname> reset logbuffer
[fAXa<]
. display logbuffer

1.1.32 terminal logging level

terminal logging level

undo terminal logging level
(4]
terminal logging level severity

undo terminal logging level

[ER&HR]

[#E]

[(REFAFBE]

network-admin
mdc-admin

[£%]
severity
[ERES

(2611
#

<Sysname> terminal logging level 7

1.1.33 terminal debugging

terminal debugging

undo terminal debugging
(<]

terminal debugging

undo terminal debugging

Debugging
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[ER&ER]

[#LE ]

[(REMFAE]

network-admin
mdc-admin

[EMES

terminal debugging
debugging
terminal monitor terminal debugging
debugging

terminal logging level 7

[=451]
# debugging

<Sysname> terminal debugging
The current terminal is enabled to display debugging information.

[fAXa<]
. terminal logging level

o terminal monitor
1.1.34 terminal monitor

terminal monitor

undo terminal monitor
[%%]

terminal monitor

undo terminal monitor

[ER&1ER]

[#LE ]
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[REFAFBE]

network-admin
mdc-admin

[ERES

[24451]
#

<Sysname> terminal monitor
Current terminal monitor is on.
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S N1 = 1-1
S 111 =2 P 1-1
1.1.1 display SNMP-agENt COMMUNILY -« -+« ++rxrrrreasmmmrrraansnnrrtaa e 1-1
1.1.2 display SNMP-ageNt CONMEEXE «««rxrrrrrtrttt it 1-2
1.1.3 diSPlAy SNMP-AGENE GIOU «+++++rrrrrressrrrrrtaasnrtrtaaatett et ettt e e st e e 1-3
1.1.4 display SNMP-agent I0CAI-ENGINEIT -+ +++++++tesstrrrteriiiiii i 1-4
1.1.5 SNMP-AgENt COMMUNILY MG = -+ «xxxrreereserreese et 1-5
1.1.6 display SNMP-ageNt MID-NOOE +++«+++eeestrrrteaiiiiii i 1-6
1.1.7 display SNMP-ageNt MID-VIEW «««««+++++turrreariiiiiiaiiiii i 1-12
1.1.8 diSPlay SNMP-AQENE FEMOLE -+ -+ -+ xssssssss 1-14
1.1.9 display snmp-agent SEATISTICS -+ v v v v rrrrrrnnr e e e et e et e e e e e s e 1-15
1.1.10 display SNMP-agENt SYS-INFO -+ rnmnnnn 1-16
1.1.11 display SNMP-AQENT AP QUEUE =+ +v e e rere et ettt ettt ettt 1-17
1.1.12 display SNMP-agent trap-liSt-«««««« -« reeerrrrreiiiii 1-18
1.1.13 diSplay SNMP-AGENE USIMI-USET - -+« ++crrrttatsttrtttatiiiit it 1-18
1.1.14 enable SNMP trap UPAOWN - -xxevrerrrrereeeriii e 1-20
1,115 SNIMP-AQENL =+ o reerrn e reett et 1-21
1.1.16 STMP-AgeNt CAICUIAIE-PASSWONT <+ -+« xrrreesrrrrraaamnnrtaasintie et e 1-21
1.1.17 SNMP-AGENE COMIMIUNILY «+++++xvrreeesssmrrttatsitt ittt 1-23
1.1.18 SNMP-AQENE CONEEXE - ++xvrx s errrertst ettt 1-25
1.1.19 SNMP-AQENE GIOUP -+« rrveeresrreerss s ettt 1-26
1.1.20 SIMP-AGENt [0CAI-ENGINEIT -+ -+ -+ +r+++rrrrreariitiiia i 1-27
1.1.21 SAMP-AQENE I0Q: -+ w e rrrerre et 1-28
1.1.22 SAMP-AGENTE MID-VIBW -+ -+ ++ ettt 1-29
1.1.23 SNIMP-AgENt PACKET MAX-SIZE -+ ++++++rrrreeasrrrrrttatsiitt ettt 1-30
1.1.24 SNMP-AQENE POFT «+x e rerenn ettt 1-31
1.1.25 SNMP-AQENE FEIMOLE -+ -rxvrre s rrrerts sttt 1-32
1.1.26 SNMP-AQENE SOUICE -+ rrrrrr s srrettn e ettt 1-32
1.1.27 SNMP-AgENt SYS-INFO COMEACE: ++++++++xrrerrsrrriti i 1-33
1.1.28 SNMP-AgeNt SYS-iNfO IOCALON «++«++++++xrrrterrmttrttaaiiiii it 1-34
1.1.29 SNMP-AGENt SYS-INFO VEISION -+« +«rrxerrrrrrraamintrtaasiiti et 1-35
1.1.30 SNMP-AGENT TAIGEI-NOSE -+ -+ +xvrrteertiitt ittt 1-36
1.1.31 SNMP-AgeNt trap ENADIE -« revrrnrriii i 1-38



1.1.32 snmp-agent trap if-mib link extended -« -« - corrrmrii 1-39

1.1.33 SNMP-AGENT LIAP 107+ -+ «xrxr++rrrrrrreanmentrtaaatee et et 1-39
1.1.34 SNMP-AGENE AP [IfE -+ vvreerrrrret ettt 1-40
1.1.35 SNMP-AGENE rAP QUELE-SIZE -+ ++rr+++srrrreaastttttaaiiiit it 1-41
1.1.36 SIMP-AGENt USM-USET { VL | V2C } ++++rvrrreesssmmmmtaaiiiuiitasnitiit e 1-41
1.1.37 SNMP-AENTE USIM-USET V3 ++ -+t vrteesttttttaaiittt ettt 1-43



1 SNMP

%
FIPS FIPS

FIPS : " “ FIPS”

1.1 SNMPEE &4

SNMP SNMP Trap Inform NMS
/ up/down Trap

1.1.1 display snmp-agent community

display snmp-agent community SNMPv1l  SNMPv2c
(4]

display snmp-agent community [ read | write ]
[#LE ]

[RERFPRE]
network-admin
network-operator
mdc-admin
mdc-operator

[£%]
read
write

[ERES

FIPS
SNMP

Inform

snmp-agent community snmp-agent usm-user {v1

|[v2c} snmp-agentgroup{vl]|v2c} SNMPv1 SNMPv2c
display snmp-agent community



[24451]
#

<Sysname> display snmp-agent community
Community name: aa
Group name: aa
ACL:2001
Storage-type: nonVolatile

Community name: bb
Group name: bb
Storage-type: nonVolatile

Community name: uservl
Group name: testvl
Storage-type: nonVolatile

%<1-1 display snmp-agent community #5% R~ {8 E2imiA TR

FEB iy
Community name . snmp-agent community
. snmp-agent usm-user { vl |v2c}
Group name . snmp-agent community
. snmp-agent usm-user { vl |v2c}
SNMP
Role name )
snmp-agent community RBAC
ACL ACL
e volatle

e nonVolatile
Storage-type
*  permanent
e readOnly

. other

[HEX4<]
. snmp-agent community
. snmp-agent usm-user {v1l|v2c}

1.1.2 display snmp-agent context

display snmp-agent context SNMP



(4]
display snmp-agent context [ context-name ]
[#LE ]

[RERFPRE]

network-admin

network-operator

mdc-admin

mdc-operator
[£%]

context-name SNMP 1 32
(RS

SNMP

[241]

<Sysname> display snmp-agent context
snmpcontext
infocontext

[HEXH<]

. snmp-agent context
1.1.3 display snmp-agent group

display snmp-agent group SNMP

[4<]
display snmp-agent group [ group-name ]
[#E]

[RREFAFARE]
network-admin
network-operator
mdc-admin
mdc-operator
[&%]
group-name FIPS SNMPv1l SNMPv2c  SNMPv3
SNMPv3 1 32

FIPS



[ERES]

[261]

# SNMP

SNMP

<Sysname> display snmp-agent group

Group name: groupv3

Security model: v3 noAuthnoPriv

Readview: ViewDefault

Writeview: <no specified>

Notifyview: <no specified>

Storage-type: nonVolatile

#<1-2 display snmp-agent group fi < ER{E Sk E

FH ik
Group name SNMP
SNMP
. L SNMPvl SNMPv2c noAuthNoPriv
Security model
. SNMPv3 authPriv authNoPriv
noAuthNoPriv
Readview SNMP MIB
Writeview SNMP MIB
Notifyview SNMP Trap Inform MIB
volatile nonVolatile permanent readOnly other
Storage-type 11
ACL ACL
[fAXa<]

= snmp-agent group

1.1.4 display snmp-agent local-engineid

display snmp-agent local-engineid SNMP ID

(%]

display snmp-agent local-engineid

[#LE ]

[REAFAE]

network-admin

network-operator

mdc-admin



mdc-operator

[(EMES
SNMP ID SNMP SNMP
SNMP SNMP
[24451]
# SNMP ID

<Sysname> display snmp-agent local-engineid
SNMP local engine ID: 800007DB7F0000013859

[HEXH<]

. snmp-agent local-engineid
1.1.5 snmp-agent community-map

snmp-agent community-map SNMP

undo snmp-agent community-map
(<]
snmp-agent community-map community-name context context-name
undo snmp-agent community-map community-name context context-name
[BRE1FER]
SNMP
[#iE ]

[(REAFPAE]
network-admin
mdc-admin
[&%]
community-name 1 32
context-name SNMP 1 32
[ERES

SNMP v1/v2 SNMP Agent SNMP
NMS Agent

10
[%5451]
# SNMP

<Sysname> system-view
[Sysname] snmp-agent community-map private context snmpcontext
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[(HEX®<]

. display snmp-agent community
1.1.6 display snmp-agent mib-node

display snmp-agent mib-node SNMP MIB
[4<]

display snmp-agent mib-node [ details | index-node | trap-node | verbose ]
[#LE]

(REMFHBE]

network-admin
network-operator

mdc-admin
mdc-operator
[&%]
details SNMP MIB OID
index-node SNMP MIB OID
trap-node SNMP MIB OID
verbose SNMP MIB OID
MOR Managed Object Repository
[EA#ES
SNMP MIB OID
MIB MIB
[=45)]

# SNMP MIB
<Sysname> display snmp-agent mib-node
iso<1>(NA)
| -std<1.0>(NA)
| -1s08802<1.0.8802>(NA)
| -1ieee802dotl1<1.0.8802.1>(NA)
| -1ieee802dotimibs<1.0.8802.1.1>(NA)
|-11dpMIB<1.0.8802.1.1.2>(NA)
|-11dpNotifications<1.0.8802.1.1.2.0>(NA)
|-11dpNotificationPrefix<1.0.8802.1.1.2.0.0>(NA)
| -11dpRemTablesChange<1.0.8802.1.1.2.0.0.1>(NA)
|-11dpObjects<1.0.8802.1.1.2_.1>(NA)
|-11dpConfiguration<1.0.8802.1.1.2.1.1>(NA)
| -*11dpMessageTxInterval<1.0.8802.1.1.2.1.1.1>(RW)
| -*11dpMessageTxHoldMul tiplier<1.0.8802.1.1.2.1.1.2>(RW)
|-*1l1dpReinitDelay<1.0.8802.1.1.2.1.1.3>(RW)
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#%*1-3 display snmp-agent mib-node ®#4 ER S8R %

FE i

-std MIB

<1.0> MIB OoID

MIB
NA
NF
(NA) RO
RW
RC
WO

# SNMP MIB

<Sysname> display snmp-agent mib-node details
iso(1l) (I ldpMessageTxInterval)
| -std(0) (1 ldpMessageTxInterval)
| -1s08802(8802) (1 ldpMessageTxInterval)
| -ieee802dotl1 (1) (I ldpMessageTxInterval)
| -ieee802dotimibs (1) (1 ldpMessageTxInterval)
|-11dpMIB(2) (1 ldpMessageTxInterval)
|-11dpNotifications(0) (1ldpMessageTxInterval)
|-11dpNotificationPrefix(0) (1ldpMessageTxInterval)
| -11dpRemTablesChange (1) (NULL)
|-11dpObjects(1) (I ldpMessageTxInterval)
|-11dpConfiguration(1) (I ldpMessageTxInterval)
| -*11dpMessageTxInterval (1) (1 ldpMessageTxHoldMultiplier)
| -*11dpMessageTxHoldMultiplier(2) (11dpReinitDelay)
|-*11dpReinitDelay(3) (11dpTxDelay)
|-*11dpTxDelay(4) (1 1dpNotificationInterval)
|-*1ldpNotificationinterval (5) (1 ldpPortConfigPortNum)
| -11dpPortConfigTable(6) (11dpPortConfigPortNum)
| -11dpPortConfigEntry (1) (I ldpPortConfigPortNum)
|-*11dpPortConfigPortNum(1) (11dpPortConfigAdminStatus)
| -*11dpPortConfigAdminStatus(2) (1 ldpPortConfigNotificationEnable)
|-*11dpPortConfigNotificationEnable(3) (1ldpPortConfigTLVsTxEnable)
|-*11dpPortConfigTLVsTxEnable(4) (11dpConfigManAddrPortsTxEnable)

#<1-4 display snmp-agent mib-node details i34 R /R 15 2L TR

o

FE 1]

B

-std MIB

(0) MIB oID

(lldpMessageTxInterval) | MIB




# SNMP MIB OID
<Sysname> display snmp-agent mib-node index-node
Table | 11dpPortConfigTable

Index | | 1 ldpPortConfigPortNum

oID Il 1.0.8802.1.1.2.1.1.6.1.1
Table | 11dpConfigManAddrTable

Index | 1 1 1dpLocManAddrSubtype

oID Il 1.0.8802.1.1.2.1.3.8.1.1
Index | 11 1dpLocManAddr

0] 1) IIl 1.0.8802.1.1.2.1.3.8.1.2
Table | 11dpStatsTxPortTable

Index | 11 1dpStatsTxPortNum

oID Il 1.0.8802.1.1.2.1.2.6.1.1
Table | 1 1dpStatsRxPortTable

Index | | IldpStatsRxPortNum

01D 1l 1.0.8802.1.1.2.1.2.7.1.1
Table | 1ldpLocPortTable

Index | 1 11dpLocPortNum

OoID IIl 1.0.8802.1.1.2.1.3.7.1.1

#1-5 display snmp-agent mib-node index-node %34 BRIE 2 AR

T Fiz:pu
Table MIB
Index MIB
OID MIB OID
# SNMP MIB OID OID
<Sysname> display snmp-agent mib-node trap-node
Name | 1 1dpRemTablesChange
oID ]11.0.8802.1.1.2.0.0.1
Trap Object
Name | 111 1dpStatsRemTableslnserts
OoID 11111.0.8802.1.1.2.1.2.2
Name |1111dpStatsRemTablesDeletes
(0] 1) 11111.0.8802.1.1.2.1.2.3
Name | 111 1dpStatsRemTablesDrops
oID [11111-0.8802.1.1.2.1.2_4
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Name
oID

Name
(0] 1)
Trap Object
Name
(0] 1)
Name
oID
Name
oID

#1-6 display snmp-agent mib-node trap-node %4 R ~EEHAR

| 111 1dpStatsRemTablesAgeouts
11111.0.8802.1.1.2.1.2.5

| 11dpXMedTopologyChangeDetected
]11.0.8802.1.1.2.1.5.4795.0.1

|11 11dpRemChassisldSubtype
11111.0.8802.1.1.2.1.4.1.1.4
|1111dpRemChassisld
[1111.0.8802.1.1.2.1.4.1.1.5

| 111 1dpXMedRemDeviceClass
11111.0.8802.1.1.2.1.5.4795.1.3.1.1.3

FH $ik
Name MIB
OIb MIB OID
. MIB Name OID
Trap Object oD
# SNMP MIB OID
MOR
<Sysname> display snmp-agent mib-node verbose
Name | 1ldpNotificationlnterval
01D [11.0.8802.1.1.2.1.1.5
Properties | INodeType: Leaf
| IAccessType: RW
| |IDataType: Integer32
| IMOR: 0x020c1105
Parent | 111dpConfiguration
First child 11
Next leaf | 1 11dpPortConfigPortNum
Next sibling ||lldpPortConfigTable
Allow | |lget/set/getnext
Value range 11 [5--3600]

Name
oID
Properties

Parent

First child
Next leaf
Next sibling

| 11dpPortConfigTable
[11.0.8802.1.1.2.1.1.6

| INodeType: Table

| |AccessType: NA

| |IDataType: NA

| IMOR: 0x00000000
| | 11dpConfiguration

| | 11dpPortConfigEntry

| 11 1dpPortConfigPortNum
| | 11dpConfigManAddrTable
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Name
oID
Properties

Parent

First child
Next leaf
Next sibling
Index

Name
oID
Properties

Parent

First child
Next leaf
Next sibling
Allow
Index
Value range
Name

0] 1]
Properties

Parent

First child
Next leaf
Next sibling
Allow

Index

Value range

#%1-7 display snmp-agent mib-node verbose %< & RiE2#AE

| 11dpPortConfigEntry
]]11.0.8802.1.1.2.1.1.6.1
| INodeType: Row

| IAccessType: NA

| |IDataType: NA

| IMOR: 0x00000000
| 111dpPortConfigTable

| | 11dpPortConfigPortNum
| | 11dpPortConfigPortNum
|

|1 [indexImplied:0, indexLength:1]:
| 11dpPortConfigPortNum
]]1.0.8802.1.1.2.1.1.6.1.1

| INodeType: Column

| IAccessType: NA

| |IDataType: Integer32
| IMOR: 0x020c1201

| | 11dpPortConfigEntry

|

| | 11dpPortConfigAdminStatus
| 1 11dpPortConfigAdminStatus
| lget/set/getnext
|1 [indexImplied:0,
Il [1.-4096]

indexLength:1]:

| 11dpPortConfigAdminStatus
|111.0.8802.1.1.2.1.1.6.1.2

| INodeType: Column

| |AccessType: RW

| |IDataType: Integer

| IMOR: 0x020c1202

| 1 11dpPortConfigEntry

|

| | 11dpPortConfigNotificationEnable
| | 11dpPortConfigNotificationEnable
| lget/set/getnext
|1 [indexImplied:0,
1

Il [“txOnly®, 1]
Il [“rxOnly®, 2]
Il [“txAndRx", 3]
Il [“disabled”, 4]

indexLength:1]:

ik

Name

MIB

1-10



OID

MIB

OID

NodeType

MIB

Table
Row
Column
Leaf
Group
Trapnode

Other

AccessType

NA
NF
RO
RW
RC
WO

DataType

Integer
Integer32 32
Unsigned32 32
Gauge
Gauge32 32
Counter
Counter32 32
Counter64 64
Timeticks
Octstring

OID

IPaddress IP
Networkaddress
Opaque
Userdefined

BITS

IP

32

MOR

MIB

MOR

Parent

First child

Next leaf
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FH ik
Next sibling
e  get/set/getnext
Allow e get Get
e set Set
e getnext GetNext
Value range
Index

1.1.7 display snmp-agent mib-view

display snmp-agent mib-view

display snmp-agent mib-view [ exclude |
[#LE ]

[(REFAFAE]
network-admin
network-operator
mdc-admin
mdc-operator

[&%]
exclude MIB

MIB

exclude
include include

viewname view-name MIB

[ERES
MIB

[261]

# MIB
<Sysname> display snmp-agent mib-view
View name: ViewDefault
MIB Subtree:
Subtree mask:

iso

Storage-type: nonVolatile
View Type: included

View status: active

MIB

include | viewname view-name |

view-name
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View name: ViewDefault
MIB Subtree: snmpUsm
Subtree mask:
Storage-type: nonVol
View Type: excluded
View status: active

View name: ViewDefault
MIB Subtree: snmpVaci
Subtree mask:
Storage-type: nonVol
View Type: excluded
View status: active

View name: ViewDefault
MIB Subtree: snmpMod
Subtree mask:
Storage-type: nonVol
View Type: excluded
View status: active

NMS
iso

MIB

atile

mMIB

atile

ules.18

atile

MIB ViewDefault

snmpUsmMIB snmpVacmMIB snmpModules.18

MIB

%<1-8 display snmp-agent mib-view 54 R R~ {EEHMiATR

ViewDefault

MIB NMS

FE iR
View name
MIB Subtree MIB MIB
Subtree mask MIB
volatile nonVolatile permanent readOnly other
Storage-type
1-1
MIB MIB included excluded
View Type o included MIB
e  excluded MIB
MIB
) e active MIB
View status
o inactive MIB
MIB Set MIB
[HBxH4]

snmp-agent mib-view
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1.1.8 display snmp-agent remote

display snmp-agent remote SNMP ID
[4<]

display snmp-agent remote [ ip-address [ vpn-instance vpn-instance-name ] |
[#RE ]

[REFAFRE]

network-admin
network-operator
mdc-admin
mdc-operator

[£%]
ip-address IP SNMP ID
vpn-instance vpn-instance-name SNMP VPN vpn-instance-name
MPLS L3VPN VPN 1 31
SNMP
[ERES
SNMP ID SNMP SNMP SNMP
SNMP SNMP
(25451 ]
# SNMP ID

<Sysname> display snmp-agent remote
Remote engined: 800063A28000A0FC00580400000001
IPv4 address: 1.1.1.1
VPN instance: vpnl

#1-9 display snmp-agent remote 44 B~ 5 2HiA %R

FE A
Remote engined SNMP snmp-agent remote
IPv4 address SNMP IPv4

VPN instance SNMP VPN snmp-agent remote VPN

[(HEXH<]

b snmp-agent remote

1-14



1.1.9 display snmp-agent statistics

display snmp-agent statistics SNMP
[4<]

display snmp-agent statistics
[#RE ]

[REFAFRE]

network-admin
network-operator
mdc-admin
mdc-operator

(2411
# SNMP

<Sysname> display snmp-agent statistics
1684 messages delivered to the SNMP entity.
5 messages were for an unsupported version.
0 messages used an unknown SNMP community name.
0 messages represented an illegal operation for the community supplied.
0 ASN.1 or BER errors in the process of decoding.
1679 messages passed from the SNMP entity.
O SNMP PDUs had badValue error-status.
0 SNMP PDUs had genErr error-status.
O SNMP PDUs had noSuchName error-status.
0 SNMP PDUs had tooBig error-status (Maximum packet size 1500).
16544 MIB objects retrieved successfully.
2 MIB objects altered successfully.
7 GetRequest-PDU accepted and processed.
7 GetNextRequest-PDU accepted and processed.
1653 GetBulkRequest-PDU accepted and processed.
1669 GetResponse-PDU accepted and processed.
2 SetRequest-PDU accepted and processed.
O Trap PDUs accepted and processed.
0 alternate Response Class PDUs dropped silently.
0 forwarded Confirmed Class PDUs dropped silently.

#%1-10 display snmp-agent statistics 74 B~ {5 2R %R

FB ik

messages delivered to the SNMP entity Agent

messages were for an unsupported version

messages used an unknown SNMP community name

messages represented an illegal operation for the community
supplied
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i

ASN.1 or BER errors in the process of decoding

ASN.1 Abstract Syntax
Notation dot one 1 BER Basic
Encoding Rules

messages passed from the SNMP entity Agent SNMP
SNMP PDUs had badValue error-status BadValues
SNMP PDUs had genErr error-status genErr

SNMP PDUs had noSuchName error-status NoSuchName

SNMP PDUs had tooBig error-status TooBig

MIB objects retrieved successfully MIB

MIB objects altered successfully MIB
GetRequest-PDU accepted and processed Get
GetNextRequest-PDU accepted and processed GetNext
GetBulkRequest-PDU accepted and processed GetBulk
GetResponse-PDU accepted and processed Get
SetRequest-PDU accepted and processed Set

Trap PDUs accepted and processed

Trap Inform

alternate Response Class PDUs dropped silently

forwarded Confirmed Class PDUs dropped silently

1.1.10 display snmp-agent sys-info

display snmp-agent sys-info

[4<]

display snmp-agent sys-info [ contact | location | version ] *

[#E ]

[REAFAE]
network-admin
network-operator
mdc-admin
mdc-operator

[&#1]
contact
location
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version SNMP
[ERES

[24451]
#

<Sysname> display snmp-agent sys-info
The contact information of the agent:
Hangzhou H3C Tech. Co., Ltd.

The location information of the agent:
Hangzhou, China

The SNMP version of the agent:
SNMPv3

[(HEXw<L]

. snmp-agent sys-info
1.1.11 display snmp-agent trap queue

display snmp-agent trap queue

[<]
display snmp-agent trap queue
[#RE]

[REAFAE]
network-admin
network-operator
mdc-admin

mdc-operator
[ 2451
#

<Sysname> display snmp-agent trap queue
Queue size: 100
Message number: 6

#<1-11 display snmp-agent trap queue 4 E/R1EE2HAR

5

Queue size

Message number
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[(HEX<S

snmp-agent trap life
snmp-agent trap queue-size

1.1.12 display snmp-agent trap-list

display snmp-agent trap-list

(<]
display snmp-agent trap-list
[#E]

[ERES

[24451]
#

<Sysname> display snmp-agent trap-list
arp notification is disabled.
configuration notification is enabled.
13vpn notification is enabled.
mac-address notification is enabled.
mpls notification is enabled.
ospf notification is enabled.
radius notification is disabled.
standard notification is enabled.
system notification is enabled.

Enabled notifications: 7; Disabled notifications: 2
enable disable
enable disable

[(HEX®<]

. snmp-agent trap enable
1.1.13 display snmp-agent usm-user

display snmp-agent usm-user SNMPv3
(4]

display snmp-agent usm-user [ engineid engineid | group group-name | username user-name |

*
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[#LE ]

[RERFAE]

network-admin
network-operator
mdc-admin

mdc-operator

[(&#]

engineid engineid ID SNMPv3 engineid SNMP ID SNMPv3
SNMP ID ID
SNMPv3 ID
group group-name SNMP SNMPv3
username user-name SNMPv3
[ERES
snmp-agent usm-user SNMPv1/v2civ3 SNMPv1/v2c
SNMPv1/v2c
display snmp-agent usm-user SNMPv1/v2c display
snmp-agent community SNMPv1/v2c
[=451]
# SNMPv3
<Sysname> display snmp-agent usm-user
Username: userv3
Group name: mygroupv3
Engine ID: 800063A203000FE240A1A6
Storage-type: nonVolatile
UserStatus: active
Username: userv3code
Group name: groupv3code
Engine ID: 800063A203000FE240A1A6
Storage-type: nonVolatile
UserStatus: active
#*1-12 display snmp-agent usm-user #4 B x5 BiiA %R
FE sk
Username SNMP
Group name SNMP
Role name SNMP
Engine ID SNMP SNMP ID
Storage-type volatile nonVolatile permanent readOnly
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other 1-1

SNMP

e active
UserStatus e notinService
e notReady

o other

ACL ACL ACL

[HEXH<]

. snmp-agent usm-user v3
1.1.14 enable snmp trap updown

enable snmp trap updown

undo enable snmp trap updown

enable snmp trap updown

undo enable snmp trap updown

[EREER]

[#E]

[REAFAE]

network-admin

mdc-admin

(ERES

enable snmp trap updown
snmp-agent trap enable standard [ linkdown | linkup ] *

(25611

# FortyGige1/0/1  linkUp/linkDown  SNMP public IP
10.1.1.1 Trap

<Sysname> system-view

[Sysname] snmp-agent trap enable

[Sysname] snmp-agent target-host trap address udp-domain 10.1.1.1 params securityname public

[Sysname] interface fortygige 1/0/1

[Sysname-FortyGigE1/0/1] enable snmp trap updown
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(X&)
. snmp-agent target-host
. snmp-agent trap enable

1.1.15 snmp-agent

snmp-agent SNMP Agent

undo snmp-agent SNMP Agent
(<]

snmp-agent

undo snmp-agent

[EREER]
SNMP Agent
[#LE ]
[REFFAR]
network-admin
mdc-admin
[(ERES
snmp-agent calculate-password snmp-agent SNMP
Agent
(254511
# SNMP Agent

<Sysname> system-view
[Sysname] snmp-agent

1.1.16 snmp-agent calculate-password

snmp-agent calculate-password

[4<]
FIPS

snmp-agent calculate-password plain-password mode { 3desmd5 | 3dessha | md5 | sha }
{local-engineid | specified-engineid engineid }
FIPS
snmp-agent calculate-password plain-password mode sha { local-engineid |
specified-engineid engineid }

[#RE ]
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[REFAFBE]

network-admin
mdc-admin

[(&%]
plain-password

mode AES 3DES DES
AES 3DES DES
DES MD5  SHA-1 MD5
SHA-1 SHA-1 MD5

. 3desmd5 MD5
3DES

. 3dessha SHA-1
3DES

. md>5 MD5
MD5
AES DES MD5 AES DES

. sha SHA-1
SHA-1
AES DES SHA-1 AES DES

local-engineid ID ID

snmp-agent local-engineid

specified-engineid ID

engineid ID 10 64 0 F

(ERES

SNMP Agent
SNMPv3

(2411
# ID  SHA-1 authkey

<Sysname> system-view
[Sysname] snmp-agent calculate-password authkey mode sha local-engineid
The encrypted key is: 09659EC5A9AE91BA189E5845E1DDEOCC
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(X< ]
. snmp-agent local-engineid
. snmp-agent usm-user v3

1.1.17 snmp-agent community

snmp-agent community SNMP
MIB
undo snmp-agent community
[<]
VACM

snmp-agent community { read | write } [ simple | cipher ] community-name [ mib-view
view-name ] [ acl acl-number ]

undo snmp-agent community { read | write } [ cipher ] community-name

RBAC

snmp-agent community [ simple | cipher ] community-name user-role role-name acl
acl-number

undo snmp-agent community [ cipher ] community-name

[BRETER]
SNMP
[#RE]
[(REBFAE]
network-admin
mdc-admin
[&#1]
read MIB NMS Agent
write MIB NMS Agent
simple:
cipher:
community-name NMS Agent
o\ 1 32
33 73
mib-view view-name NMS MIB view-name MIB
1 32 ViewDefault
user-role role-name role-name  1~63
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acl acl-number ACL IP NMS Agent

acl-number 2000 2999 ACL ACL
NMS ACL NMS ACL
ACL permit NMS NMS NMS
ACL “ ACL QoS 8 “ ACL”
[ERES
FIPS
SNMPvl SNMPv2c
SNMP 10 SNMP
snmp-agent usm-user { vl |v2c }
NMS  Agent
NMS Agent “ public”
“ private”
SNMP
. VACM View-based Access Control Model
mib-view NMS Agent MIB view-name MIB
read write NMS Agent
. RBAC Role Based Access Control user-role
role-name SNMP MIB
rule role
“ ” “ RBAC”
RBAC NMS Agent NMS MIB
/ VACM MIB
RBAC
[ 2451
# readaccess

<Sysname> system-view
[Sysname] snmp-agent sys-info version vl v2c
[Sysname] snmp-agent community read simple readaccess

NMS SNMPv1 SNMPv2c readaccess
MIB
# writeaccess IP 1.1.1.1 NMS
Agent MIB NMS

<Sysname> system-view

[Sysname] acl number 2001

[Sysname-acl-basic-2001] rule permit source 1.1.1.1 0.0.0.0
[Sysname-acl-basic-2001] rule deny source any
[Sysname-acl-basic-2001] quit

[Sysname] snmp-agent sys-info version v2c
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[Sysname] snmp-agent community write simple writeaccess acl 2001
NMS IP 1111 SNMPv2c  Write community
writeaccess MIB
# Wr-sys-acc system OID 1.3.6.1.2.1.1
MIB
<Sysname> system-view
[Sysname] snmp-agent sys-info version vl v2c
[Sysname] undo snmp-agent mib-view ViewDefault
[Sysname] snmp-agent mib-view included test system
[Sysname] snmp-agent community write simple wr-sys-acc mib-view test

NMS SNMPv1 SNMPv2c Write community Wr-sys-acc
system MIB

[fAXa<]
. display snmp-agent community

. snmp-agent mib-view

1.1.18 snmp-agent context

snmp-agent context SNMP
undo snmp-agent context SNMP
[4<]

snmp-agent context context-name

undo snmp-agent context context-name
[EBREER]
SNMP
(& ]

(REMFBE]

network-admin

mdc-admin
[&#1]

context-name SNMP 1 32
[EAES

NMS Agent Agent
SNMP 20

[ 25411

# context
<Sysname> system-view
[Sysname] snmp-agent context snmpcontext
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[(HEX®<]

. display snmp-agent context

1.1.19 snmp-agent group

snmp-agent group SNMP
undo snmp-agent group SNMP
[44]
FIPS

SNMPv1l  SNMPv2c

snmp-agent group { vl | v2c } group-name [ read-view view-name ] [ write-view view-name ]
[ notify-view view-name ] [ acl acl-number ]

undo snmp-agent group { vl | v2c } group-name

SNMPv3

snmp-agent group v3 group-name [ authentication | privacy ] [ read-view read-view ]
[ write-view write-view ] [ notify-view notify-view ] [ acl acl-number ]

undo snmp-agent group v3 group-name [ authentication | privacy |
FIPS

snmp-agent group v3 group-name { authentication | privacy } [ read-view read-view ]
[ write-view write-view ] [ notify-view notify-view ] [ acl acl-number ]

undo snmp-agent group v3 group-name { authentication | privacy }
[ERE1ER]
SNMP
[#RE]

[REFAFRE]

network-admin
mdc-admin
[&#1]
vl SNMPv1l
v2c SNMPv2c
v3 SNMPv3
group-name SNMP 1 32
authentication
privacy
read-view view-name 1 32 ViewDefault

write-view view-name 1 32
NMS MIB
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notify-view view-name 1 32

acl acl-number ACL acl-number 2000 2999
ACL ACL NMS ACL
NMS ACL ACL permit NMS
NMS NMS
[ERES
FIPS SNMPv1l SNMPv2c
SNMP
SNMP 20
authentication  privacy
SNMP / /
authentication SNMP
privacy SNMP
SNMP
[ 254511
# SNMPv3 SNMP  groupl

<Sysname> system-view
[Sysname] snmp-agent group v3 groupl

[HAxw<]
. display snmp-agent group
. snmp-agent mib-view
. snmp-agent usm-user

1.1.20 snmp-agent local-engineid

snmp-agent local-engineid SNMP ID
undo snmp-agent local-engineid

(<]
snmp-agent local-engineid engineid
undo snmp-agent local-engineid
[ER&E1HER]
ID : ” P MAC

[#LE ]

1-27



[REFAFBE]

network-admin
mdc-admin

[&%]

engineid ID

(RS
ID
. NMS

. SNMPv3 ID

ID A ID
000Af0010002
[%4451]
# ID  123456789A

<Sysname> system-view
[Sysname] snmp-agent local-engineid 123456789A

[HEXda<]
. display snmp-agent local-engineid

e snmp-agent usm-user

1.1.21 snmp-agent log

snmp-agent log SNMP
undo snmp-agent log SNMP
(<]

snmp-agent log { all | get-operation | set-operation }
undo snmp-agent log { all | get-operation | set-operation }
[EREFR]
SNMP
[#LE]

[REAFHE]

network-admin

mdc-admin
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(&2

all SNMP Get  Set
get-operation SNMP Get
set-operation SNMP Set
[ERES
SNMP NMS  Agent
[=41]

# SNMP Get

<Sysname> system-view

[Sysname] snmp-agent log get-operation
# SNMP Set

<Sysname> system-view

[Sysname] snmp-agent log set-operation

1.1.22 snmp-agent mib-view
snmp-agent mib-view

undo snmp-agent mib-view

[a4<]

snmp-agent mib-view { excluded | included } view-name oid-tree [ mask mask-value ]

undo snmp-agent mib-view view-name

[EREFHIR]

MIB

ViewDefault
. MIB iso
. snmpUsmMIB
. snmpVacmMIB
. snmpModules.18
[#LE]
[RERFAE]
network-admin
mdc-admin
[&#1]
excluded MIB
included MIB
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view-name 1 32

oid-tree  MIB oD *“ 136.1.2.11" “ system” OID
MIB MIB
mask mask-value 1 32
[ERES
MIB MIB MIB MIB
16 MIB
display snmp-agent mib-view NMS
snmpUsmMIB snmpVacmMIB snmpModules.18 MIB NMS
iso MIB undo snmp-agent mib-view
Agent MIB
[=41]
# MIB mibtest mib-2 oib * 1.3.6.17
MIB “ system” (OID * 1.3.6.1.2.1.1" ) MIB

<Sysname> system-view

[Sysname] snmp-agent sys-info version vl

[Sysname] snmp-agent mib-view included mibtest 1.3.6.1
[Sysname] snmp-agent mib-view excluded mibtest system
[Sysname] snmp-agent community read public mib-view mibtest

NMS SNMPv1 public system
sysDescr  sysObjectID mib-2

[(HBXa<]
. display snmp-agent mib-view
. snmp-agent group

1.1.23 snmp-agent packet max-size

snmp-agent packet max-size Agent SNMP
undo snmp-agent packet max-size

[<]
snmp-agent packet max-size byte-count
undo snmp-agent packet max-size

[EREFR]
Agent SNMP 1500
[#LE ]

[REFAFHE]

network-admin
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mdc-admin

[(&%]

byte-count Agent / SNMP 484 17940
[EAES
[=41]

# Agent / SNMP 1024

<Sysname> system-view
[Sysname] snmp-agent packet max-size 1024

1.1.24 snmp-agent port

snmp-agent port SNMP
undo snmp-agent port
(<]
snmp-agent port port-num
undo snmp-agent port
[ERE1ER]
161 SNMP
[#iE ]

[REAFAE]

network-admin

mdc-admin
[(&#]

port-num SNMP 1 65535
[ERES

Get/Set
current-configurantion SNMP

(2411
#

<Sysname> system-view
[Sysname] snmp-agent port 5555

#

<Sysname> system-view
[Sysname] undo snmp-agent port
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1.1.25 snmp-agent remote

snmp-agent remote SNMP
undo snmp-agent remote SNMP
(<]
snmp-agent remote { ip-address } [ vpn-instance vpn-instance-name ] engineid engineid

undo snmp-agent remote ip-address

[BREFER]
SNMP
[#1E ]
[(REAFAE]
network-admin
mdc-admin
[&2%]
ip-address SNMP IP
vpn-instance vpn-instance-name SNMP VPN vpn-instance-name
MPLS L3VPN VPN 1 31
SNMP
engineid ID 10 64 0 F
[EA#ES
NMS SNMPV3 Inform ip-address NMS
IP engineid NMS ID SNMPv3 Inform
ID NMS ID ID
20 SNMP ID
[=41]
# IP 10.1.1.1 SNMP 123456789A

<Sysname> system-view
[Sysname] snmp-agent remote 10.1.1.1 engineid 123456789A

[HEXH<]

. display snmp-agent remote
1.1.26 snmp-agent source

snmp-agent source IP

undo snmp-agent source
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[#4]
snmp-agent { inform | trap } source interface-type
interface-number.subnumber }
undo snmp-agent { inform | trap } source
[BR&E1ER]
SNMP IP IP
[#iE ]

[REFAFAE]

network-admin
mdc-admin

[&#1]
inform Inform IP
trap Trap IP

interface-type { interface-number | interface-number.subnumber }
interface-number subnumber

[ERES

IP
NMS IP Agent Agent
IP Agent

[=41]
# Trap FortyGigE1/0/1 IP

<Sysname> system-view
[Sysname] snmp-agent trap source fortygige 1/0/1
# Inform FortyGigE1/0/2 IP

<Sysname> system-view
[Sysname] snmp-agent inform source fortygige 1/0/2

(X<
. snmp-agent trap enable
. snmp-agent target-host

1.1.27 snmp-agent sys-info contact

snmp-agent sys-info contact
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undo snmp-agent sys-info contact
[%4]
snmp-agent sys-info contact sys-contact

undo snmp-agent sys-info contact
[EREER]
Hangzhou H3C Tech. Co., Ltd
[#L[E]

[RERFAE]

network-admin

mdc-admin
[(&#]

sys-contact 1 255
(RS

[241]
# Dial System Operator # 27345

<Sysname> system-view
[Sysname] snmp-agent sys-info contact Dial System Operator # 27345

[(HEXH<]

. display snmp-agent sys-info
1.1.28 snmp-agent sys-info location

snmp-agent sys-info location

undo snmp-agent sys-info location
[4<]

snmp-agent sys-info location sys-location

undo snmp-agent sys-info location

[Br&1ER]
Hangzhou, China
[#E ]

[REAFHE]

network-admin

mdc-admin
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(&2

sys-location 1 255
[ERES
[=41]

# Room524-row1-3

<Sysname> system-view
[Sysname] snmp-agent sys-info location Room524-rowl-3

[(HEXH<]

. display snmp-agent sys-info
1.1.29 snmp-agent sys-info version

snmp-agent sys-info version SNMP
undo snmp-agent sys-info version
[a<]
FIPS
snmp-agent sys-info version {all [ {vl|v2c|v3}*}
undo snmp-agent sys-info version {all | {vl|v2c|v3}*}
FIPS
snmp-agent sys-info version v3

undo snmp-agent sys-info version v3

[EREER]
SNMPv3
[#1E ]
[RERFAE]
network-admin
mdc-admin
[&#]
all SNMPv1l SNMPv2c SNMPv3
vl SNMPv1
v2c SNMPv2c
v3 SNMPv3
[ERES
FIPS SNMPv1l SNMPv2c
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SNMP SNMP NMS Agent SNMP
NMS Agent

(2611

# SNMPv3
<Sysname> system-view
[Sysname] snmp-agent sys-info version v3

[(HEX@m<]

. display snmp-agent sys-info

1.1.30 snmp-agent target-host

snmp-agent target-host SNMP Trap Inform
NMS

undo snmp-agent target-host
#1
FIPS

snmp-agent target-host inform address udp-domain ip-address [ udp-port port-number ]
[ vpn-instance vpn-instance-name | params securityname security-string { v2c | v3
[ authentication | privacy ]}

snmp-agent target-host trap address udp-domain ip-address [ udp-port port-number ]
[ vpn-instance vpn-instance-name | params securityname security-string [ v1 | v2c | v3
[ authentication | privacy ] ]

undo snmp-agent target-host { trap | inform } address udp-domain ip-address params
securityname security-string [ vpn-instance vpn-instance-name ]

FIPS

snmp-agent target-host inform address udp-domain ip-address [ udp-port port-number ]
[ vpn-instance vpn-instance-name ] params securityname security-string v3 { authentication |
privacy }

snmp-agent target-host trap address udp-domain ip-address [ udp-port port-number ]
[ vpn-instance vpn-instance-name ] params securityname security-string v3 { authentication |
privacy }

undo snmp-agent target-host { trap | inform } address udp-domain ip-address params
securityname security-string [ vpn-instance vpn-instance-name |

[ERE1HR]

[#LE ]

[REFAFAE]

network-admin
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mdc-admin
[&#]
inform Inform
trap Trap
address SNMP
udp-domain UDP SNMP
ip-address IPv4
udp-port port-number 162

vpn-instance vpn-instance-name VPN vpn-instance-name MPLS
L3VPN VPN 1 31

params securityname security-string security-string SNMPv1l SNMPv2c
SNMPv3 1 32

vl SNMPv1
v2c SNMPv2c
v3 SNMPv3

. authentication
SNMPv3
. privacy
SNMPv3
[FRES

NMS

. udp-port port-number 162 162 SNMP NMS
iMC MIB Browser NMS
NMS

. vl v2c v3 vl SNMP NMS
SNMP NMS

. authentication  privacy
[=41]
# 10.1.1.1 SNMPV3 Trap public

<Sysname> system-view
[Sysname] snmp-agent trap enable standard

[Sysname] snmp-agent target-host trap address udp-domain 10.1.1.1 params securityname public
v3

(X< ]
. snmp-agent source
. snmp-agent trap enable

. snmp-agent trap life
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1.1.31 snmp-agent trap enable

snmp-agent trap enable
undo snmp-agent trap enable
[<]
snmp-agent trap enable [ protocol | standard [ authentication | coldstart | linkdown | linkup |
warmstart ] * | system ]

undo snmp-agent trap enable [ protocol | standard [ authentication | coldstart | linkdown |
linkup | warmstart ] * | system |

[EREER]
SNMP
(EESD

[RERFAE]

network-admin
mdc-admin
(%]
protocol SNMP

standard SNMP
. authentication NMS SNMP
- coldstart

. linkdown down linkDown

. linkup up linkUp

. warmstart SNMP

system
[ERES

Inform Trap
snmp-agent target-host
/

€3

# SNMP public P 10.1.1.1

Trap

<Sysname> system-view
[Sysname] snmp-agent target-host trap address udp-domain 10.1.1.1 params securityname public
[Sysname] snmp-agent trap enable standard authentication
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[(HEXH<]

. snmp-agent target-host
1.1.32 snmp-agent trap if-mib link extended

snmp-agent trap if-mib link extended linkUp

undo snmp-agent trap if-mib link extended
[4<]
snmp-agent trap if-mib link extended

undo snmp-agent trap if-mib link extended
[EREFR]
linkUp/linkDown
[#RE]

[REFAFBE]

network-admin

mdc-admin
[ERES
linkUp/linkDown linkUp/linkDown

linkUp/linkDown

[=41]
# linkUp/linkDown

<Sysname> system-view
[Sysname] snmp-agent trap if-mib link extended

1.1.33 snmp-agent trap log

snmp-agent trap log SNMP
undo snmp-agent trap log SNMP
(<]

snmp-agent trap log
undo snmp-agent trap log
[ERE1ER]
SNMP
[#LE]
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[REFAFBE]

network-admin
mdc-admin

[(EMES
SNMP Agent NMS

[24451]
# SNMP

<Sysname> system-view
[Sysname] snmp-agent trap log

1.1.34 snmp-agent trap life

snmp-agent trap life

undo snmp-agent trap life
(4]

snmp-agent trap life seconds

undo snmp-agent trap life
[EBREFER]

SNMP 120
[#LE]

(REMFAE]

network-admin
mdc-admin

[&%]

seconds 1 2592000

[(ERES
SNMP

snmp-agent trap life

(2411
# 60

<Sysname> system-view
[Sysname] snmp-agent trap life 60

(XS]

. snmp-agent trap enable

Agent
SNMP



=  snmp-agent target-host

o snmp-agent trap queue-size
1.1.35 snmp-agent trap queue-size

snmp-agent trap queue-size

undo snmp-agent trap queue-size
(<]

snmp-agent trap queue-size size

undo snmp-agent trap queue-size
[EREFR]

100

[#iE ]

[REFFARE]
network-admin
mdc-admin

(%]
size

[EMES

[%4451]
# 200

<Sysname> system-view
[Sysname] snmp-agent trap queue-size 200

[HEXd&H<]
. snmp-agent trap enable
. snmp-agent target-host

. snmp-agent trap life
1.1.36 snmp-agent usm-user { vl | v2c}

snmp-agent usm-user { vl | v2c } SNMP
undo snmp-agent usm-user { vl |v2c}

(4]

1 1000

SNMP

snmp-agent usm-user { vl | v2c } user-name group-name [ acl acl-number ]

undo snmp-agent usm-user { vl | v2c } user-name group-name
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[ER&1HR]

SNMP
[#iE ]
[(RERFPAE]
network-admin
mdc-admin
[£%]
vl SNMPv1
v2c SNMPv2c
user-name 1 32
group-name 1 32
acl acl-number ACL acl-number 2000 2999
ACL ACL NMS ACL
NMS ACL ACL permit NMS
NMS NMS
[ERES
FIPS
SNMPv1l SNMPv2c NMS  Agent SNMPv3
SNMPv1l  SNMPv2c SNMPv1
SNMPv2c
SNMP
[241]
# SNMP readCom SNMPv2c userv2c

<Sysname> system-view

[Sysname] snmp-agent sys-info version v2c
[Sysname] snmp-agent group v2c readCom

[Sysname] snmp-agent usm-user v2c userv2c readCom

NMS Agent NMS SNMPv2c Read community
uservac
# SNMP readCom SNMPv2c userv2c IP 1.1.1.1 NMS
Agent NMS

<Sysname> system-view

[Sysname] acl number 2001

[Sysname-acl-basic-2001] rule permit source 1.1.1.1 0.0.0.0
[Sysname-acl-basic-2001] rule deny source any
[Sysname-acl-basic-2001] quit

[Sysname] snmp-agent sys-info version v2c
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[Sysname] snmp-agent group v2c readCom
[Sysname] snmp-agent usm-user v2c userv2c readCom acl 2001

IP 1.1.1.1 SNMPv2c Read community NMS SNMP
SNMPv2c Read community  Write community userv2c
Agent
(X< ]
. snmp-agent group
. snmp-agent community

. dispaly snmp-agent community

1.1.37 snmp-agent usm-user v3

snmp-agent usm-user v3 SNMPv3
undo snmp-agent usm-user v3 SNMPv3
(<]
FIPS
. VACM

snmp-agent usm-user v3 user-name group-name [ remote ip-address [ vpnh-instance
vpn-instance-name ] ] [ { cipher | simple } authentication-mode { md5 | sha } auth-password
[ privacy-mode { aes128 | 3des | des56 } priv-password ] ] [ acl acl-number ]

undo snmp-agent usm-user v3 user-name group-name { local | engineid engineid-string |
remote ip-address [ vpn-instance vpn-instance-name | }

. RBAC

snmp-agent usm-user v3 user-name user-role role-name [ remote ip-address [ vpn-instance
vpn-instance-name ] ] [ { cipher | simple } authentication-mode { md5 | sha } auth-password
[ privacy-mode { aes128 | 3des | des56 } priv-password ] ] [ acl acl-number ]

undo snmp-agent usm-user v3 user-name { local | engineid engineid-string | remote
{ip-address } [ vpn-instance vpn-instance-name ] }

FIPS

. VACM

snmp-agent usm-user v3 user-name group-name [ remote ip-address [ vpnh-instance
vpn-instance-name ] ] [ { cipher | simple } authentication-mode sha auth-password
[ privacy-mode aes128 priv-password ] ] [ acl acl-number ]

undo snmp-agent usm-user v3 user-name group-name { local | engineid engineid-string |
remote ip-address [ vpn-instance vpn-instance-name | }

. RBAC

snmp-agent usm-user v3 user-name user-role role-name [ remote ip-address [ vpn-instance
vpn-instance-name ] ] [ { cipher | simple } authentication-mode sha auth-password
[ privacy-mode aes128 priv-password ] ] acl acl-number ]

undo snmp-agent usm-user v3 user-name { local | engineid engineid-string | remote
ip-address [ vpn-instance vpn-instance-name ] }
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[BRE1ER]
SNMPv3
[#LE]

[RERFPAE]
network-admin
mdc-admin
[&#1]
user-name 1 32
group-name 1 32
user-role role-name role-name  1~63
remote ip-address IP NMS IP

SNMPv3 Inform snmp-agent remote IP

ID

vpn-instance vpn-instance-name Inform
MPLS L3VPN VPN 1 31

cipher 16
snmp-agent calculate-password

simple

authentication-mode MD5
MD5

. md>5 MD5

. sha SHA-1

auth-password

. FIPS
15 64

. 1-13

#*1-13 EXAIAIEF Lt R

VPN vpn-instance-name

SHA SHA

64 FIPS

INEE % 16 FHFIFXAPAIEERS K E 3E 16 FHHIRNBINIERBKE

md5 32 53

sha 40 57

privacy-mode

. aes128 AES Advanced Encryption Standard
. 3des 3DES Triple Data Encryption Standard
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. desb56

priv-password

64

DES Data Encryption Standard

1-14

#x1-14 BEXFHAMEELHELER

IEEE MEZEE 16 FEH R NAINIERRDKE i 16 FEHIARINAINIEZR RS K
aesl128 des56 32 53
md5
3des 64 73
aesl28 desb56 40 53
sha
3des 80 73
acl acl-number ACL acl-number 2000 2999
ACL ACL NMS ACL
NMS ACL ACL permit NMS
NMS NMS
local
engineid engineid-string ID
10 64 0 F SNMPv3
ID ID ID
engineid-string ID
[ERES
SNMPv3
SNMPv3 SNMP SNMPv3 SNMP
remote ip-address SNMP SNMP
SNMPv3
. VACM SNMP SNMP
SNMP
MIB
. RBAC SNMP user-role role-name
SNMP SNMP
rule RBAC SNMP v3 snmp-agent
usm-user v3 user-role 64
. VACM RBAC SNMP
. RBAC SNMP SNMPv3
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. NMS

. RBAC NMS Agent NMS MIB
/ VACM
MIB RBAC
[Z451]
VACM
# v3 testGroup testUser SHA-1
123456 TESTplat&!

<Sysname> system-view
[Sysname] snmp-agent group v3 testGroup authentication
[Sysname] snmp-agent usm-user v3 testUser testGroup simple authentication-mode sha

123456TESTplat&!
NMS SNMPv3 testUser SHA-1
123456 TESTplat&! MIB
# v3 testGroup testUser SHA-1
AES 123456 TESTauth&! 123456 TESTencr&!

<Sysname> system-view
[Sysname] snmp-agent group v3 testGroup privacy

[Sysname] snmp-agent usm-user v3 testUser testGroup simple authentication-mode sha
123456 TESTauth&! privacy-mode aesl128 123456TESTencré&!

NMS SNMPv3 testUser SHA-1
123456 TESTauth&! AES 123456 TESTencr&!
MIB
# v3  testGroup IP 10.1.1.1 SNMP SNMPv3
remoteUser SHA-1 AES
123456 TESTauth&! 123456 TESTencr&!

<Sysname> system-view
[Sysname] snmp-agent remote 10.1.1.1 engineid 123456789A
[Sysname] snmp-agent group v3 testGroup privacy

[Sysname] snmp-agent usm-user v3 remoteUser testGroup remote 10.1.1.1 simple
authentication-mode sha 123456TESTauth&! privacy-mode aesl128 123456TESTencr&!

RBAC
# SNMPv3 testUser network-operator
SHA-1 123456 TESTplat&!

<Sysname> system-view

[Sysname] snmp-agent usm-user v3 testUser user-role network-operator simple
authentication-mode sha 123456TESTplaté&!

NMS SNMPv3 testUser SHA-1
123456 TESTplat&! MIB

[HEXa<]
. display snmp-agent usm-user

e  snmp-agent group
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snmp-agent usm-user {vl|v2c }
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1 Sampler

1.1 SamplerfiiE @<
1.1.1 display sampler
display sampler

(4]

display sampler [ sampler-name ] [ slot slot-number ]
IRF

display sampler [ sampler-name ] [ chassis chassis-number slot slot-number ]

[#E ]

[RERFPAE]
network-admin
network-operator
mdc-admin
mdc-operator

[&#1]

sampler-name 1 31

slot slot-number slot-number

chassis chassis-number slot slot-number

chassis-number IRF slot-number
[ 254511
# 256

<Sysname> display sampler 256
Sampler name: 256
Mode: Fixed; Packet-interval: 8
# 256 1
<Sysname> display sampler 256 slot 1
Sampler name: 256
Mode: Fixed; Packet-interval: 8

# 256 1 1 IRF

<Sysname> display sampler 256 chassis 1 slot 1
Sampler name: 256
Mode: Fixed; Packet-interval: 8
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%1-1 display sampler &84 B R SRR

B

5

Sampler name

Mode

Fixed

Packet-interval

1.1.2 sampler

sampler

undo sampler

[a<]

sampler sampler-name mode fixed packet-interval rate

undo sampler sampler-name

[EREFR]

[#LE ]

[REFFAR]
network-admin
mdc-admin
[&%]
sampler-name 1 31

rate
8 256 2 8
2 10 1

[ERES]

[=5451]
# abc

<Sysname> system-view

[Sysname] sampler abc mode fixed packet-interval 8

1-2
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@ 15 AR
“ ” /

port link-mode route

“ ” “ ”

1.1 iwmRIGEES S
1.1.1 display mirroring-group

display mirroring-group
(<]

display mirroring-group { group-id | all | local | remote-destination | remote-source }
[ ]

[REFFAR]
network-admin
network-operator
mdc-admin
mdc-operator
[&%]
group-id
. Release 1135 1 4
. Release 1138P01 1 6
all
local
remote-destination

remote-source

[ERES

[24451]
#

<Sysname> display mirroring-group all
Mirroring group 1



Type: Local
Status: Active
Mirroring port:
FortyGigE1/0/1 Inbound
FortyGigE1/0/2 Both
Mirroring CPU:
Slot 1, 2, 3 Both
Slot 4 Inbound
Monitor port: FortyGigE1/0/3
Mirroring group 2:
Type: Remote source
Status: Incomplete
Mirroring port:
FortyGigE1/0/4 Both
Remote probe VLAN: 1900
Mirroring group 3:
Type: Remote destination
Status: Active
Monitor port: FortyGigE1/0/6
Remote probe VLAN: 1901

%<1-1 display mirroring-group f8 < R R {E 2R TR

FB fi

Bt

Mirroring group

o Local
Type
. Remote source
o Remote destination
Status o Active
* Incomplete
Sampler failed

Mirroring port

Mirroring CPU CPU

Monitor port

Reflector port

Remote probe VLAN VLAN

1.1.2 mirroring-group

mirroring-group

1-2



undo mirroring-group

(<]
mirroring-group group-id { local
sampler-name ]

remote-destination | remote-source } [ sampler

undo mirroring-group { group-id | all | local | remote-destination | remote-source }

[EREFHIR]

[#LE ]

[RERFPAE]
network-admin
mdc-admin
(%]
group-id
. Release 1135
. Release 1138P01
local
remote-destination
remote-source

sampler sampler-name

all

(RS

“ Sampler”
[=451]
# 1

<Sysname> system-view
[Sysname] mirroring-group 1 local

1.1.3 mirroring-group mirroring-cpu

mirroring-group mirroring-cpu
undo mirroring-group mirroring-cpu

[a4<]

sampler-name 1 31

CPU
CPU
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mirroring-group group-id mirroring-cpu slot slot-number-list { both | inbound | outbound }
undo mirroring-group group-id mirroring-cpu slot slot-number-list

IRF

mirroring-group group-id mirroring-cpu chassis chassis-number slot slot-number-list { both |
inbound | outbound }

undo mirroring-group group-id mirroring-cpu chassis chassis-number slot slot-number-list

[EREIFR]

CPU
[#RE]
[REAFAR]
network-admin
mdc-admin
[&#]
group-id
. Release 1135 1 4
. Release 1138P01 1 6
slot slot-number-list CPU slot-number-list
= { slot-number [ to slot-number ] }&<1-8> slot-number &<1-8>
8 to
chassis chassis-number slot slot-number-list CPU chassis-number
IRF slot-number-list slot-number-list
= { slot-number [ to slot-number ] }&<1-8> slot-number &<1-8>
8 to
IRF
both CPU
inbound CPU
outbound CPU
[ERES
CPU CPU
€D
# 1 CPU 1 CPU CPU

<Sysname> system-view
[Sysname] mirroring-group 1 local
[Sysname] mirroring-group 1 mirroring-cpu slot 1 both
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# 2 CPU 2 CPU

<Sysname> system-view
[Sysname] mirroring-group 2 remote-source
[Sysname] mirroring-group 2 mirroring-cpu slot 2 both

[(HEXmS

. mirroring-group
1.1.4 mirroring-group mirroring-port (interface view)

mirroring-group mirroring-port
undo mirroring-group mirroring-port
[4<]
mirroring-group group-id mirroring-port { both | inbound | outbound }
undo mirroring-group group-id mirroring-port

[ER&HR]

[#E]

[RERFAE]
network-admin
mdc-admin
[£%]
group-id
. Release 1135 1 4
. Release 1138P01 1 6
both
inbound

outbound

[ERES

. VLAN

[ 254511
# 1 FortyGigE1/0/1

<Sysname> system-view

CPU



[Sysname] mirroring-group 1 local

[Sysname] interface fortygige 1/0/1

[Sysname-FortyGigE1/0/1] mirroring-group 1 mirroring-port both
# 2 FortyGigE1/0/2

<Sysname> system-view

[Sysname] mirroring-group 2 remote-source

[Sysname] interface fortygige 1/0/2

[Sysname-FortyGigE1/0/2] mirroring-group 2 mirroring-port both

[(HEXH<]

. mirroring-group
1.1.5 mirroring-group mirroring-port (system view)

mirroring-group mirroring-port
undo mirroring-group mirroring-port
[a4<]
mirroring-group group-id mirroring-port interface-list { both | inbound | outbound }
undo mirroring-group group-id mirroring-port interface-list

[ER&HER]

[#LE ]

[REAFHE]

network-admin
mdc-admin
[&#]
group-id
. Release 1135 1 4
. Release 1138P01 1 6

interface-list interface-list = { interface-type
interface-number [ to interface-type interface-number ] }&<1-8> interface-type
interface-number &<1-8> 8 to

both
inbound

outbound
[FRES
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. VLAN

[=451]
# 1 FortyGigE1/0/1

<Sysname> system-view

[Sysname] mirroring-group 1 local

[Sysname] mirroring-group 1 mirroring-port fortygige 1/0/1 both
# 2 FortyGigE1/0/2

<Sysname> system-view

[Sysname] mirroring-group 2 remote-source

[Sysname] mirroring-group 2 mirroring-port fortygige 1/0/2 both

[HEXH<]

. mirroring-group
1.1.6 mirroring-group monitor-egress

mirroring-group monitor-egress
undo mirroring-group monitor-egress

[#4]

mirroring-group group-id monitor-egress interface-type interface-number

undo mirroring-group group-id monitor-egress interface-type interface-number

mirroring-group group-id monitor-egress
undo mirroring-group group-id monitor-egress

[ER&HR]

[#RE]
/
[(RERFPAE]
network-admin
mdc-admin
[£%]
group-id
. Release 1135 1 4
. Release 1138P01 1 6
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interface-type interface-number

[ERES

[24451]
# 1

<Sysname> system-view

[Sysname] mirroring-group 1 remote-source

interface-type interface-number

IGMP Snooping ARP MAC

FortyGigE1/0/1

[Sysname] mirroring-group 1 monitor-egress fortygige 1/0/1

# 2

<Sysname> system-view

[Sysname] mirroring-group 2 remote-source
[Sysname] interface fortygige 1/0/2

FortyGigE1/0/2

[Sysname-FortyGigE1/0/2] mirroring-group 2 monitor-egress

[(HEXw<L]

. mirroring-group
1.1.7 mirroring-group monitor-port (interface view)

mirroring-group monitor-port
undo mirroring-group monitor-port
(<]
mirroring-group group-id monitor-port
undo mirroring-group group-id monitor-port

[HREFEIRL]

[#iE ]
[REAFAE]
network-admin
mdc-admin
[&2%]
group-id group-id
. Release 1135 1 4
. Release 1138P01
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[241]
# 1 FortyGigE1/0/1

<Sysname> system-view

[Sysname] mirroring-group 1 local

[Sysname] interface fortygige 1/0/1
[Sysname-FortyGigE1/0/1] mirroring-group 1 monitor-port

# 2 FortyGigE1/0/2
<Sysname> system-view

[Sysname] mirroring-group 2 remote-destination

[Sysname] interface fortygige 1/0/2
[Sysname-FortyGigE1/0/2] mirroring-group 2 monitor-port

[(HEXH<]

. mirroring-group
1.1.8 mirroring-group monitor-port (system view)

mirroring-group monitor-port
undo mirroring-group monitor-port
[#4]
mirroring-group group-id monitor-port interface-type interface-number

undo mirroring-group group-id monitor-port interface-type interface-number

[ER&HR]

[#RE]
[REFFAR]
network-admin
mdc-admin
[£%]
group-id
. Release 1135 1 4
. Release 1138P01 1 6
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interface-type interface-number interface-type interface-number

[ERES

[2410]
# 1 FortyGigE1/0/1

<Sysname> system-view
[Sysname] mirroring-group 1 local
[Sysname] mirroring-group 1 monitor-port fortygige 1/0/1

# 2 FortyGigE1/0/2

<Sysname> system-view
[Sysname] mirroring-group 2 remote-destination
[Sysname] mirroring-group 2 monitor-port fortygige 1/0/2

[(HEXH<]

. mirroring-group
1.1.9 mirroring-group reflector-port

mirroring-group reflector-port
undo mirroring-group reflector-port

[#4]

mirroring-group group-id reflector-port interface-type interface-number

undo mirroring-group group-id reflector-port interface-type interface-number

mirroring-group group-id reflector-port
undo mirroring-group group-id reflector-port

[ER&HIR]
[#LE ]

/
[(RERFAE]

network-admin

mdc-admin
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(&2

group-id

. Release 1135 1 4

. Release 1138P01 1 6

interface-type interface-number interface-type interface-number
[ERES
[=41]

# 1 FortyGigE1/0/1

<Sysname> system-view

[Sysname] mirroring-group 1 remote-source

[Sysname] mirroring-group 1 reflector-port fortygige 1/0/1

This operation may delete all settings made on the interface. Continue? [Y/N]: vy
# 2 FortyGigE1/0/2

<Sysname> system-view

[Sysname] mirroring-group 2 remote-source

[Sysname] interface fortygige 1/0/2

[Sysname-FortyGigE1/0/2] mirroring-group 2 reflector-port

This operation may delete all settings made on the interface. Continue? [Y/N]: vy

[(HEX®<]

. mirroring-group

1.1.10 mirroring-group remote-probe vlan

mirroring-group remote-probe vian VLAN
undo mirroring-group remote-probe vian VLAN
(<]

mirroring-group group-id remote-probe vlan vian-id
undo mirroring-group group-id remote-probe vlan rvlan-id
[EREER]
VLAN
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[#LE ]

[RERFAE]

network-admin

mdc-admin
[&#1]
group-id VLAN

. Release 1135 1 4
. Release 1138P01 1 6
vlan-id VLAN
[ERES
VLAN
VLAN
VLAN
. VLAN VLAN VLAN
. VLAN
. VLAN VLAN VLAN
VLAN
. VLAN VLAN VLAN VLAN
(5451

# 1 VLAN VLAN 10
<Sysname> system-view

[Sysname] mirroring-group 1 remote-source

[Sysname] mirroring-group 1 remote-probe vlan 10

# 2 VLAN  VLAN 20
<Sysname> system-view

[Sysname] mirroring-group 2 remote-destination

[Sysname] mirroring-group 2 remote-probe vlan 20

[(HEXH<]

. mirroring-group
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@ 15 AR
“ ” /

port link-mode route

“ ” “

2.1 REGOLEDS
2.1.1 mirror-to

mirror-to

undo mirror-to

(#%]

mirror-to { cpu | interface interface-type interface-number }

undo mirror-to { cpu | interface interface-type interface-number }

[ER&HR]

(L]

(REMFAE]

network-admin

mdc-admin
[&#1]
cpu CPU CPU

interface interface-type interface-number
interface-number

[ERES

(2611

# 1 CPU

<Sysname> system-view

[Sysname] traffic behavior 1
[Sysname-behavior-1] mirror-to cpu
# 1

FortyGigE1/0/1

CPU

interface-type



<Sysname> system-view

[Sysname] traffic behavior 1

[Sysname-behavior-1] mirror-to interface fortygige 1/0/1
# 1 VLAN 100
<Sysname> system-view

[Sysname] traffic behavior 1

[Sysname-behavior-1] mirror-to vlan 100

2-2



IR =i (o R T T T TP 1-1
L1 SEIOW  eeeeeeenen ettt et ettt e 1-1
111 dISPIAY SHIOW -+« v+ttt 1-1
112 STIOW @OBNE- -+« e ettt 1-2

1. 1.3 STIOW COIECELOL -+« vx v ereneneen ettt ettt e ettt ettt et ettt ettt et e ettt et e e e e ne 1-3
1.1 STIOW COUNLET INEEIVAL - ++ -+« cvevnrmrnenenene ettt et et ettt et e et et e ettt e e e et e e e eaeee e 1-4
1.1.5 STIOW COUNTET COIBGLOE «++«cxrnrrerrenenenettt ettt e e et ettt e e e e et ettt e e e e et et e e aennas 1-4
1.1.6 STIOW IO COIECLON -+ -+ ex e eneeee ettt e e ettt ettt et e et et e ettt et e e e et e e e e e eaes 1-5
1.1.7 STIOW FlOW MIAX-REAUET -+ -+ v cvvnrmenen ettt ettt et e e et ae e 1-6
1.1.8 SHIOW SAMPIING-MOUE -+ -+ vveeeeeee ettt 1-6
1.1.9 SHIOW SAMPIING-TALE -+ -+ v veerree et 1-7
1110 SEIOWY SOUICE:+++rcxenerrenenenentt ettt et ettt et e et e et ettt e et ettt et et ettt et e e e e aenes 1-8



1 sFlow

1.1 sFlowFtEaS
1.1.1 display sflow

display sflow sFlow

display sflow
[#LE]

[REAFAE]

network-admin
network-operator
mdc-admin

mdc-operator
[=410]

# sFlow

<Sysname> display sflow

sFlow datagram version: 5

Global information:

Agent 1P: 10.10.10.1(CLI)

Source address: 10.0.0.1 2001::1
Collector information:

1D 1P Port Aging Size VPN-instance Description

1 22:2:20::10 6535 N/A 1400 netserver

2 192.168.3.5 6543 500 1400 Office

Port information:

Interface CID Interval(s) FID MaxHLen Rate Mode Status
FGE1/0/1 1 100 1 128 1000 Random Active
FGE1/0/2 2 100 2 128 1000 Random Active

#%1-1 display sflow ¥4 &~ EHIA R

FH ik
sFlow datagram version sFlow 5 5 sFlow
Global information sFlow

sFlow Agent IP
Agent IP e CLl P
e Auto IP
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FE Hhik
Source address sFlow
Collector information sFlow Collector
ID sFlow Collector
IP sFlow sFlow Collector [P
Port sFlow sFlow Collector
Aging sFlow Collector N/A sFlow Collector
Size sFlow sFlow
VPN-instance sFlow Collector VPN
Description sFlow Collector
Port information sFlow
Interface sFlow
cID Counter sFlow Agent sFlow sFlow Collector
sFlow Collector 0
Interval(s) Counter
FID Flow sFlow Agent sFlow sFlow Collector
sFlow Collector 0
MaxHLen
Rate Flow
Mode Flow Random
sFlow
Status e  Suspended down
e  Active up
1.1.2 sflow agent
sflow agent sFlow Agent IP
undo sflow agent
(<]
sflow agent ip ip-address
undo sflow agent ip
[EREFR]
sFlow Agent IP sFlow Agent IP
IPv4 sFlow Agent IP IP



[#LE ]

[REFFAR]
network-admin
mdc-admin
[&#1]
ip ip-address sFlow Agent  IPv4
(RS
. sFlow Agent IP
. sFlow Agent IP IP
[241]
# sFlow Agent IP 10.10.10.1

<Sysname> system-view
[Sysname] sflow agent ip 10.10.10.1

1.1.3 sflow collector

sflow collector sFlow Collector
undo sflow collector sFlow Collector
[44]

sflow collector collector-id [ vpn-instance vpn-instance-name ] ip ip-address [ port port-number ]
[ datagram-size size ] [ time-out seconds ][ description text ]

undo sflow collector collector-id
[ERE1ER]
sFlow Collector
[#R[E]

[REAFAR]
network-admin
mdc-admin
[&#1]
collector-id sFlow Collector 1 10

vpn-instance vpn-instance-name sFlow Collector VPN 1 31
sFlow Collector VPN

ip ip-address sFlow Collector  1Pv4

description text sFlow Collector sFlow Collector “ CLI
Collector”
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datagram-size size sFlow sFlow 200 3000

1400
port port-number sFlow Collector 1 65535 6343
time-out seconds sFlow Collector 1 2147483647
Collector Collector
Collector
[=41]
# 2  Collector IP 3331 “ netserver”
1200 sFlow 1000

<Sysname> system-view

[Sysname] sflow collector 2 ip 3.3.3.1 description netserver time-out 1200 datagram-size
1000

1.1.4 sflow counter interval

sflow counter interval Counter Counter
undo sflow counter interval

(541
sflow counter interval interval-time
undo sflow counter interval

[Br&1ER]
Counter

(L& ]

[(REAFPAE]
network-admin
mdc-admin
[(&2%]
interval-time Counter 2 86400
[=451]
# FortyGigE1/0/1 Counter 120 Counter

<Sysname> system-view
[Sysname] interface fortygige 1/0/1
[Sysname-FortyGigE1/0/1] sflow counter interval 120

1.1.5 sflow counter collector

sflow counter collector Counter sFlow Agent sFlow
sFlow Collector

undo sflow counter collector
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[%4]
sflow counter collector collector-id

undo sflow counter collector
[EREFR]

Counter sFlow Collector sFlow Collector
[#RE]

[REFAFBE]

network-admin

mdc-admin
[&#1]

collector-id sFlow Collector 1 10
[=41]

# FortyGigE1/0/1 Counter sFlow Agent sFlow sFlow
Collector 2

<Sysname> system-view

[Sysname] interface fortygige 1/0/1

[Sysname-FortyGigE1/0/1] sflow counter collector 2

1.1.6 sflow flow collector

sflow flow collector Flow sFlow Agent sFlow sFlow
Collector

undo sflow flow collector
[44]
sflow flow collector collector-id

undo sflow flow collector
[ERETER]

Flow sFlow Collector sFlow Collector
[#RE]

(REMFBE]

network-admin
mdc-admin

[&%]

collector-id sFlow Collector 1 10
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[261]

# FortyGigE1/0/1 Flow sFlow Agent
2

<Sysname> system-view
[Sysname] interface fortygige 1/0/1
[Sysname-FortyGigE1/0/1] sflow flow collector 2

1.1.7 sflow flow max-header

sflow flow max-header

undo sflow flow max-header
[44]
sflow flow max-header length

undo sflow flow max-header
[BrE1ER]

128
[#LE]

[REFAFBE]

network-admin

mdc-admin
[(&%]

length
[AF#ES

(25411

# FortyGigE1/0/1
60
<Sysname> system-view
[Sysname] interface fortygige 1/0/1
[Sysname-FortyGigE1/0/1] sflow Flow max-header 60

1.1.8 sflow sampling-mode

sflow sampling-mode Flow

undo sflow sampling-mode

(<]
sflow sampling-mode { determine | random }
undo sflow sampling-mode
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[ER&ER]

random
[#iE ]
[REFAFAR]
network-admin
mdc-admin
[&%]
determine sflow sampling-rate rate
4000 1 4000
10 4010
sFlow determine
random sflow sampling-rate rate
rate rate
rate
4000 1 4000
8001 12000
4000
[=451]
#  FortyGigE1/0/1 Flow

<Sysname> system-view
[Sysname] interface fortygige 1/0/1

[Sysname-FortyGigE1/0/1] sflow sampling-mode determine

[(HEXH<]

. sflow sampling-rate

1.1.9 sflow sampling-rate

sflow sampling-rate Flow
Flow
undo sflow sampling-rate Flow
(<]

sflow sampling-rate rate

undo sflow sampling-rate
[EREER]
Flow
[#L[E]

rate

4001 8000

Flow



[REFAFBE]

network-admin

mdc-admin
[(&%]

rate Flow 1000 500000
[241]

#  FortyGigE1/0/1 Flow 4000

Flow

<Sysname> system-view
[Sysname] interface fortygige 1/0/1
[Sysname-FortyGige1/0/1] sflow sampling-rate 4000

[(HEXw<L]

. sflow sampling-mode
1.1.10 sflow source

sflow source sFlow IP

undo sflow source
[#4]
sflow source ip ip-address
undo sflow source ip
[EREER]
P sFlow IP
[#iE ]

[(RERFAE]

network-admin

mdc-admin
[&#1]

ip ip-address sFlow IPv4
[=41]

# sFlow IPv4 10.0.0.1

<Sysname> system-view
[Sysname] sflow source ip 10.0.0.1

4000
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1 EAA

@ 17t AR

Release 1138P01 EAA

1.1 EAAELE S
1.1.1 action cli

action cli

undo action
[4<]

action number cli command-line

undo action number
[EBR&TER]

CLI

[#LE ]

CLI
[RERFPAE]

network-admin

mdc-admin
[(&%]

number 0 231

cli command-line

current-configuration dis cu

[EMES

action
FortyGigE1/0/1 action
fortygige 1/0/1 action 3 cli shutdown

action

display

action cli
action CLl
action 1 cli system-view action 2 cli interface

commit



[ 254511
# CLI test

<Sysname> system-view

[Sysname] rtm cli-policy test

test FortyGigE1/0/1

[Sysname-rtm-test] action 1 cli system-view
[Sysname-rtm-test] action 2 cli interface fortygige 1/0/1
[Sysname-rtm-test] action 3 cli shutdown

1.1.2 action reboot

action reboot

undo action

[a4<]

action number reboot [ slot slot-number ]

undo action number
IRF

action number reboot [ chassis chassis-number [ slot slot-number ] ]

undo action number

[EREI1FR]

(#LE ]
cLl
[(REAFAE]

network-admin

mdc-admin
[£#]
number

chassis chassis-number
IRF

slot slot-number
[ERES

action reboot

cli

action

0 231
IRF

action cli command-line
action reboot

commit

1-2

reboot
action



[ 254511
# CLI test test

<Sysname> system-view

[Sysname] rtm cli-policy test

[Sysname-rtm-test] action 3 reboot

# CLl test test 1 IRF
<Sysname> system-view

[Sysname] rtm cli-policy test

[Sysname-rtm-test] action 3 reboot chassis 1

1.1.3 action switchover

action switchover

undo action
[#4£]
action number switchover

undo action number

[EREHR]

(HLE ]
cLl
[(REAFAE]

network-admin

mdc-admin
[(&#1]

number 0 231
(RS

commit
action

(254511
# CLI test test

<Sysname> system-view
[Sysname] rtm cli-policy test
[Sysname-rtm-test] action 3 switchover

1.1.4 action syslog

action syslog
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undo action

(9]

action number syslog priority priority facility local-number msg msg-body

undo action number

[EREHR]

[#E]
CLlI
[REAFAE]
network-admin
mdc-admin
[&2%]
number 0 231
priority priority
facility local-number

msg msg-body
[ERES

action
[ =551

# CLl
hello

test test

<Sysname> system-view

[Sysname] rtm cli-policy test

0 7

local0 local7

commit

[Sysname-rtm-test] action 3 syslog priority 7 facility local3 msg hello

1.1.5 commit

commit
(<]
commit
[ERETER]
CLlI

CLI

1-4
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(4]

CLI
[REAFPAE]
network-admin
mdc-admin
[EAES
CLI commit
[=5451]
# CLI test
<Sysname> system-view
[Sysname] rtm cli-policy test
[Sysname-rtm-test] commit
1.1.6 display rtm environment
display rtm environment EAA
[<]
display rtm environment [ var-name |
[#RE]
[REAFPAE]
network-admin
mdc-admin
[£%]
var-name 1 63
[=451]
# EAA
<Sysname> display rtm environment
Name Value
config_cmd interface m1/0/1
save_cmd save main force
show_run_cmd display current-configuration
#1-1 display rtm environment #5415 Bk
FEFER A
30 30
Name . . .
display current-configuration
30 30 display

Value . .
current-configuration
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1.1.7 display rtm policy

display rtm policy
[4<]

display rtm policy { active | registered [ verbose ] } [ policy-name ]
[#E ]

[REAFAR]
network-admin
mdc-admin

[&#1]
active
registered

policy-name policy-name

verbose
[FRES

display current-configuration CLI display
this CLI

[=451]
#
<Sysname> display rtm policy active

JID Type Event TimeActive PolicyName
507 TCL INTERFACE Aug 29 14:55:55 2013 test

#

<Sysname> display rtm policy registered
Total number: 1

Type Event TimeRegistered PolicyName
CcL1 Aug 29 14:54:50 2013 test
#

<Sysname> display rtm policy registered verbose
Total number: 1

Policy Name: test
Policy Type: CLI
Event Type:
TimeRegistered: Aug 29 14:54:50 2013
User-role: network-operator
network-admin



#<1-2 display rtm policy # < Z/~ME SRR

FEFER ik

JID ID display rtm policy active

PolicyName

Type

e TCL Tel

Policy Type
y 1yp . CL

Event CLI HOTPLUG INTERFACE PROCESS SNMP
Event Type SNMP_NOTIF SYSLOG TRACK event

TimeActive

PolicyName

TimeRegistered

Total number

User-role

1.1.8 eventcli

event cli
undo event
[44]

event cli { async [ skip ]| sync } mode { execute | help | tab } pattern regular-exp
undo event

[HREFR]

[#LE ]
CLI
[(RERFPAE]
network-admin
mdc-admin
[&%]
async [ skip ] skip cLI

event cli skip CLlI
event cli

sync CLI event cli
execute CLI

help “ CLI
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tab Tab Tab CLI

pattern regular-exp

“ " “ CLI"
[ERES
CLI
sync async [ skip]
event
commit
[25451]
# CLI test CLI dis inter brief

<Sysname>system-view

[Sysname] rtm cli-policy test

[Sysname-rmt-test] event cli async skip mode execute pattern dis inter brief

# CLI test CLI dis inter brief <Tab>
<Tab>

<Sysname> system-view

[Sysname] rtm cli-policy test

[Sysname-rmt-test] event cli async mode tab pattern dis inter brief

# CLI test CLI dis inter brief

<Sysname>system-view
[Sysname] rtm cli-policy test
[Sysname-rmt-test] event cli sync mode help pattern dis inter brief

1.1.9 event hotplug

event hotplug
undo event

(%]

event hotplug [ insert | remove ] slot slot-number

undo event

IRF

event hotplug [ insert | remove ] chassis chassis-number slot slot-number
undo event

[EREFHIR]
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(ENESD
CLI
[(REMFAE]

network-admin

mdc-admin
[5#]

insert

remove

slot slot-number

chassis chassis-number slot slot-number

IRF slot-number
(RS
/
commit
[=41]
# CLI test

<Sysname> system-view

[Sysname] rtm cli-policy test
[Sysname-rtm-test] event hotplug slot 2
# CLI test

<Sysname> system-view
[Sysname] rtm cli-policy test

insert

remove

insert remove

IRF
IRF

event

[Sysname-rtm-test] event hotplug chassis 1 slot 2

1.1.10 event interface

event interface

undo event

(4]

chassis-number

IRF

event interface interface-type interface-number monitor-obj monitor-obj start-op start-op
start-val start-val restart-op restart-op restart-val restart-val [ interval interval ]

undo event

[EREFR]
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(L& ]
cLl
[(REAFAE]

network-admin
mdc-admin
[&%]

interface-type interface-number

monitor-obj monitor-obj _ 13

start-op start-op 1-4

start-val start-val 0 4294967295

13

restart-op restart-op _ 14

restart-val restart-val 0 4294967295
_ 13

interval interval 1 4294967295

300

#*1-3 EEXR AR

ESEord aX

input-drops

input-errors

output-drops

output-errors

rcv-bps /

rcv-broadcasts

rcv-pps /
tx-bps /
tX-pps /

T1-4 EEBURIEFTIRAA

EEBHRAERT aX
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EEBHRIERT aX

ne

[fEMES

1)

(2) start-op start-op start-val start-val
3) restart-op restart-op restart-val restart-val

(4) start-op start-op start-val start-val

)
event
commit

[261]

# CLI test 60 FortyGigE1/0/1
1000 test 50

<Sysname> system-view
[Sysname] rtm cli-policy test

[Sysname-rtm-test] event interface fortygige 1/0/1 monitor-obj input-errors start-op gt
start-val 1000 restart-op It restart-val 50 interval 60

1.1.11 event process

event process

undo event

(4]

event process { exception | restart | shutdown | start } [ name process-name [ instance
instance-id ] ] [ slot slot-number ]

undo event

IRF

event process { exception | restart | shutdown | start } [ name process-name [ instance
instance-id ] ] [ chassis chassis-number [ slot slot-number ] ]

undo event

[EREFIR]
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[#LE ]
CLlI
[REAFAE]
network-admin
mdc-admin
[&%]
exception
restart
shutdown
start

name process-name

instance instance-id

chassis chassis-number
IRF

slot slot-number
[ERES

commit
[=5451]
# CLI test

<Sysname>system-view

CLI
CLI
CLI
CLI

IRF

event

snmpd

[Sysname] rtm cli-policy test

[Sysname-rtm-test] event process restart name snmpd

1.1.12 event snmp oid

event snmp oid
undo event

[#4]

event snmp oid oid monitor-obj { get | next } start-op start-op start-val start-val restart-op

SNMP

restart-op restart-val restart-val [ interval interval |

undo event
[Br&1ER])
SNMP

1-12
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(ENESD
CLI
[(REMFAE]

network-admin

mdc-admin
[5#]
oid oid MIB oID 1 256

monitor-obj { get | next } SNMP get SNMP Get
SNMP Get Next

start-op start-op 1-4
start-val SNMP

1 512
XXX XXX

restart-op op 1-4
restart-val SNMP

1 512
XXX XXX

interval interval 1 4294967295
300
[ERES
SNMP
(1)
(2) interval interval OID

start-op start-op start-val start-val
SNMP

3) restart-op restart-op restart-val restart-val

(4) MIB start-op start-op start-val start-val

(5)
event
commit

[261]

# CLl test 5 MIB 1.3.6.49.942.1.21.6.4
1 2

<Sysname> system-view
[Sysname] rtm cli-policy test

1-13
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[Sysname-rtm-test] event snmp oid 1.3.6.4.9.9.42.1.2.1.6.4 monitor-obj get start-op eq
start-val 1 restart-op eq restart-val 2 interval 5

1.1.13 event snmp-notification

event snmp-notification

undo event

(4]

event snmp-notification oid oid oid-val oid-val op op [ drop ]

undo event
[ERE1ER]
SNMP Trap
[#LE ]
CLI
[REAFAE]

network-admin

mdc-admin
[(&2%]

oid oid Trap

oid-val oid-val Trap

op op
drop

[EMES

oid-val op op

commit

(2611

# CLI test
Trap

<Sysname> system-view

SNMP Trap

[Sysname] rtm cli-policy test

MIB oIb 1 256
MIB SNMP
1 512
XXX XXX
1-4
Trap
Trap  Trap MIB oid oid-val
event
SNMP Trap Trap admin
MIB OID 1.3.6.1.4.1.25506.2.2.1.1.2.1.0

[Sysname-rtm-test] event snmp-notification oid 1.3.6.1.4.1.25506.2.2.1.1.2.1.0 oid-val

admin op eq drop
1.1.14 event syslog

event syslog

1-14



undo event

[#]

event syslog priority priority msg msg occurs times period period

undo event

[EREFHIRL]

(L& ]
CLlI
[REAFAE]
network-admin
mdc-admin
[&%]
priority priority
level

msg msg
H3C

”

occurs times period period
times 1 32 period

[1EMES

RTM

commit
(2545101

# CLI test
5

<Sysname> system-view
[Sysname] rtm cli-policy test

0 7 all
3 0 3 all
1 255
period times
1 4294967295
event
3 down

[Sysname-rtm-test] event syslog priority 3 msg down occurs 5 period 6

1.1.15 event track

event track Track
undo event
[#5]

event track track-list state negative [ suppress-time suppress-time ]

undo event
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[ER&1HR]

Track

[#LE ]

CLl
[RERFPRE]

network-admin

mdc-admin
[&#1]

state negative Track Track positive negative

track-list Track Track track-list = { track-entry-number [ to

track-entry-number ] }&<1-16> track-entry-number  Track 1 1024

&<1-16> 16

suppress-time suppress-time 1 4294967295 0
[ERES

Track positive negative
Track positive Track negative
positive negative
positive negative
Track Track BGP
peerignhore BGP
BGP BGP
event

commit
(=411

#  Track test Track 1 8 negative BGP

180

<Sysname>system-view
[Sysname] rtm cli-policy test

[Sysname-rtm-test] event track 1 to 8 state negative suppress-time 180

[Sysname-rtm-test] action 0 cli system-view

[Sysname-rtm-test] action 1 cli bgp 100

[Sysname-rtm-test] action 2 cli peer 10.1.1.1 ignore

1.1.16 rtm cli-policy

rtm cli-policy CLlI
CLI

undo rtm cli-policy

CLI CLI

CLI
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[%%]
rtm cli-policy policy-name
undo rtm cli-policy policy-name
[ER&1HIR]
CLI
[#LE]

[REFAFBE]

network-admin

mdc-admin
[&#1]
policy-name CLI 1 63
(RS
CLI CLI

CLI commit
CLI

CLI

Tl CLI

[ =541
# CLI test CLI

<Sysname> system-view
[Sysname] rtm cli-policy test

(XS]

o commit
1.1.17 rtm environment

rtm environment

undo rtm environment
[%4]
rtm environment var-name var-value

undo rtm environment var-name
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[RE1FR]

_ 15
*=1-5 AT EMLE
ES G REBIAE LT 2R AR DU
CLI _cmd
SYSLOG _syslog_pattern
HOTPLUG _Slot
INTERFACE _ifname
_oid SNMP OID
SNMP
_oid_value OID
SNMP TRAP _oid SNMP Trap OID
PROCESS _process_name
_event_id ID
_event_type
_event_type_string
_event_time
_event_severity
[#RE]
[RERFPAE]
network-admin
mdc-admin
(%]
var-name 1 63
var-value
[ERES
“ g "
“ g "
[=41]
# interface

<Sysname> system-view

[Sysname] rtm environment if interface
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1.1.18 rtm scheduler suspend

rtm scheduler suspend CLlI Tcl

undo rtm scheduler suspend
[4<]

rtm scheduler suspend

undo rtm scheduler suspend
[#RE ]

[RERFPAE]
network-admin
mdc-admin
(RS
active
(25451 ]
#

<Sysname> system-view
[Sysname] rtm scheduler suspend

1.1.19 rtm tcl-policy

rtm tcl-policy Tcl Tcl
undo rtm tcl-policy Tcl
[4<]
rtm tcl-policy policy-name tcl-filename
undo rtm tcl-policy policy-name
[EREER]
Tcl
[#iE ]

[REFFAR]
network-admin
mdc-admin
[£%]
policy-name Tcl 1 63

tcl-filename Tcl “tel”

Flash
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(ERES

Tcl
Tcl
Tcl
Tcl
policy-name
(25451 ]
# Tcl

<Sysname> system-view

[Sysname] rtm tcl-policy test test.tcl

1.1.20 running-time

running-time
undo running-time
[%4]
running-time time
undo running-time
[ER&1ER]
CLlI
[#LE ]
CLI
[(RERFPRE]

network-admin
mdc-admin

[(2#1]
time CLI

[ERES

Tcl
tcl-filename
Tcl
Tcl
Tcl Tcl
Tcl
test test.tcl
CLI
20

0 31536000

event

1-20
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Tcl

Tcl
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[ 254511
# CLI test 60

<Sysname> system-view
[Sysname] rtm cli-policy test
[Sysname-rtm-test] running-time 60

1.1.21 user-role

user-role CLI
undo user-role
[4<]
user-role role-name
undo user-role role-name
[ERETER]
CLI
[#LE ]
CLI
[REAFARE]
network-admin
mdc-admin
[&#1]
role-name 1 63

[ERES

A B A B

“ ” “ R BAC"

64
commit

(25411

# CLI test network-admin
<Sysname> system-view

[Sysname] rtm cli-policy test

[Sysname-rtm-test] user-role network-admin
[Sysname-rtm-test] user-role admin
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1 NQA
1.1 NQAZ FinfLEMmS
1.1.1 advantage-factor

advantage-factor

undo advantage-factor
(<]

advantage-factor factor

undo advantage-factor

[ER&HIR]

[#RE]
Voice
[(RERAFPAE]

network-admin

mdc-admin
[&#1]

factor MOS ICPIF
(RS

ICPIF

[ 254511
#  Voice MOS

<Sysname> system-view
[Sysname] nga entry admin test
[Sysname-nga-admin-test] type voice

MOS

ICPIF

ICPIF

[Sysname-nga-admin-test-voice] advantage-factor 10

1.1.2 codec-type

codec-type
undo codec-type
(<]

codec-type {g711la|g711u | g729a}

ICPIF

10

MOS

advantage-factor



undo codec-type

[ER&E1ER]
G.711 A

[#LE ]

Voice
[RERFAE]

network-admin

mdc-admin
[&#1]

g7lla G.711 A

g71lu G.711 p

g729a G.729A
[=41]

#  Voice G.729 A
<Sysname> system-view

[Sysname] nga entry admin test
[Sysname-nga-admin-test] type voice

[Sysname-nga-admin-test-voice] codec-type g729a

1.1.3 community read

@ 15t AR

Release 1138P01

community read SNMP

undo community read

(<]
community read { cipher | simple } community-name
undo community read

[ER&HR]

SNMP public
[ ]

SNMP
[(RERFAE]

network-admin

mdc-admin



(%]
cipher
simple

community-name

[EMES

SNMP Agent
SNMP

SNMPv3

[2451]
# SNMP

<Sysname> system-view

SNMPv1

SNMP agent

[Sysname] nga entry admin test
[Sysname-nga-admin-test] type snmp

33 73

“ SNMP”

readaccess

SNMPv2c
SNMP Agent

1 32
SNMP agent
SNMP Agent SNMPv3
SNMP

[Sysname-nga-admin-test-snmp] community read simple readaccess

1.1.4 data-fill

data-fill

undo data-fill
(<]

data-fill string

undo data-fill

[EREFR]

[#LE ]
ICMP-echo/UDP-echo
Path-jitter/UDP-jitter/Voice
ICMP/TCP/UDP NQA

(REMFBE]

network-admin

mdc-admin
[&%]

string
[(ERES

00010203040506070809

1 200



(2611

1.15

“ abcd” 3
6 “ adcdab”
o ICMP-echo ICMP Echo
. UDP-echo UDP 5
. UDP-jitter UDP 68
. \oice ubDP 16
. Path-jitter ICMP ICMP
ICMP
# ICMP-echo abcd

<Sysname> system-view

[Sysname] nga entry admin test
[Sysname-nga-admin-test] type icmp-echo
[Sysname-nga-admin-test-icmp-echo] data-fill abcd
# TCP NQA

<Sysname> system-view

[Sysname] nga template tcp tcptplt
[Sysname-ngatplt-tcp-tcptplt] data-fill abcd

data-size

data-size

undo data-size

(4]

data-size size

undo data-size

[EREHR]

1-1
F1-1 FRUIRCPRAERR AR X PIREE

abcd

abc”

MK AR YRRD AR

REE (F1)

ICMP-echo

100

UDP-echo

100

UDP-jitter

100

UDP-tracert

100
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MK AR YRAg AR BREE (FH
Path-jitter - 100
Voice G.711 A 172
Voice G.711 172
Voice G.729 A 32
[#E]

ICMP-echo/UDP-echo
UDP-tracert
Path-jitter/UDP-jitter/Voice

ICMP/UDP NQA
[BREFAFARE]
network-admin
mdc-admin
(5%
size ICMP-echo UDP-echo UDP-tracert
20 65507 UDP-jitter Path-jitter 68 65507 Voice
16 65507
[(FAES
ICMP-echo  Path-jitter ICMP Echo

UDP-echo UDP-jitter UDP-tracert Voice

[ =541
# ICMP-echo 80

<Sysname> system-view

[Sysname] nga entry admin test
[Sysname-nga-admin-test] type icmp-echo
[Sysname-nga-admin-test-icmp-echo] data-size 80
# ICMP NQA ICMP-echo

<Sysname> system-view
[Sysname] nga template icmp icmptplt
[Sysname-ngatplt-icmp-icmptplt] data-size 80

1.1.6 description

description
undo description

1-5
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(4]
description text
undo description

[ER&E1ER]

[#LE ]

NQA

[RREFAFARE]
network-admin
mdc-admin

[&#]
text 1 200
[ 25411

# ICMP-echo icmp-probe
<Sysname> system-view

[Sysname] nga entry admin test

[Sysname-nga-admin-test] type icmp-echo
[Sysname-nga-admin-test-icmp-echo] description icmp-probe
# ICMP NQA icmp-probe
<Sysname> system-view

[Sysname] nga template icmp icmptplt
[Sysname-nqgatplt-icmp-icmptplt] description icmp-probe

1.1.7 destination host

@ 17t AR

Release 1138P01

destination host

undo destination host
[#%]

destination host host-name

undo destination host

[ER&1HER]
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[#LE ]
UDP-tracert
[REFFAE]
network-admin
mdc-admin
[&5#1]

host-name

63
[ 254511
# UDP-Tracert

<Sysname> system-view
[Sysname] nga entry admin test

[Sysname-nga-admin-test] type udp-tracert

[Sysname-nga-admin-test-udp-tracert] destination host www.test.com

1.1.8 destination ip

destination ip

undo destination ip
[4<]

destination ip ip-address

undo destination ip

[ER&HR]

[#LE]
ICMP-echo/TCP/UDP-echo
DHCP/DLSW/DNS/FTP/HTTP/SNMP
UDP-tracert
ICMP-jitter/Path-jitter/UDP-jitter/\Voice
DNS/ICMP/SSL/TCP/TCP Half Open/UDP
[(REFFAR]
network-admin
mdc-admin
[&%]
ip-address
[=451]
# ICMP-echo

NQA

P

www.test.com

10.1.11



<Sysname> system-view

[Sysname] nga entry admin test

[Sysname-nga-admin-test] type icmp-echo
[Sysname-nga-admin-test-icmp-echo] destination ip 10.1.1.1

# ICMP NQA

<Sysname> system-view

P

[Sysname] nga template icmp icmptplt
[Sysname-ngatplt-icmp-icmptplt] destination ip 10.1.1.1

1.1.9 destination port

destination port

undo destination port

(4]

destination port port-number

undo destination port

[Br&1ER]
UDP-tracert

NQA
FTP 21
[#LE]
TCP/UDP-echo
UDP-tracert
UDP-jitter/Voice
DNS/SSL/TCP/UDP
[RERFPAE]
network-admin
mdc-admin
[&#1]
port-number
[241]
# UDP-echo

<Sysname> system-view

33434

DNS 53

NQA

1 65535

9000

[Sysname] nga entry admin test

[Sysname-nga-admin-test] type udp-echo

[Sysname-nga-admin-test-udp-echo] destination port 9000

# TCP NQA

<Sysname> system-view

10.1.1.1

HTTP 80 HTTPS 443

9000

[Sysname] nga template tcp tcptplt
[Sysname-nqgatplt-tcp-tcptplt] destination port 9000
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1.1.10 display nga history

display nqa history NQA
[4<]

display nqa history [ admin-name operation-tag |
[#E]
[RREAFARE]

network-admin
network-operator
mdc-admin

mdc-operator

[&%]
admin-name NQA 1 32 ‘o
operation-tag 1 32 ‘o
[ERES
display nga history ICMP-jitter Path-jitter UDP-jitter = Voice
ICMP-jitter Path-jitter UDP-jitter  Voice display nga
result NQA display nga statistics NQA
(54511
# administrator tracert UDP-tracert

<Sysname> display nga history administrator tracert
NQA entry (admin administrator, tag tracert) history records:

Index TTL Response Hop IP Status Time

1 2 328 4.1.1.1 Succeeded 2013-09-09 14:46:06.2
1 2 328 4.1.1.1 Succeeded 2013-09-09 14:46:05.2
1 2 328 4.1.1.1 Succeeded 2013-09-09 14:46:04.2
1 1 328 3.1.1.2 Succeeded 2013-09-09 14:46:03.2
1 1 328 3.1.1.1 Succeeded 2013-09-09 14:46:02.2
1 1 328 3.1.1.1 Succeeded 2013-09-09 14:46:01.2
# administrator test NQA

<Sysname> display nga history administrator test
NQA entry (admin administrator, tag test) history records:

Index Response Status Time

10 329 Succeeded 2011-04-29 20:54:26.5

9 344 Succeeded 2011-04-29 20:54:26.2
328 Succeeded 2011-04-29 20:54:25.8



7 328 Succeeded 2011-04-29 20:54:25.5
6 328 Succeeded 2011-04-29 20:54:25.1
5 328 Succeeded 2011-04-29 20:54:24.8
4 328 Succeeded 2011-04-29 20:54:24.5
3 328 Succeeded 2011-04-29 20:54:24.1
2 328 Succeeded 2011-04-29 20:54:23.8
1 328 Succeeded 2011-04-29 20:54:23.4
#<1-2 display nga history #84 R /RS EiiA R
FE iR
Index UDP-tracert
TTL TTL
R n
esponse 0
Hop IP IP
o Succeeded
Status o Unknown error
o Internal error
o Timeout
Time

1.1.11 display nga reaction counters

display nqa reaction counters

display nqa reaction counters [ admin-name operation-tag [ item-number ] ]

[#LE ]

[REFAFAE]

network-admin

network-operator

mdc-admin

mdc-operator
[&%]

admin-name NQA

operation-tag

1-10



item-number

item-number
[FRES
NQA
[ 25411
# NQA

admin

\Voice

ICPIF  MOS

test ICMP-echo

<Sysname> display nga reaction counters admin test

NQA entry (admin admin, tag test) reaction counters:

Index Checked Element Threshold Type Checked Num Over-threshold Num

1 probe-duration accumulate 12 4

2 probe-duration average - -

3 probe-duration consecutive 160 56

4 probe-fail accumulate 12 0

5 probe-fail consecutive 162 2

#<1-3 display nga reaction counters 4 B~ 15 2k
FE iR

Index

NQA

Checked Element

Threshold Type

Checked Num

Over-threshold Num

#1-4 display nga reaction counters %4 &7~ FE BUE A
(DHCP/DLSW/DNS/FTP/HTTP/ICMP-echo/SNMP/TCP/UDP-echo izt 28! )

EboEd F{E A EMEEEATEE Checked Num BX{& | Over-threshold Num EU{&
NQA
accumulate NQA NQA
probe-duration average - -
NQA
consecutive NQA NQA
accumulate NQA NQA NQA
probe-fail
consecutive NQA NQA NQA
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PO E F{E R BN ARSE Checked Num BY{& Over-threshold Num BU{&

#*1-5 display nga reaction counters 4 Z/RFEEE#IA (ICMP-jitter/UDP-jitter/Voice Jlix 3

7)
PO B{E R B ARTE Checked Num B{& Over-threshold Num BU{&

NQA

accumulate NQA NQA

RTT

average - - -
NQA

accumulate NQA NQA

jitter-DSljitter-SD

average - - -

NQA
OWD-DS/OWD-SD NQA NQA

packet-loss accumulate NQA NQA NQA

ICPIF/MOS
Voice

1.1.12 display nga result

display nqa result NQA
[4<]

display nqa result [ admin-name operation-tag ]
[#LE ]

[REFAFBE]

network-admin
network-operator
mdc-admin
mdc-operator

[&#1]
admin-name NQA 1 32 v

operation-tag 1 32 ‘o
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(ERES

[25451]
# NQA

<Sysname> display nga result admin test

admin

NQA entry (admin admin, tag test) test results:

Send operation times: 1

Square-Sum of round trip time: 1225
Last succeeded probe time: 2011-05-29 10:50:33.2

Extended results:
Packet loss ratio: 0%

Failures due to timeout: O

Failures due to disconnect: 0

Failures due to no connection:

Failures due to internal

Failures due to other errors: 0O

# NQA

<Sysname> display nga result admin test

error:

0

0

admin

test TCP

Receive response times: 1
Min/Max/Average round trip time: 35/35/35

NQA entry (admin admin, tag test) test results:

Send operation times: 10

test ICMP-jitter

Receive response times: 10

Min/Max/Average round trip time: 1/2/1

Square-Sum of round trip time: 13

Last packet received time: 2015-03-09 17:40:29.8

Extended results:
Packet loss ratio: 0%

Failures due to timeout: O

Failures due to internal

Failures due to other errors: 0O

error:

Packets out of sequence: O

Packets arrived late: O
ICMP-jitter results:
RTT number: 10
Min positive SD: O
Max positive SD: O
Positive SD number: O
Positive SD sum: O
Positive SD average: O
Positive SD square-sum:
Min negative SD: 1
Max negative SD: 1
Negative SD number: 1
Negative SD sum: 1
Negative SD average: 1
Negative SD square-sum:
One way results:

0

1

0

1-13

Min positive DS: O

Max positive DS: O

Positive
Positive
Positive
Positive

DS
DS
DS
DS

number: O
sum: O
average: 0O
square-sum: O

Min negative DS: 2

Max negative DS: 2

Negative
Negative
Negative
Negative

DS
DS
DS
DS

number: 1
sum: 2
average: 2
square-sum: 4



Max SD delay: 1

Min SD delay: 1

Number of SD delay: 1

Sum of SD delay: 1
Square-Sum of SD delay: 1

Max DS delay: 2

Min DS delay: 2

Number of DS delay: 1

Sum of DS delay: 2
Square-Sum of DS delay: 4

Lost packets for unknown reason: 0O

NQA admin test UDP-jitter

<Sysname> display nga result admin test

NQA entry (admin admin, tag test) test results:

#

Send operation times: 10 Receive response times: 10
Min/Max/Average round trip time: 15/46/26

Square-Sum of round trip time: 8103

Last packet received time: 2011-05-29 10:56:38.7

Extended results:

Packet loss ratio: 0%

Failures due to timeout: O
Failures due to internal error: O
Failures due to other errors: O
Packets out of sequence: O
Packets arrived late: O

UDP-jitter results:

RTT number: 10
Min positive SD: 8
Max positive SD: 18

Min positive DS: 8
Max positive DS: 8

Positive SD number: 5 Positive DS number: 2

Positive SD sum: 75 Positive DS sum: 32
Positive SD average: 15 Positive DS average: 16
Positive SD square-sum: 1189 Positive DS square-sum: 640
Min negative SD: 8 Min negative DS: 1
Max negative SD: 24 Max negative DS: 30
Negative SD number: 4 Negative DS number: 7
Negative SD sum: 56 Negative DS sum: 99
Negative SD average: 14 Negative DS average: 14

Negative SD square-sum: 946 Negative DS square-sum: 1495

One way results:

Max SD delay: 22

Min SD delay: 7

Number of SD delay: 10

Sum of SD delay: 125

Square-Sum of SD delay: 1805

SD lost packets: 0O

Lost packets for unknown reason: 0O

NQA admin test

Max DS delay: 23

Min DS delay: 7

Number of DS delay: 10

Sum of DS delay: 132
Square-Sum of DS delay: 1988
DS lost packets: 0O

\oice

<Sysname> display nga result admin test

NQA entry (admin admin, tag test) test results:

Send operation times: 1000 Receive response times: 0O

Min/Max/Average round trip time: 0/0/0
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Square-Sum of round trip time: O
Last packet received time: 0-00-00 00:00:00.0

Extended results:
Packet loss ratio: 100%
Failures due to timeout: 1000
Failures due to internal error: 0O
Failures due to other errors: O
Packets out of sequence: 0
Packets arrived late: O

Voice results:

RTT number: O

Min positive SD: O Min positive DS: O

Max positive SD: O Max positive DS: O
Positive SD number: O Positive DS number: O
Positive SD sum: O Positive DS sum: O
Positive SD average: O Positive DS average: O
Positive SD square-sum: O Positive DS square-sum: O
Min negative SD: O Min negative DS: O

Max negative SD: O Max negative DS: O
Negative SD number: O Negative DS number: O
Negative SD sum: O Negative DS sum: O
Negative SD average: O Negative DS average: O
Negative SD square-sum: O Negative DS square-sum: O

One way results:

Max SD delay: O Max DS delay: O

Min SD delay: O Min DS delay: O

Number of SD delay: O Number of DS delay: O

Sum of SD delay: O Sum of DS delay: O
Square-Sum of SD delay: O Square-Sum of DS delay: O
SD lost packets: 0 DS lost packets: 0O

Lost packets for unknown reason: 1000
Voice scores:
MOS value: 0.99 ICPIF value: 87

# NQA admin test Path-jitter

<Sysname> display nga result admin test
NQA entry (admin admin, tag test) test results:
Hop IP 192.168.40.210
Basic Results:
Send operation times: 10
Receive response times: 10
Min/Max/Average round trip time: 1/1/1
Square-Sum of round trip time: 10
Extended Results:
Packet loss ratio: 0%
Failures due to timeout: O
Failures due to internal error: O
Failures due to other errors: O
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Packets out of sequence: 0
Packets arrived late: O
Path-Jitter Results:
Jitter number: 9
Min/Max/Average jitter: 0/0/0
Positive jitter number: O
Min/Max/Average positive jitter: 0/0/0
Sum/Square-Sum positive jitter: 0/0
Negative jitter number: O
Min/Max/Average negative jitter: 0/0/0
Sum/Square-Sum negative jitter: 0/0
Hop IP 192.168.50.209
Basic Results:
Send operation times: 10
Receive response times: 10
Min/Max/Average round trip time: 1/1/1
Square-Sum of round trip time: 10
Extended Results:
Packet loss ratio: 0%
Failures due to timeout: O
Failures due to internal error: O
Failures due to other errors: O
Packets out of sequence: 0
Packets arrived late: O
Path-Jitter Results:
Jitter number: 9
Min/Max/Average jitter: 0/0/0
Positive jitter number: O
Min/Max/Average positive jitter: 0/0/0
Sum/Square-Sum positive jitter: 0/0
Negative jitter number: O
Min/Max/Average negative jitter: 0/0/0
Sum/Square-Sum negative jitter: 0/0

# NQA admin test UDP-tracert

<Sysname> display nga result admin test
NQA entry (admin admin, tag test) test results:
Send operation times: 6 Receive response times: 6
Min/Max/Average round trip time: 35/35/35
Square-Sum of round trip time: 1225
Last succeeded probe time: 2013-09-09 14:23:24.5
Extended results:
Packet loss ratio: 0%
Failures due to timeout: O
Failures due to internal error: O
Failures due to other errors: O
UDP-tracert results:
TTL Hop IP Time
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1 3.1.1.1
2 4.1.1.1

2013-09-09 14:23:24.5
2013-09-09 14:23:24.5

%<1-6 display nga result ip 4 R /R 15 24

FB

Data collecting in progress

Path jitter result is not available

Send operation times

Receive response times

Min/Max/Average round trip time

Square-Sum of round trip time

Last succeeded probe time

0 UDP-jitter Path-jitter

Voice

Last packet received time

UDP-jitter Voice

Packet loss ratio

Failures due to timeout

Failures due to disconnect

Failures due to no connection

Failures due to internal error

Failures due to other errors

Packets out of sequence

ICMP-jitter results

ICMP-jitter

ICMP-jitter

Packets arrived late

UDP-jitter results

UDP-jitter

UDP-jitter

Voice results

Voice

Voice

RTT number

Min positive SD

Min positive DS

Max positive SD

Max positive DS

Positive SD number

Positive DS number

Positive SD sum

Positive DS sum
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FE

Positive SD average

Positive DS average

Positive SD square-sum

Positive DS square-sum

Min negative SD

Min negative DS

Max negative SD

Max negative DS

Negative SD number

Negative DS number

Negative SD sum

Negative DS sum

Negative SD average

Negative DS average

Negative SD square-sum

Negative DS square-sum

One way results

ICMP-jitter UDP-Jitter

Voice

Max SD delay

Max DS delay

Min SD delay

Min DS delay

Number of SD delay

Number of DS delay

Sum of SD delay

Sum of DS delay

Square-Sum of SD delay

Square-Sum of DS delay

SD lost packets

DS lost packets

Lost packets for unknown reason

Voice scores

Voice

MOS value

MOS
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ICPIF value

ICPIF

Hop IP

IP Path-jitter

Path-jitter results

Path-jitter Path-jitter

Jitter number

Path-jitter

Min/Max/Average jitter

/ / Path-jitter

Positive jitter number

Path-jitter

Min/Max/Average positive jitter

/ / Path-jitter

Sum/Square-Sum positive jitter

/ Path-jitter

Negative jitter number

Path-jitter

Min/Max/Average negative jitter

/ / Path-jitter

Sum/Square-Sum negative jitter / Path-jitter

TTL TTL

Hop IP IP

Time

1.1.13 display nga statistics

display nqa statistics NQA
[4<]
display nqa statistics [ admin-name operation-tag ]

[#LE]

[REAFBE]

network-admin
network-operator
mdc-admin
mdc-operator

[&5%]
admin-name NQA 1 32

operation-tag 1 32 ‘o
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QEEEE

=13
~F

0
statistics interval
Voice ICPIF MOS
UDP-tracert
[ 254511
# NQA admin test TCP

<Sysname> display nga statistics admin test

NQA entry (admin admin, tag test) test statistics:

#

NO. - 1

Start time: 2007-01-01 09:30:20.0

Life time: 2 seconds

Send operation times: 1 Receive response times: 1
Min/Max/Average round trip time: 13/13/13

Square-Sum of round trip time: 169

Extended results:

Packet loss ratio: 0%

Failures due to timeout: O
Failures due to disconnect: 0O
Failures due to no connection: 0O
Failures due to internal error: O
Failures due to other errors: O

NQA admin test ICMP-jitter

<Sysname> display nga statistics admin test

NQA entry (admin admin, tag test) test statistics:

NO. - 1

Start time: 2015-03-09 17:42:10.7

Life time: 156 seconds

Send operation times: 1560 Receive response times: 1560
Min/Max/Average round trip time: 1/2/1

Square-Sum of round trip time: 1563

Extended results:

Packet loss ratio: 0%

Failures due to timeout: O
Failures due to internal error: 0O
Failures due to other errors: O
Packets out of sequence: 0
Packets arrived late: O

ICMP-jitter results:

RTT number: 1560
Min positive SD: 1 Min positive DS: 1
Max positive SD: 1 Max positive DS: 2
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Positive SD number: 18 Positive DS number: 46

Positive SD sum: 18 Positive DS sum: 49

Positive SD average: 1 Positive DS average: 1

Positive SD square-sum: 18 Positive DS square-sum: 55

Min negative SD: 1 Min negative DS: 1

Max negative SD: 1 Max negative DS: 2

Negative SD number: 24 Negative DS number: 57

Negative SD sum: 24 Negative DS sum: 58

Negative SD average: 1 Negative DS average: 1

Negative SD square-sum: 24 Negative DS square-sum: 60
One way results:

Max SD delay: 1 Max DS delay: 2

Min SD delay: 1 Min DS delay: 1

Number of SD delay: 4 Number of DS delay: 4

Sum of SD delay: 4 Sum of DS delay: 5

Square-Sum of SD delay: 4 Square-Sum of DS delay: 7

Lost packets for unknown reason: 0O
Reaction statistics:
Index Checked Element Threshold Type Checked Num Over-threshold Num

1 jitter-DS accumulate 1500 10
2 jitter-SD average - -
3 OWD-DS - 1560 2
4 OWD-SD - 1560 0
5 packet-loss accumulate 0 0
6 RTT accumulate 1560 0
# NQA admin test UDP-jitter

<Sysname> display nga statistics admin test
NQA entry (admin admin, tag test) test statistics:
NO. - 1
Start time: 2007-01-01 09:33:22.3
Life time: 23 seconds
Send operation times: 100 Receive response times: 100
Min/Max/Average round trip time: 1/11/5
Square-Sum of round trip time: 24360
Extended results:
Packet loss ratio: 0%
Failures due to timeout: O
Failures due to internal error: O
Failures due to other errors: O
Packets out of sequence: O
Packets arrived late: O
UDP-jitter results:
RTT number: 550

Min positive SD: 1 Min positive DS: 1

Max positive SD: 7 Max positive DS: 1
Positive SD number: 220 Positive DS number: 97
Positive SD sum: 283 Positive DS sum: 287
Positive SD average: 1 Positive DS average: 2

1-21



Positive SD square-sum: 709 Positive DS square-sum: 1937
Min negative SD: 2 Min negative DS: 1

Max negative SD: 10 Max negative DS: 1

Negative SD number: 81 Negative DS number: 94
Negative SD sum: 556 Negative DS sum: 191
Negative SD average: 6 Negative DS average: 2
Negative SD square-sum: 4292 Negative DS square-sum: 967

One way results:
Max SD delay: 5
Min SD delay: 1
Number of SD delay: 550
Sum of SD delay: 1475
Square-Sum of SD delay: 5407
SD lost packets: 0O
Lost packets for unknown reason: 0O

Max DS delay: 5

Min DS delay: 1

Number of DS delay: 550
Sum of DS delay: 1201
Square-Sum of DS delay:
DS lost packets: 0O

3959

Reaction statistics:

Index Checked Element Threshold Type Checked Num Over-threshold Num

1 jitter-DS accumulate 90 25
2 jitter-SD average - -
3 OWD-DS - 100 24
4 OWD-SD - 100 13
5 packet-loss accumulate 0 0
6 RTT accumulate 100 52
# NQA admin test  Voice

<Sysname> display nga statistics admin test
NQA entry (admin admin, tag test) test statistics:
NO. - 1
Start time: 2007-01-01 09:33:45.3
Life time: 120 seconds
Send operation times: 10 Receive response times: 10
Min/Max/Average round trip time: 1/12/7
Square-Sum of round trip time: 620
Extended results:
Packet loss ratio: 0%
Failures due to timeout: O
Failures due to internal error: 0O
Failures due to other errors: O
Packets out of sequence: 0
Packets arrived late: 0O
Voice results:
RTT number: 10
Min positive SD: 3 Min positive DS: 1

Max positive SD: 10 Max positive DS: 1

Positive SD number: 3 Positive DS number: 2
Positive SD sum: 18 Positive DS sum: 2
Positive SD average: 6 Positive DS average: 1

Positive SD square-sum: 134 Positive DS square-sum: 2

Min negative SD: 3 Min negative DS: 1
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Max negative SD: 9 Max negative DS: 1

Negative SD number: 4 Negative DS number: 2
Negative SD sum: 25 Negative DS sum: 2
Negative SD average: 6 Negative DS average: 1
Negative SD square-sum: 187 Negative DS square-sum: 2

One way results:

Max SD delay: O Max DS delay: O

Min SD delay: O Min DS delay: O

Number of SD delay: O Number of DS delay: O

Sum of SD delay: O Sum of DS delay: O
Square-Sum of SD delay: O Square-Sum of DS delay: O
SD lost packets: O DS lost packets: 0O

Lost packets for unknown reason: O
Voice scores:
Max MOS value: 4.40 Min MOS value: 4.40
Max ICPIF value: O Min ICPIF value: O
Reaction statistics:
Index Checked Element Threshold Type Checked Num Over-threshold Num
1 ICPIF - - -
2 MOS - - -
# NQA admin test Path-jitter
<Sysname> display nga statistics admin test
NQA entry (admin admin, tag test) test statistics:
NO. - 1
Path 1:
Hop IP 192.168.40.210
Basic Results:
Send operation times: 10
Receive response times: 10
Min/Max/Average round trip time: 1/1/1
Square-Sum of round trip time: 10
Extended Results:
Packet loss ratio: 0%
Failures due to timeout: O
Failures due to internal error: O
Failures due to other errors: 0O
Packets out of sequence: 0O
Packets arrived late: 0O
Path-Jitter Results:
Jitter number: 9
Min/Max/Average jitter: 0/0/0
Positive jitter number: O
Min/Max/Average positive jitter: 0/0/0
Sum/Square-Sum positive jitter: 0/0
Negative jitter number: O
Min/Max/Average negative jitter: 0/0/0
Sum/Square-Sum negative jitter: 0/0
Hop 1P 192.168.50.209

1-23



Basic Results:
Send operation times: 10
Receive response times: 10
Min/Max/Average round trip time: 1/1/1
Square-Sum of round trip time: 10
Extended Results:
Packet loss ratio: 0%
Failures due to timeout: O
Failures due to internal error: O
Failures due to other errors: O
Packets out of sequence: 0
Packets arrived late: 0O
Path-Jitter Results:
Jitter number: 9
Min/Max/Average jitter: 0/0/0
Positive jitter number: O
Min/Max/Average positive jitter: 0/0/0
Sum/Square-Sum positive jitter: 0/0
Negative jitter number: O
Min/Max/Average negative jitter: 0/0/0
Sum/Square-Sum negative jitter: 0/0

#%1-7 display nqa statistics 454 &R {5 Bk

No.

Start time

Life time

Send operation times

Receive response times

Min/Max/Average round trip time / /

Square-Sum of round trip time

Packet loss ratio

Failures due to timeout

Failures due to disconnect

Failures due to no connection

Failures due to internal error

Failures due to other errors

Packets out of sequence

Packets arrived late

ICMP-jitter results ICMP-jitter ICMP-jitter

UDP-jitter results UDP-jitter UDP-jitter
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Voice results

Voice

Voice

RTT number

Min positive SD

Min positive DS

Max positive SD

Max positive DS

Positive SD number

Positive DS number

Positive SD sum

Positive DS sum

Positive SD average

Positive DS average

Positive SD square-sum

Positive DS square-sum

Min negative SD

Min negative DS

Max negative SD

Max negative DS

Negative SD number

Negative DS number

Negative SD sum

Negative DS sum

Negative SD average

Negative DS average

Negative SD square-sum

Negative DS square-sum

One way results

ICMP-jitter UDP-Jitter

Voice

Max SD delay

Max DS delay

Min SD delay

Min DS delay

Number of SD delay
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FE

Number of DS delay

Sum of SD delay

Sum of DS delay

Square-Sum of SD delay

Square-Sum of DS delay

SD lost packets

DS lost packets

Lost packets for unknown reason

Voice scores

voice

Max MOS value

MOS

Min MOS value

MOS

Max ICPIF value

ICPIF

Min ICPIF value

ICPIF

Reaction statistics

Index

Checked Element

Threshold Type

Checked Num

Over-threshold Num

Path

Path-jitter

Path-jitter

Hop IP

IP

Path-jitter

Path-jitter results

Path-jitter

Path-jitter

Jitter number

Path-jitter

Min/Max/Average jitter

Path-jitter

Positive jitter number

Path-jitter

Min/Max/Average positive jitter

Path-jitter

Sum/Square-Sum positive jitter

/ Path-jitter

Negative jitter number

Path-jitter

Min/Max/Average negative jitter

Path-jitter

Sum/Square-Sum negative jitter

/ Path-jitter
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#<1-8 display nqa statistics 7% & /R E{E S Z I sEE % FE BUETEIA
(DHCP/DLSW/DNS/FTP/HTTP/ICMP-echo/SNMP/TCP/UDP-echo izt 28! )

EboEd R {EZEE g0 = e £ Checked Num BX{ | Over-threshold Num B{&
accumulate
probe-duration average
consecutive
accumulate
probe-fail
consecutive

#<1-9 display nga statistics <> & 7~ B = I 5EE X F Ex BUEHE 4 (ICMP-jitter/UDP-jitter/Voice

Mt 2EAY)
L POEd B {EZER BB ARSEE Checked Num EX{& | Over-threshold Num EU{&

accumulate

RTT
average - -
accumulate

jitter-DSljitter-SD
average - -

OWD-DS/OWD-SD

packet-loss accumulate

ICPIF/MOS

Voice

(CiEESECD |

. statistics interval

1.1.14 expect data

expect data

undo expect data
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[%4]
expect data expression [ offset number ]

undo expect data

[ER&HIR]

[#LE]
HTTP/HTTPS/TCP/UDP NQA
[(REAFAE]

network-admin

mdc-admin
[&%]
expression 1 200
offset number 0 1000

[ERES
NQA
. offset

. offset

HTTP/HTTPS NQA Content-Length
TCP NQA data-fill expect data

UDP NQA UDP 5
expect data 6
[=450]
# HTTP NQA welcome!

<Sysname> system-view
[Sysname] nga template http httptplt
[Sysname-ngatplt-http-httptplt] expect data welcome!

1.1.15 expectip

expect ip IP
undo expect ip
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(4]
expect ip ip-address

undo expect ip

[ER&1HIR]

[#RE]
DNS NQA
[(RERFAE]
network-admin
mdc-admin
[&#1]
ip-address DNS IP
(RS

DNS NQA P
DNS

(2411
# DNS NQA IP

<Sysname> system-view
[Sysname] nga template dns dnstplt
[Sysname-ngatplt-dns-dnstplt] expect ip 1.1.1.1

1.1.16 expect status

expect status

undo expect status
[<]
expect status status-list

undo expect status [ status-list ]

[EREHR]

(L&
HTTP/HTTPS
[REAFAE]

network-admin

mdc-admin
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(&2

status-list HTTP/HTTPS status-list
= { status-num1 [ to status-num2 ] }&<1-10> status-num 0 999 status-num2
status-numl &<1-10> 10
[ERES
HTTP/HTTPS NQA 3
(25451 ]
# HTTP NQA 200 300 400 500

<Sysname> system-view
[Sysname] nga template http httptplt
[Sysname-nqgatplt-http-httptplt] expect status 200 300 400 to 500

1.1.17 filename

filename FTP
undo filename
[44]
filename filename
undo filename
[ER&E1FR]
FTP
(¥R ]
FTP
FTP NQA
[RERFPAReE]
network-admin
mdc-admin
[£%#]
filename FTP 1 200
13 /”
(=451
# FTP FTP config.txt
<Sysname> system-view
[Sysname] nga entry admin test
[Sysname-nga-admin-test] type ftp
[Sysname-nga-admin-test-ftp] filename config.txt
# FTP NQA FTP config.txt

1-30



<Sysname> system-view
[Sysname] nga template ftp ftptplt

[Sysname-nqatplt-ftp-Fftptplt] filename config.txt

1.1.18 frequency

frequency
undo frequency
[4<]
frequency interval
undo frequency
[ERETER]
NQA Voice Path-jitter

NQA
[#LE]
ICMP-echo/TCP/UDP-echo
DHCP/DLSW/DNS/FTP/HTTP/SNMP
UDP-tracert
ICMP-jitter/Path-jitter/UDP-jitter/\Voice
NQA
[(RERFPAE]
network-admin
mdc-admin
(53]
interval
0

[ERES
nga schedule NQA
frequency
[=451]
# ICMP-echo
<Sysname> system-view

[Sysname] nga entry admin test
[Sysname-nga-admin-test] type icmp-echo

0

interval

[Sysname-nga-admin-test-icmp-echo] frequency 1000

# DNS NQA
<Sysname> system-view
[Sysname] nga template dns dnstplt

[Sysname-ngatplt-dns-dnstplt] frequency 1000
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1.1.19 history-record enable

history-record enable NQA
undo history-record enable NQA
[<]

history-record enable

undo history-record enable
[BRETER]

UDP-tracert

[#LE]
ICMP-echo/TCP/UDP-echo
DHCP/DLSW/DNS/FTP/HTTP/SNMP
UDP-tracert

[RREAFARE]

network-admin
mdc-admin
[ERES
NQA NQA
nga history
NQA

[=5451]
# ICMP-echo NQA

<Sysname> system-view

[Sysname] nga entry admin test

[Sysname-nga-admin-test] type icmp-echo
[Sysname-nga-admin-test-icmp-echo] history-record enable

[HHx®2]
. display nqa history

1.1.20 history-record keep-time

history-record keep-time NQA
undo history-record keep-time

[<]
history-record keep-time keep-time
undo history-record keep-time
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[EBRETER]
NQA 120
[#LE ]
ICMP-echo/TCP/UDP-echo
DHCP/DLSwW/DNS/FTP/HTTP/SNMP
UDP-tracert
[(RERFAE]

network-admin

mdc-admin
[&5#1]

keep-time
(RS

NQA

[=451]
# ICMP-echo NQA

<Sysname> system-view
[Sysname] nga entry admin test
[Sysname-nga-admin-test] type icmp-echo

[Sysname-nga-admin-test-icmp-echo] history-record keep-time 100

1.1.21 history-record number

history-record number

undo history-record number
(<]

history-record number number

undo history-record number

[ER&E1ER]

[#LE ]
ICMP-echo/TCP/UDP-echo
DHCP/DLSW/DNS/FTP/HTTP/SNMP
UDP-tracert

[REAFAE]

network-admin

mdc-admin

1 1440

50
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[&#1]
number

[EMES

[=5451]
# ICMP-echo

<Sysname> system-view

[Sysname] nga entry admin test

[Sysname-nga-admin-test] type icmp-echo
[Sysname-nga-admin-test-icmp-echo] history-record number 10

1.1.22 init-ttl

50

10

@ ks

Release 1138P01

init-ttl UDP-tracert
undo init-ttl

[4<]
init-ttl value
undo init-ttl
[ERETER]
UDP-tracert 1
[#LE ]
UDP-tracert
[REAFARE]
network-admin
mdc-admin
[&#1]
value UDP-tracert 1 255
(254511
#  UDP-tracert UDP-tracert

<Sysname> system-view

[Sysname] nga entry admin test
[Sysname-nga-admin-test] type udp-tracert
[Sysname-nga-admin-test-udp-tracert] init-ttl 5
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1.1.23 lIsr-path

Isr-path
undo Isr-path

(<]
Isr-path ip-address&<1-8>
undo Isr-path

[EREHR]

[#RE ]
Path-jitter
[REFFAR]

network-admin
mdc-admin
[&2%]
ip-address&<1-8> IP &<1-8> 8 IP

[ERES
NQA “

Path-jitter NQA tracert
ICMP “

[24451]
#  Path-jitter 10.1.1.20  10.1.2.10

<Sysname> system-view

[Sysname] nga entry admin test

[Sysname-nga-admin-test] type path-jitter

[Sysname-nga-admin-test- path-jitter] Isr-path 10.1.1.20 10.1.2.10

1.1.24 max-failure

@ 17t AR

Release 1138P01

max-failure UDP-tracert

undo max-failure
[#£]
max-failure times
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undo max-failure
[ER&E1ER]
UDP-tracert
[#LE ]
UDP-tracert
[(RERFAE]

network-admin
mdc-admin
[&%]
times UDP-tracert
UDP-tracert
[ERES
UDP-tracert
[=451]
#  UDP-tracert

<Sysname> system-view

[Sysname] nga entry admin test

0 255

UDP-tracert

[Sysname-nga-admin-test] type udp-tracert
[Sysname-nga-admin-test-udp-tracert] max-failure 20

1.1.25 mode

mode FTP
undo mode
(<]
mode { active | passive }
undo mode
[ER&E1HR]
FTP
(¥R ]
FTP
FTP NQA
[RERFPRE]

network-admin
mdc-admin

[&#]
active FTP
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passive FTP

[=41]
# FTP FTP

<Sysname> system-view

[Sysname] nga entry admin test
[Sysname-nga-admin-test] type ftp
[Sysname-nga-admin-test-ftp] mode passive
# FTP NQA

<Sysname> system-view

[Sysname] nga template ftp ftptplt
[Sysname-ngatplt-ftp-Fftptplt] mode passive

1.1.26 next-hop ip

?ﬁ?ﬁm

Release 1138P01

next-hop ip IP
undo next-hop ip
(<]
next-hop ip ip-address
undo next-hop ip

[EREFIRL]

[#RE]
ICMP-echo
ICMP/TCP Half Open NQA

(REMFAE]

network-admin

mdc-admin
[£%]

ip-address IP
(RS

[=54510]
# ICMP-echo IP
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<Syshame> system-view

[Sysname] nga entry admin test

[Sysname-nga-admin-test] type icmp-echo
[Sysname-nga-admin-test-icmp-echo] next-hop ip 10.1.1.1

1.1.27 no-fragment enable

= s

Release 1138P01

no-fragment enable UDP-tracert
undo no-fragment enable UDP-tracert
[4<]

no-fragment enable

undo no-fragment enable
[ERE1ER]

UDP-tracert
[#RE ]

UDP-tracert
[REAFARE]

network-admin

mdc-admin
[ERES

IP DF don't fragment
MTU

[2451]

#  UDP-tracert UDP-tracert

<Sysname> system-view

[Sysname] nga entry admin test

[Sysname-nga-admin-test] type udp-tracert
[Sysname-nga-admin-test-udp-tracert] no-fragment enable

1.1.28 nga

nga NQA NQA NQA
NQA

undo nqga NQA
[4<]

nga entry admin-name operation-tag
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undo nqga { all | entry admin-name operation-tag }
[ER&HIR]
NQA
[#L[E]

[REFAFAE]

network-admin

mdc-admin
[£%]
admin-name NQA 1 32

operation-tag 1 32

all NQA
[=41]
# admin test NQA

<Sysname> system-view
[Sysname] nga entry admin test
[Sysname-nga-admin-test]

1.1.29 nga agent enable

nga agent enable NQA
undo nga agent enable NQA
[<]

nga agent enable
undo nga agent enable

[Br&1ER]
NQA
[#LE 1]

[REFFAR]
network-admin
mdc-admin

[=451]

# NQA

<Sysname> system-view
[Sysname] nga agent enable
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[(HEXH<]

. nga server enable

1.1.30 nga schedule

nga schedule

undo nqga schedule

[4<]

nga schedule admin-name operation-tag start-time { hh:mm:ss [ yyyy/mm/dd | mm/dd/yyyy ] |
now } lifetime { lifetime | forever } [ recurring ]

undo nga schedule admin-name operation-tag

[EREEIL]
NQA
[#LE]

[REFAFHE]

network-admin
mdc-admin
[2#]1]

admin-name NQA

operation-tag

start-time
hh:mm:ss
yyyy/mm/dd
mm/dd/yyyy
now
lifetime
lifetime
forever

recurring

[ERES

display clock

1 2147483647
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lifetime
[ 25411

# admin test 2008 8 8
08:08:08 1000

<Sysname> system-view

[Sysname] nga schedule admin test start-time 08:08:08 2008/08/08 lifetime 1000 recurring

[HXH2]
. destination ip
. display clock /
. nga entry
i type
1.1.31 nga template
ngatemplate NQA NQA NQA
NQA
undo nga template NQA
(<]
ngatemplate { dns | ftp | http | https | icmp | ssl | tcp | tcphalfopen | udp } name
undo nqga template { dns | ftp | http | https | icmp | ssl | tcp | tcphalfopen | udp } name

[EREFEIRL]

NQA

D

[REAFAE]
network-admin
mdc-admin

[&2%]
dns DNS
ftp FTP
http HTTP
https HTTPS
icmp ICMP
ssl SSL
tcp TCP
tcphalfopen TCP Half Open
udp UDP
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name NQA 1 32

[=41]
# ICMP icmptplt NQA
<Sysname> system-view

[Sysname] nga template icmp icmptplt
[Sysname-ngatplt-icmp-icmptplt]

1.1.32 operation (FTP test type view)

operation FTP
undo operation
[(%%]
operation { get | put }
undo operation
[ER&HR]
FTP get
[ ]
FTP
FTP
[(RERFPRE]
network-admin
mdc-admin
[(&%]
get FTP
put FTP
(RS

put filename filename

get FTP url
get

get put

(=411

# FTP FTP put
<Syshame> system-view

[Sysname] nga entry admin test
[Sysname-nga-admin-test] type ftp
[Sysname-nga-admin-test-ftp] operation put

# FTP NQA put
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<Sysname> system-view
[Sysname] nga template ftp ftptplt
[Sysname-ngatplt-ftp-Fftptplt] operation put

[HHx®2]
. password

i username
1.1.33 operation (HTTP/HTTPS test type view)

operation HTTP

undo operation

(<]
operation { get | post | raw }
undo operation

[ER&HR]

HTTP/HTTPS get
[#LE ]

HTTP

HTTP/HTTPS NQA
[RERFPRE]

network-admin

mdc-admin
[(&%]

get HTTP/HTTPS

post HTTP/HTTPS

raw HTTP/HTTPS RAW
[EAES
HTTP/HTTPS HTTP/HTTPS
get post url
raw raw-request
raw raw-request get post
HTTP/HTTPS raw-request
[=451]
# HTTP HTTP raw

<Sysname> system-view

[Sysname] nga entry admin test
[Sysname-nga-admin-test] type http
[Sysname-nga-admin-test-http] operation raw
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# HTTP NQA raw
<Sysname> system-view

[Sysname] nga template http httptplt
[Sysname-ngatplt-http-httptplt] operation raw

[HBXa<]
. password
. raw-request

e username

1.1.34 out interface

%ﬁ?ﬁwﬁ

Release 1138P01

out interface
undo out interface
[<]
out interface interface-type interface-number
undo out interface

[EREHR]

[#LE ]
ICMP-echo
DHCP
UDP-tracert

[RREFAFARE]

network-admin
mdc-admin

[&#1]
interface-type interface-number
[EA#ES
upP NQA
ICMP-echo next-hop
[41]
#  UDP-tracert VLAN 1 UDP-tracert

<Sysname> system-view
[Sysname] nga entry admin test
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[Sysname-nga-admin-test] type udp-tracert

[Sysname-nga-admin-test-udp-tracert] out interface vlan-interface 1

1.1.35 password

password

undo password

[a4<]

password { cipher | simple } string

undo password

[ER&1ER]

[#RE]
FTP/HTTP
FTP/HTTP/HTTPS
[REFFARE]

network-admin

mdc-admin
[&#]

cipher

simple

string

[=5451]
# FTP

<Sysname> system-view

NQA

FTP

[Sysname] nga entry admin test
[Sysname-nga-admin-test] type ftp
[Sysname-nga-admin-test-ftp] password simple ftpuser

# FTP NQA

<Sysname> system-view

FTP

[Sysname] nga template ftp ftptplt
[Sysname-nqgatplt-ftp-Ftptplt] password simple ftpuser

[HEXda<]
. operation

L] username
1.1.36 probe count

probe count

NQA
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undo probe count
(<]
probe count times

undo probe count

[Br&1ER]
UDP-tracert TTL
NQA 1
[#LE 1]

ICMP-echo/TCP/UDP-echo
DHCP/DLSW/DNS/FTP/HTTP/SNMP
UDP-tracert

ICMP-jitter/UDP-jitter

[REFAFRE]

network-admin

mdc-admin
(&%
times UDP-tracert
1 10 NQA
[ERES
. TCP DLSw
. ICMP-jitter UDP-jitter  Voice
probe packet-number
. FTP HTTP DHCP DNS
Web
- ICMP-echo  UDP-echo
. SNMP
v2c SNMP v3
. Path-jitter
64 tracert
o UDP-tracert
UDP-tracert TTL

TTL

SNMP

tracert

TTL

probe count

probe timeout
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Voice  Path-jitter
[=41]
# ICMP-echo

<Sysname> system-view
[Sysname] nga entry admin test

[Sysname-nga-admin-test] type icmp-echo
[Sysname-nga-admin-test-icmp-echo] probe count 10

1.1.37 probe packet-interval

probe packet-interval

undo probe packet-interval
[4<]

probe packet-interval interval

undo probe packet-interval

[BRE1ER]
20

[#LE]

ICMP-jitter/Path-jitter/UDP-jitter/\Voice
[RERFPAE]

network-admin

mdc-admin
[&%]

interval
[241]

#  UDP-jitter

<Sysname> system-view

[Sysname] nga entry admin test

[Sysname-nga-admin-test] type udp-jitter

ICMP-echo

10 60000

100

[Sysname-nga-admin-test-udp-jitter] probe packet-interval 100

1.1.38 probe packet-number

probe packet-number
undo probe packet-number
(<]
probe packet-number packet-number
undo probe packet-number



[ER&ER]

ICMP-jitter UDP-jitter  Path-jitter 10 Voice

[#RE]
ICMP-jitter/Path-jitter/UDP-jitter/\Voice
[(REBFAE]

network-admin
mdc-admin

[&%]

packet-number ICMP-jitter UDP-jitter

10 1000 Voice 10 60000
[%451]

#  UDP-jitter 100

<Sysname> system-view

[Sysname] nga entry admin test

[Sysname-nga-admin-test] type udp-jitter
[Sysname-nga-admin-test-udp-jitter] probe packet-number 100

1.1.39 probe packet-timeout

probe packet-timeout

undo probe packet-timeout
(<]
probe packet-timeout timeout
undo probe packet-timeout
[EREER]
ICMP-jitter UDP-jitter  Path-jitter 3000
5000
(L& ]
ICMP-jitter/Path-jitter/UDP-jitter/\Voice
[REAFAE]

network-admin

mdc-admin
[&2%]

timeout 10 3600000
[=41]

# UDP-jitter 100

<Sysname> system-view
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[Sysname] nga entry admin test
[Sysname-nga-admin-test] type udp-jitter
[Sysname-nga-admin-test-udp-jitter] probe packet-timeout 100

1.1.40 probe timeout

probe timeout

undo probe timeout
[4<]

probe timeout timeout

undo probe timeout
[BR&TER]

3000

[#LE ]

ICMP-echo/TCP/UDP-echo

DHCP/DLSwW/DNS/FTP/HTTP/SNMP

UDP-tracert

NQA

[RERFPRE]

network-admin

mdc-admin
[&%]

timeout FTP HTTP
DHCP DLSw DNS ICMP-echo SNMP TCP UDP-echo
10 3600000

[EAES
NQA probe timeout
[=41]
# DHCP 10000

<Sysname> system-view

[Sysname] nga entry admin test

[Sysname-nga-admin-test] type dhcp
[Sysname-nga-admin-test-dhcp] probe timeout 10000

# HTTP NQA 10000
<Sysname> system-view

[Sysname] nga template http httptplt
[Sysname-ngatplt-http-httptplt] probe timeout 10000
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1.1.41 raw-request

raw-request raw-request HTTP/HTTPS

undo raw-request
(<]

raw-request

undo raw-request
[BRETER]

HTTP/HTTPS

[#LE ]

HTTP

HTTP/HTTPS NQA

(REMFAE]

network-admin

mdc-admin
[FRES

raw-request raw-request HTTP

HTTP/HTTPS raw raw-request
HTTP/HTTPS

[=41]
# raw-request HTTP GET

<Sysname> system-view

[Sysname] nga entry admin test
[Sysname-nga-admin-test] type http
[Sysname-nga-admin-test-http] raw-request

[Sysname-nga-admin-test-http-raw-request] GET /sdn/ui/app/index HTTP/1.0\r\nHost:
172.0.0.2\r\n\r\n

# HTTP NQA raw-request HTTP
POST

<Sysname> system-view

[Sysname] nga template http httptplt

[Sysname-ngatplt-http-httptplt] raw-request
[Sysname-ngatplt-http-httptplt-raw-request] POST /sdn/ui/app/index HTTP/1.0\r\nHost:
172.0.0.2\r\nAuthorization: Basic cm9vdDoxMjMONTY=\r\n\r\n

1.1.42 reaction checked-element { jitter-ds | jitter-sd }

reaction checked-element { jitter-ds | jitter-sd }

undo reaction
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[#4]

reaction item-number checked-element { jitter-ds | jitter-sd } threshold-type { accumulate

accumulate-occurrences | average }
[ action-type { none | trap-only }]
undo reaction item-number

[ER&EHER]

[#LE]
ICMP-jitter/UDP-jitter/\Voice
[RERFPAE]

network-admin
mdc-admin
[&#1]
item-number
jitter-ds
jitter-sd
threshold-type
accumulate accumulate-occurrences
ICMP-jitter  UDP-jitter
average
threshold-value
upper-threshold
lower-threshold
action-type
none
trap-only
[(ERES

reaction
undo reaction

(2611

#  UDP-jitter 1
50 5

below-threshold
<Sysname> system-view
[Sysname] nga entry admin test
[Sysname-nga-admin-test] type udp-jitter
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threshold-value upper-threshold

Voice

0 3600000
0 3600000

none
Trap
Trap

UDP-jitter
NQA

Trap

lower-threshold

1 59999

invalid
over-threshold



[Sysname-nga-admin-test-udp-jitter] reaction 1 checked-element jitter-ds threshold-type
average threshold-value 50 5 action-type trap-only

#  UDP-jitter 2 UDP-jitter
50 5 NQA invalid
100
over-threshold below-threshold Trap

<Sysname> system-view

[Sysname] nga entry admin test

[Sysname-nga-admin-test] type udp-jitter

[Sysname-nga-admin-test-udp-jitter] reaction 2 checked-element jitter-ds threshold-type
accumulate 100 threshold-value 50 5 action-type trap-only

1.1.43 reaction checked-element { owd-ds | owd-sd }

reaction checked-element { owd-ds | owd-sd }
undo reaction
(<]
reaction item-number checked-element { owd-ds | owd-sd } threshold-value upper-threshold
lower-threshold

undo reaction item-number

[EREFR]

[#E]
ICMP-jitter/UDP-jitter/\Voice
[REFAFARE]
network-admin
mdc-admin
[&#1]
item-number 1 10
owd-ds
owd-sd
threshold-value

upper-threshold 0 3600000
lower-threshold 0 3600000
[EA#ES]
reaction

undo reaction
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display nga reaction
counters display nqga statistics

[=41]
#  UDP-jitter 1 UDP-jitter
50 5 NQA invalid

over-threshold below-threshold
<Sysname> system-view
[Sysname] nga entry admin test
[Sysname-nga-admin-test] type udp-jitter
[Sysname-nga-admin-test-udp-jitter] reaction 1 checked-element owd-ds threshold-value 50 5

1.1.44 reaction checked-element icpif

reaction checked-element icpif Voice ICPIF
undo reaction
(<]
reaction item-number checked-element icpif threshold-value upper-threshold lower-threshold
[ action-type { none | trap-only }]
undo reaction item-number
[ERE1ER]
Voice ICPIF
[#LE]
Voice
[REAFAE]
network-admin
mdc-admin
[(&2%]
item-number 1 10
threshold-value
upper-threshold 1 100
lower-threshold 1 100
action-type none
none Trap
trap-only Trap
[ERES

reaction
undo reaction
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[261]

#  Voice 1 Voice ICPIF

50 5 NQA invalid

ICPIF over-threshold below-threshold
Trap

<Sysname> system-view
[Sysname] nga entry admin test
[Sysname-nga-admin-test] type voice

[Sysname-nga-admin-test-voice] reaction 1 checked-element icpif threshold-value 50 5
action-type trap-only

1.1.45 reaction checked-element mos

reaction checked-element mos \oice MOS
undo reaction

(<]
reaction item-number checked-element mos threshold-value upper-threshold lower-threshold
[ action-type { none | trap-only }]
undo reaction item-number
[EREER]
Voice MOS
[#LE]
Voice
[REFFAE]
network-admin
mdc-admin
[&2%]
item-number 1 10

threshold-value

upper-threshold 1 500
lower-threshold 1 500
action-type none
none Trap
trap-only Trap
[(£FAES
/100 /100
100 200 MOS 1 2
reaction

undo reaction
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[261]

#  Voice 1 Voice MOS
200 100 NQA invalid
MOS over-threshold below-threshold
Trap

<Sysname> system-view
[Sysname] nga entry admin test
[Sysname-nga-admin-test] type voice

[Sysname-nga-admin-test-voice] reaction 1 checked-element mos threshold-value 200 100
action-type trap-only

1.1.46 reaction checked-element packet-loss

reaction checked-element packet-loss

undo reaction

[<]
reaction item-number checked-element packet-loss threshold-type accumulate
accumulate-occurrences [ action-type { none | trap-only }]

undo reaction item-number

[EREFEIR]

(L& ]
ICMP-jitter/UDP-jitter/\Voice
[RERFAE]
network-admin
mdc-admin
[&#1]
item-number 1 10

threshold-type

accumulate accumulate-occurrences ICMP-jitter  UDP-jitter
1 15000 Voice 1 60000
action-type none
none Trap
trap-only Trap
[ERES
reaction

undo reaction
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[261]

#  UDP-jitter 1 UDP-jitter NQA
invalid
100 over-threshold below-threshold
Trap

<Sysname> system-view
[Sysname] nga entry admin test
[Sysname-nga-admin-test] type udp-jitter

[Sysname-nga-admin-test-udp-jitter] reaction 1 checked-element packet-loss threshold-type
accumulate 100 action-type trap-only

1.1.47 reaction checked-element probe-duration

reaction checked-element probe-duration
undo reaction
(<]
reaction item-number checked-element probe-duration threshold-type { accumulate

accumulate-occurrences | average | consecutive consecutive-occurrences } threshold-value
upper-threshold lower-threshold [ action-type { none | trap-only }]

undo reaction item-number

[EREFEIR]

[#RE]
ICMP-echo/TCP/UDP-echo
DHCP/DLSW/DNS/FTP/HTTP/SNMP

[(REFAFAR]
network-admin
mdc-admin
[&#1]
item-number 1 10
threshold-type

accumulate accumulate-occurrences
accumulate-occurrences 1 15

average

consecutive consecutive-occurrences
consecutive-occurrences 1 16

threshold-value

upper-threshold 0 3600000
lower-threshold 0 3600000
action-type none
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none Trap

trap-only Trap DNS
Trap DNS

[ERES

reaction
undo reaction

[=41]
# ICMP-echo 1 ICMP-echo
50 5 NQA invalid
over-threshold
below-threshold Trap

<Sysname> system-view

[Sysname] nga entry admin test

[Sysname-nga-admin-test] type icmp-echo

[Sysname-nga-admin-test-icmp-echo] reaction 1 checked-element probe-duration
threshold-type average threshold-value 50 5 action-type trap-only

# ICMP-echo 2 ICMP-echo
50 5 NQA invalid
10
over-threshold below-threshold Trap

<Sysname> system-view

[Sysname] nga entry admin test

[Sysname-nga-admin-test] type icmp-echo

[Sysname-nga-admin-test-icmp-echo] reaction 2 checked-element probe-duration
threshold-type accumulate 10 threshold-value 50 5 action-type trap-only

# ICMP-echo 3 ICMP-echo
50 5 NQA invalid
10
over-threshold below-threshold Trap

<Sysname> system-view

[Sysname] nga entry admin test

[Sysname-nga-admin-test] type icmp-echo

[Sysname-nga-admin-test-icmp-echo] reaction 3 checked-element probe-duration
threshold-type consecutive 10 threshold-value 50 5 action-type trap-only

1.1.48 reaction checked-element probe-fail (for trap)

reaction checked-element probe-fail
undo reaction
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[%4]
reaction item-number checked-element probe-fail threshold-type { accumulate
accumulate-occurrences | consecutive consecutive-occurrences } [ action-type { none |
trap-only }]
undo reaction item-number

[ER&HRL]

(EED|
ICMP-echo/TCP/UDP-echo
DHCP/DLSwW/DNS/FTP/HTTP/SNMP
[REAFARE]
network-admin
mdc-admin
[&#]
item-number 1 10

threshold-type

accumulate accumulate-occurrences
accumulate-occurrences 1 15

consecutive consecutive-occurrences NQA

consecutive-occurrences 1 16
action-type none
none Trap
trap-only Trap DNS
trap DNS
[ERES
reaction

undo reaction

[=410]
# ICMP-echo 1 ICMP-echo NQA
invalid
10 over-threshold below-threshold

Trap
<Sysname> system-view
[Sysname] nga entry admin test
[Sysname-nga-admin-test] type icmp-echo
[Sysname-nga-admin-test-icmp-echo] reaction 1 checked-element probe-fail threshold-type
accumulate 10 action-type trap-only

# ICMP-echo 2 ICMP-echo NQA
invalid
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10 over-threshold
Trap
<Sysname> system-view
[Sysname] nga entry admin test
[Sysname-nga-admin-test] type icmp-echo

below-threshold

[Sysname-nga-admin-test-icmp-echo] reaction 2 checked-element probe-fail threshold-type

consecutive 10 action-type trap-only
1.1.49 reaction checked-element probe-fail (for trigger)

reaction checked-element probe-fail

undo reaction
(<]
reaction item-number checked-element probe-fail
consecutive-occurrences action-type trigger-only
undo reaction item-number

[ER&HR]

[#LE ]
ICMP-echo/TCP/UDP-echo
DHCP/DLSwW/DNS/FTP/HTTP/SNMP

[RREAFARE]
network-admin
mdc-admin
[(&#]
item-number 1 10
threshold-type

consecutive consecutive-occurrences NQA
1 16

action-type
trigger-only
[ERES

reaction
undo reaction

(2411
# TCP 1 3

<Sysname> system-view
[Sysname] nga entry admin test
[Sysname-nga-admin-test] type tcp
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[Sysname-nga-admin-test-tcp] reaction 1 checked-element probe-fail threshold-type
consecutive 3 action-type trigger-only

[HHx®&$]
. track [Track

1.1.50 reaction checked-element rtt

reaction checked-element rtt

undo reaction

[%4]
reaction item-number checked-element rtt threshold-type { accumulate
accumulate-occurrences | average } threshold-value upper-threshold lower-threshold

[ action-type { none | trap-only }]
undo reaction item-number

[ER&HR]

[#LE ]
ICMP-jitter/UDP-jitter/\Voice
[(RERFPAE]
network-admin
mdc-admin
[&%]
item-number 1 10
threshold-type

accumulate accumulate-occurrences RTT
ICMP-jitter  UDP-jitter 1 15000 Voice 1 60000
average

threshold-value

upper-threshold 0 3600000
lower-threshold 0 3600000
action-type none
none Trap
trap-only Trap
[ERES
reaction

undo reaction
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[261]

#  UDP-jitter 1 UDP-jitter
50 5 NQA invalid
over-threshold
below-threshold Trap
<Sysname> system-view
[Sysname] nga entry admin test
[Sysname-nga-admin-test] type udp-jitter

[Sysname-nga-admin-test-udp-jitter] reaction 1 checked-element rtt threshold-type average
threshold-value 50 5 action-type trap-only

#  UDP-jitter 2 UDP-jitter
50 5 NQA invalid
RTT 100
over-threshold below-threshold Trap

<Sysname> system-view

[Sysname] nga entry admin test

[Sysname-nga-admin-test] type udp-jitter

[Sysname-nga-admin-test-udp-jitter] reaction 1 checked-element rtt threshold-type
accumulate 100 threshold-value 50 5 action-type trap-only

1.1.51 reaction trap

reaction trap Trap
undo reaction trap

reaction trap { path-change | probe-failure consecutive-probe-failures | test-complete |
test-failure [ accumulate-probe-failures ] }

undo reaction trap { path-change | probe-failure | test-complete | test-failure }

[EREER]
Trap

(¥R ]

ICMP-echo/TCP/UDP-echo

DHCP/DLSW/DNS/FTP/HTTP/SNMP

UDP-tracert

ICMP-jitter/UDP-jitter/\Voice
[REAFAE]

network-admin

mdc-admin
[&2%]

path-change UDP-tracert frequency

Trap
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probe-failure consecutive-probe-failures NQA
consecutive-probe-failures

Trap Trap consecutive-probe-failures
1 15
test-complete UDP-tracert Trap
UDP-tracert Trap
test-failure accumulate-probe-failures UDP-tracert NQA
NQA accumulate-probe-failures
Trap accumulate-probe-failures
1 15 UDP-tracert
Trap accumulate-probe-failures
[ERES
ICMP-jitter UDP-jitter  Voice reaction trap test-complete
UDP-tracert reaction trap path-change reaction trap test-complete reaction trap
test-failure UDP-tracert reaction trap test-failure  accumulate-probe-failures
[ 26451 ]
# ICMP-echo 5 Trap

<Sysname> system-view
[Sysname] nga entry admin test
[Sysname-nga-admin-test] type icmp-echo

[Sysname-nga-admin-test-icmp-echo] reaction trap probe-failure 5

1.1.52 reaction trigger per-probe

@ 1jt AP

Release 1138P01

reaction trigger per-probe
NQA
undo reaction trigger per-probe
[4<]
reaction trigger per-probe
undo reaction trigger per-probe
[ERETER]

3 NQA
NQA
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[#LE ]
ICMP/TCP Half Open NQA
[REFFAR]

network-admin

mdc-admin

[EMES

reaction trigger probe-fail

reaction trigger probe-pass

[261]

# ICMP NQA
NQA
<Sysname> system-view
[Sysname] nga template icmp icmptplt
[Sysname-ngatplt-icmp-icmptplt] reaction trigger per-probe

[fAXa<]
. reaction trigger probe-fail

. reaction trigger probe-pass
1.1.53 reaction trigger probe-fail

reaction trigger probe-fail

undo reaction trigger probe-fail
[4<]

reaction trigger probe-fail count

undo reaction trigger probe-fail

[ERE1ER]
3 NQA NQA

[#LE ]
NQA
[(REAFPAE]

network-admin
mdc-admin

[2#]
count 1 15
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(ERES

NQA
NQA
NQA NQA
reaction trigger per-probe
[241]
# HTTP NQA 5
5 NQA NQA

<Sysname> system-view
[Sysname] nga template http httptplt
[Sysname-ngatplt-http-httptplt] reaction trigger probe-fail 5

[HAxw<]
. reaction trigger per-probe
. reaction trigger probe-pass

1.1.54 reaction trigger probe-pass

reaction trigger probe-pass
undo reaction trigger probe-pass

(<]
reaction trigger probe-pass count
undo reaction trigger probe-pass
[BRETER]
3 NQA NQA

[#E]
NQA
(s AFPAE]

network-admin

mdc-admin
[&#]

count 1 15
[EHES

NQA
NQA

1-64



NQA NQA
reaction trigger per-probe

[%4451]
# HTTP NQA 5
5 NQA NQA

<Sysname> system-view
[Sysname] nga template http httptplt
[Sysname-ngatplt-http-httptplt] reaction trigger probe-pass 5

CiEESED |
. reaction trigger per-probe

. reaction trigger probe-fail
1.1.55 resolve-target

resolve-target
undo resolve-target
[4<]
resolve-target domain-name
undo resolve-target

[ER&1HR]

[#LE]
DNS
DNS NQA
[REAFPAE]
network-admin
mdc-admin
[&2%]
domain-name ‘L aabbcc.com
63 ‘o 255

[ =551
# DNS DNS domainl

<Sysname> system-view
[Sysname] nga entry admin test
[Sysname-nga-admin-test] type dns
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[Sysname-nga-admin-test-dns] resolve-target domainl

# DNS NQA
<Sysname> system-view
[Sysname] nga template dns dnstplt

[Sysname-ngatplt-dns-dnstplt] resolve-target domainl

1.1.56 resolve-type

resolve-type

undo resolve-type
(<]

resolve-type A

undo resolve-type

[ER&E1ER]

[#LE ]
DNS NQA
[(RERFAE]
network-admin
mdc-admin
[&#1]
A A
[=41]
# DNS NQA

<Sysname> system-view
[Sysname] nga template dns dnstplt

[Sysname-ngatplt-dns-dnstplt] resolve-type A

1.1.57 route-option bypass-route

route-option bypass-route

undo route-option bypass-route
[%%]
route-option bypass-route

undo route-option bypass-route

[ER&ER]

[#LE ]
ICMP-echo/TCP/UDP-echo
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DLSwW/DNS/FTP/HTTP/SNMP

UDP-tracert

ICMP-jitte/UDP-jitter/Voice
[REFFAR]

network-admin

mdc-admin
[FRES

(€311D|
# ICMP-echo

<Sysname> system-view
[Sysname] nga entry admin test
[Sysname-nga-admin-test] type icmp-echo

[Sysname-nga-admin-test-icmp-echo] route-option bypass-route
1.1.58 source interface

source interface IP

undo source interface
[<]
source interface interface-type interface-number

undo source interface

[EREHR]

[#LE ]
ICMP-echo
UDP-tracert
ICMP NQA

[REFAFBE]

network-admin

mdc-admin
[(&%]
interface-type interface-number
[ERES
UP
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ICMP-echo ICMP NQA source ip
UDP-tracert

[ =545
# ICMP-echo VLAN 1 IP ICMP-echo

<Sysname> system-view

[Sysname] nga entry admin test

[Sysname-nga-admin-test] type icmp-echo
[Sysname-nga-admin-test-icmp-echo] source interface vlan-interface 1

# ICMP NQA VLAN 1 IP ICMP-echo

<Sysname> system-view
[Sysname] nga template icmp icmptplt
[Sysname-ngatplt-icmp-icmptplt] source interface vlan-interface 1

[(HEXH<]

. sourceip
1.1.59 source ip

source ip IP
undo source ip
[4<]
source ip ip-address
undo source ip

[ER&HR]

[#LE ]
ICMP-echo/TCP/UDP-echo
DHCP/DLSW/FTP/HTTP/SNMP
UDP-tracert
ICMP-jitter/Path-jitter/UDP-jitter/\Voice
NQA
[REAFAE]
network-admin
mdc-admin
[&2%]
ip-address IP
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(ERES

sourceip IP IP upP
ICMP-echo/UDP-tracert ICMP NQA source interface
[=451]
# ICMP-echo ICMP-echo IP 10.1.1.1

<Syshame> system-view

[Sysname] nga entry admin test

[Sysname-nga-admin-test] type icmp-echo
[Sysname-nga-admin-test-icmp-echo] source ip 10.1.1.1

# ICMP NQA P 10.1.1.1

<Sysname> system-view
[Sysname] nga template icmp icmptplt
[Sysname-ngatplt-icmp-icmptplt] source ip 10.1.1.1

[(HEXH<]

. source interface
1.1.60 source port

source port

undo source port
[4<]

source port port-number

undo source port

[ER&ER]

[#E]
UDP-echo
SNMP
UDP-tracert
UDP-jitter/Voice
DNS NQA
[REFFAR]
network-admin
mdc-admin
(%]
port-number 1 65535
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[ 254511
# UDP-echo

<Sysname> system-view
[Sysname] nga entry admin test
[Sysname-nga-admin-test] type udp-echo

8000

[Sysname-nga-admin-test-udp-echo] source port 8000

# DNS NQA 8000
<Sysname> system-view
[Sysname] nga template dns dnstplt
[Sysname-ngatplt-dns-dnstplt] source port 8000
1.1.61 ssl-client-policy
@iﬁ{ﬁﬁ
Release 1138P01
ssl-client-policy HTTPS/SSL NQA SSL
undo ssl-client-policy
(<]
ssl-client-policy policy-name
undo ssl-client-policy
[EREER]
SSL
[#LE ]
HTTPS/SSL NQA
[(RERFAE]
network-admin
mdc-admin
[&%]
policy-name SSL 1 31
[ERES
SSL SSL
(254511
# SSL NQA SSL policy

<Sysname> system-view
[Sysname] nga template ssl ssltplt

[Sysname-ngatplt-ssl-ssltplt] ssl-client-policy policy
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1.1.62 statistics hold-time

statistics hold-time

undo statistics hold-time
(<]

statistics hold-time hold-time

undo statistics hold-time

[EREER]
120
[#LE ]
ICMP-echo/TCP/UDP-echo
DHCP/DLSwW/DNS/FTP/HTTP/SNMP
ICMP-jitter/Path-jitter/UDP-jitter/\Voice
[RERFPAE]

network-admin
mdc-admin

[2#]1]
hold-time 1 1440
[ERES

[ =551
# ICMP-echo 3

<Sysname> system-view

[Sysname] nga entry admin test

[Sysname-nga-admin-test] type icmp-echo
[Sysname-nga-admin-test-icmp-echo] statistics hold-time 3

1.1.63 statistics interval

statistics interval

undo statistics interval
[44]

statistics interval interval

undo statistics interval

[ERETER]
60
(EED
ICMP-echo/TCP/UDP-echo
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DHCP/DLSW/DNS/FTP/HTTP/SNMP

ICMP-jitter/Path-jitter/UDP-jitter/\Voice
[RREAFARE]

network-admin

mdc-admin
[&#]

interval
[ERES

NQA NQA

display nga statistics

[=451]

# ICMP-echo

<Sysname> system-view

[Sysname] nga entry admin test
[Sysname-nga-admin-test] type icmp-echo

1 35791394

[Sysname-nga-admin-test-icmp-echo] statistics interval 2

1.1.64 statistics max-group

statistics max-group

undo statistics max-group
[4<]

statistics max-group number

undo statistics max-group

[EREFR]

[#LE ]
ICMP-echo/TCP/UDP-echo
DHCP/DLSW/DNS/FTP/HTTP/SNMP
ICMP-jitter/Path-jitter/UDP-jitter/\Voice
[(RERFPAE]

network-admin
mdc-admin

[&5#]
number

[ERES
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[ 254511
# ICMP-echo 5

<Sysname> system-view

[Sysname] nga entry admin test

[Sysname-nga-admin-test] type icmp-echo
[Sysname-nga-admin-test-icmp-echo] statistics max-group 5

1.1.65 target-only

target-only Path-jitter

undo target-only
(<]

target-only

undo target-only
[EREFR]

Path-jitter
[#LE]

Path-jitter
[REFFAE]

network-admin

mdc-admin
[254510]
#  Path-jitter

<Sysname> system-view

[Sysname] nga entry admin test
[Sysname-nga-admin-test] type path-jitter
[Sysname-nga-admin-test-path-jitter] target-only

1.1.66 tos

tos NQA IP

undo tos
(<]

tos value

undo tos
[EREER]

NQA IP 0
[#LE]
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NQA

[(RERFPAE]
network-admin
mdc-admin

[&%]
value P

[=410]
# ICMP-echo IP

<Sysname> system-view

[Sysname] nga entry admin test
[Sysname-nga-admin-test] type icmp-echo
[Sysname-nga-admin-test-icmp-echo] tos 1

# ICMP NQA 1P
<Sysname> system-view

[Sysname] nga template icmp icmptplt
[Sysname-ngatplt-icmp-icmptplt] tos 1

1.1.67 ttl

ttl
undo ttl
[#4]
ttl value
undo ttl
[EREFER]
UDP-tracert
20
[#RE]
ICMP-echo/TCP/UDP-echo
DLSwW/DNS/FTP/HTTP/SNMP
UDP-tracert
ICMP-jitter/UDP-jitter/\Voice
NQA
[RREFAFARE]
network-admin
mdc-admin
[&#1]

value UDP-tracert
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(ERES

route-option bypass-route 1 ttl
UDP-tracert init-ttl
[=41]
# ICMP-echo 16

<Sysname> system-view

[Sysname] nga entry admin test
[Sysname-nga-admin-test] type icmp-echo
[Sysname-nga-admin-test-icmp-echo] ttl 16

# ICMP

NQA

<Sysname> system-view

[Sysname] nga template icmp icmptplt
[Sysname-ngatplt-icmp-icmptplt] ttl 16

1.1.68 type

type

(4]

type {dhcp | dIsw | dns | ftp | http | icmp-echo | icmp-jitter | path-jitter | snmp | tcp | udp-echo

| udp-jitter | udp-tracert | voice }

[ER&HR]

[#iE ]
NQA
(2R FPAE]

network-admin

mdc-admin
[&5#1]

dhcp

disw

dns

ftp

http

icmp-echo

icmp-jitter

path-jitter

snmp

tcp

DHCP
DLSw
DNS
FTP
HTTP
ICMP-echo
ICMP-jitter
Path-jitter
SNMP
TCP
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udp-echo

udp-jitter

udp-tracert

voice
€3

#

UDP-echo
UDP-jitter
UDP-tracert
Voice

FTP

<Sysname> system-view

[Sysname] nga entry admin test
[Sysname-nga-admin-test] type ftp
[Sysname-nga-admin-test-ftp]

1.1.69 url

url

undo url
(<]

url url

undo url

[EREFR]

[#LE]
FTP/HTTP
FTP/HTTP/HTTPS

[RERFAE]
network-admin
mdc-admin

(%]

url

. HTTP

e HTTPS

e FTP

filename
[Z451]

#  HTTP

NQA

1 255 url
aabbcc.com 63

1 ” “ ” “ ”

url http://host/resource  http://host:port/resource
url https://host/resource  https://host:port/resource
url ftp://host/filename  ftp://host:port/filename

“ ” “ ”

HTTP http://www.company.com/index.html

<Sysname> system-view
[Sysname] nga entry admin test
[Sysname-nga-admin-test] type http
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[Sysname-nga-admin-test-http] url http://www.company.com/index.html
# HTTP NQA http://www.company.com/index.html

<Sysname> system-view
[Sysname] nga template http httptplt
[Sysname-ngatplt-http-httptplt] url http://www.company.com/index.html

1.1.70 username

username

undo username
[%<]

username username

undo username

[ER&E1ER]

[#RE]
FTP/HTTP
FTP/HTTP/HTTPS NQA

[REFAFBE]

network-admin
mdc-admin

(%]
username FTP HTTP HTTPS 1

[261]

# FTP FTP administrator

<Sysname> system-view

[Sysname] nga entry admin test

[Sysname-nga-admin-test] type ftp

[Sysname-nga-admin-test-ftp] username administrator

# FTP NQA FTP administrator
<Sysname> system-view

[Sysname] nga template ftp ftptplt

[Sysname-nqgatplt-ftp-Fftptplt] username administrator

[HHx®2]
. operation

. password
1.1.71 version

version HTTP/HTTPS
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undo version
(<]

version {v1.0]|v1l.1}

undo version
[EREER]

HTTP/HTTPS 1.0
[#LE]

HTTP

HTTP/HTTPS NQA
[(RERFPAE]

network-admin

mdc-admin
[£%]

v1.0 1.0

v1l.1l 1.1
[Z451]

# HTTP HTTP

<Sysname> system-view

[Sysname] nga entry admin test
[Sysname-nga-admin-test] type http
[Sysname-nga-admin-test-http] version v1.1

1.1.72 vpn-instance

vph-instance VPN
undo vpn-instance
(<]
vpn-instance vpn-instance-name
undo vpn-instance
[EREFR]
VPN NQA
[#LE ]
ICMP-echo/TCP/UDP-echo
DHCP/DLSW/DNS/FTP/HTTP/SNMP
UDP-tracert
ICMP-jitter/Path-jitter/UDP-jitter/\Voice
NQA
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[REFAFBE]

network-admin
mdc-admin

[(&%]
vpn-instance-name VPN 1 31
[(ERES

VPN NQA VPN
(2411
# ICMP-echo VPN

<Sysname> system-view

[Sysname] nga entry admin test
[Sysname-nga-admin-test] type icmp-echo
[Sysname-nga-admin-test-icmp-echo] vpn-instance vpnl
# FTP NQA VPN
<Sysname> system-view

[Sysname] nga template ftp ftptplt
[Sysname-ngatplt-ftp-ftptplt] vpn-instance vpnl

1.2 NQARR S5 2= im o <

vpnl

vpnl

@ 1788

UDP-jitter TCP UDP-echo Voice

NQA

1.2.1 display nqa server

display nqa server NQA
(<]

display nqa server
[#LE ]

(REMFAE]

network-admin

network-operator

mdc-admin

mdc-operator
[=451]

# NQA
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<Sysname> display nga server
NQA server status: Enabled
TCP connect:

IP Address Port Tos Vpn-instance
2.2.2.2 2000 200 -

UDP echo:
IP Address Port Tos Vpn-instance
3.3.3.3 3000 255 vpnl

#%1-10 display nqa server €& 15 2k

FE bi::puN ey
NQA
NQA server status e Disabled NQA
e Enabled NQA
tcp-connect NQA TCP
udp-echo NQA UDP
IP Address NQA TCP/UDP IP
Port NQA TCP/UDP
Tos NQA TCP/UDP Tos
VPN instance E?A }P VPN NQA

[HfBXa<]
. nga server enable
. nga server tcp-connect
. nga server udp-echo

1.2.2 nga server enable

nga server enable NQA
undo nga server enable NQA
(<]

nga server enable
undo nga server enable

[FR&E1ER]
NQA
[#iE ]

[REAFAE]

network-admin
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mdc-admin
[=5451]
# NQA

<Sysname> system-view
[Sysname] nga server enable

[HAxw<]
. display nga server
. nga server tcp-connect
. nga server udp-echo

1.2.3 nqga server tcp-connect

nga server tcp-connect NQA TCP
undo nga server tcp-connect TCP
(<]

nga server tcp-connect ip-address port-number [ vpn-instance vpn-instance-name ] [ tos tos |

undo nqga server tcp-connect ip-address port-number

[EREER]
TCP
| EHED
[(RERFAE]
network-admin
mdc-admin
[&#1]
ip-address NQA TCP IP
port-number NQA TCP 1 65535
vpn-instance vpn-instance-name  NQA IP VPN
vpn-instance-name MPLS L3VPN VPN 1 31
TCP IP
tos tos NQA ToS 0 255 0
(RS
TCP NQA
IP VPN NQA
IP IP
1 1023 NQA
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[24451]
# P 169.254.10.2 9000 TCP

<Sysname> system-view
[Sysname] nga server tcp-connect 169.254.10.2 9000

[HEXda<]
. display nqa server

. nga server enable

1.2.4 nqga server udp-echo

nga server udp-echo NQA UDP
undo nqga server udp-echo UDP
(<]

nga server udp-echo ip-address port-number [ vpn-instance vpn-instance-name ] [ tos tos |

undo nqa server udp-echo ip-address port-number

[EREER]
UDP
[#iE]
[REAFAE]
network-admin
mdc-admin
[&%]
ip-address NQA UDP IP
port-number NQA UDP 1 65535
vpn-instance vpn-instance-name  NQA IP VPN
vpn-instance-name MPLS L3VPN VPN 1 31
UbDP IP
tos tos NQA ToS 0 255 0
[ERES
UDP-jitter UDP-echo Voice NQA
IP VPN NQA
IP IP
1 1023 NQA
[=41]
# IP 169.254.10.2 9000 UDP
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<Sysname> system-view
[Sysname] nga server udp-echo 169.254.10.2 9000

(X&)
. display nqa server
. nqga server enable
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1 NETCONF

1.1 NETCONFECE &S

@ 17t AR

FIPS FIPS
FIPS “ K “ FIPS”

1.1.1 netconf idle-timeout

@iﬁ{ﬁﬁ

Release 1138P01

netconf idle-timeout NETCONF

undo netconf idle-timeout
(4]

netconf { soap | agent } idle-timeout minute

undo netconf { soap | agent } idle-timeout
[ERETER]

HTTP/HTTPS NETCONF over SOAP 10
SSH/Telent/NETCONF over SSH

[#LE]
[REAFARE]

network-admin

mdc-admin
[(&%]

soap HTTP/HTTPS NETCONF over SOAP

agent SSH/Telent/NETCONF over SSH

minute

. HTTP/HTTPS NETCONF over SOAP 1 999

. SSH/Telent/NETCONF over SSH 0 999 O



[24451]
# HTTP/HTTPS  NETCONF over SOAP 20

<Sysname> system-view
[Sysname] netconf soap idle-timeout 20

1.1.2 netconf log

netconf log NETCONF
undo netconf log NETCONF
[4<]
netconflog source {all | {agent | soap |web } *} {{protocol-operation { all | { action | config
| get | set | session | syntax | others }*} } | verbose}

undo netconf log source { all | { agent | soap | web } *} {{ protocol-operation { all | { action |
config | get | set | session | syntax | others } *}} | verbose }

[EREER]
NETCONF
[#RE]
[RERFAE]
network-admin
mdc-admin
[£%]
source NETCONF
. agent Telnet/SSH/NETCONF over SSH/Console NETCONF
. all NETCONF
. soap SOAP over HTTP ~ SOAP over HTTPS NETCONF
. web Web NETCONF
protocol-operation NETCONF
. action action
. all NETCONF
. config NETCONF CLI save load rollback save-point
lock unlock
. get NETCONF get get-bulk get-config get-bulk-config
get-sessions
. others action config get set session set syntax NETCONF
. session NETCONF kill-session close-session hello
. set edit-config
. syntax xml  schema



verbose NETCONF

[ERES
NETCONF NETCONF source NETCONF
protocol-operation NETCONF
verbose NETCONF
. set edit-config
[241]
# agent  edit-config

<Sysname> system-view
[sysname] netconf log source agent protocol-operation set

1.1.3 netconf soap http enable

netconf soap http enable HTTP  SOAP
(4]

netconf soap http enable

undo netconf soap http enable

[BRE1ER]
HTTP  SOAP
[#LE]

[(REMFAE]

network-admin

mdc-admin
[EA#ES
FIPS
HTTP SOAP NETCONF

[24451]
# HTTP  SOAP

<Sysname> system-view
[Sysname] netconf soap http enable

1.1.4 netconf soap https enable

netconf soap https enable HTTPS SOAP



[#4]
netconf soap https enable
undo netconf soap https enable
[EREFR]
HTTPS SOAP
[#1E ]

[REFAFAE]

network-admin
mdc-admin
[ERES

HTTPS
NETCONF

€201
# HTTPS SOAP

<Sysname> system-view
[Sysname] netconf soap https enable

1.1.5 netconf ssh server enable

netconf ssh server enable NETCONF Over SSH

undo netconf ssh server enable
[#£]
netconf ssh server enable

undo netconf ssh server enable
[EREFR]
NETCONF Over SSH
[#iE ]

(REMFAE]

network-admin

mdc-admin

[fEMES

NETCONF Over SSH

SSH SSH

NETCONF

XML

SOAP

NETCONF



SSH
NETCONF

[2451]
# NETCONF Over SSH

<Sysname> system
[Sysname] netconf ssh server enable

1.1.6 netconf ssh server port

netconf ssh server port

scheme NETCONF over SSH
urn:ietf:params:netconf:base:1.0

NETCONF Over SSH

undo netconf ssh server port 830
(<]

netconf ssh server port port-number

undo netconf ssh server port
[EREFR]

NETCONF Over SSH 830

[#iE ]
[RERFPAE]

network-admin

mdc-admin
[&%]

port-number NETCONF Over SSH 1 65535

830
[ERES
NETCONF SSH

(2541 ]

# NETCONF Over SSH 800

<syshame> system

[sysname] netconf ssh server port 800

1.1.7 xml

xml
[44]

xml

XML



[#LE ]

[REAFAE]
network-admin
network-operator
mdc-admin

mdc-operator

[ERES
XML NETCONF
NETCONF
. network-admin
. network-operator get get-bulk get-config get-bulk-config get-sessions
close-session
. NETCONF XML
NETCONF
. XML NETCONF quit
. XML
/ escape-key
Ctrl+C XML escape-key a
NETCONF Ca NETCONF ‘a
NETCONF ‘a XML
[=41]
# XML

<Sysname> xml

<?xml version="1.0" encoding="UTF-8"?><hello
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"><capabilities><capability>urn:ietf:param
s:netconf:base:1.1</capability><capability>urn:ietf:params:netconf:writable-running</cap
ability><capability>urn:ietf:params:netconf:capability:notification:1.0</capability><cap
ability>urn:ietf:params:netconf:capability:validate:1.1</capability><capability>urn:ietf
sparams:netconf:capability:interleave:1.0</capability><capability>urn:ietf:params:netcon
F:capability:h3c-netconf-ext:1.0</capability></capabilities><session-id>1</session-id></
hello>]11>1]>

# XML

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<close-session>
</close-session>

</rpc>11>11>

<Sysname>
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