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1 faqr

A CREA 48 SSH SR B 25451 ,

2 BLE T
ARSCRYAN TR 5 BARE . TR N, G R R R i 57 S SEBR IS A E R, ES B
FHt, 8L S bR I AT

AR SRS G B AR AE S A R AT IOBC B AN E, BCE AT B P S AR I

BIH . WRECARBAEIAT TRE, N7 RERTACR, W5 AL R AR 20 i A
ERUES

A O T fiR WLAN 32 AF SSH R4

3 W&AEAStelnet RE2EACE 2445 (passwordihiE)
@iﬁﬂﬁ

REAZR B A B P 36 h T,

3.1 AMEX
o HPALLE Client Eiz{TH Stelnet & i (SSH2 fiA) Z4sih& 5% AC F, Ik
¥2F FH P A €8 network-admin 31770 B 45 1

e AC R password ihilF 5 R4} Stelnet 2 3w HEAT IR, 257 i 0 7 44 A5 0D AR A7AE A 1
Bl i&&1EA Stelnet AR 53 22 Bl & ¢H W &

Stelnet client Stelnet server

A IP network =y Vlan-int 2
@ 192.168.1.40/24

Client

3.2 BEESE

(1) FHE Stelnet k552

# " RSA BT

<AC> system-view

[Switch] public-key local create rsa

The range of public key size is (512 ~ 2048).

I the key modulus is greater than 512, it will take a few minutes.



Press CTRL+C to abort.
Input the modulus length [default = 1024]:
Generating Keys. ..

++++++++

Create the key pair successfully.

# £ DSA X .

[AC] public-key local create dsa

The range of public key size is (512 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..

B I s L  a = ol

Create the key pair successfully.

# £ R ECDSA %%,

[AC] public-key local create ecdsa secp256rl
Generating Keys. ..

Create the key pair successfully.

# fi5E Stelnet R %5 &5 ThEE .

[AC] ssh server enable

# BCE VLAN #2101 2 1 1P ik, 70 7 s il il i3t k% 4% Stelnet g5 25

[AC] interface vlan-interface 2

[AC-VlIan-interface2] ip address 192.168.1.40 255.255.255.0

[AC-Vlan-interface2] quit

# W E Stelnet 2/ i 6 5% FH 4 HIAIE T 09 AAA AEE.

[AC] line vty 0 15

[AC-line-vty0-15] authentication-mode scheme

[AC-line-vty0-15] quit

# QIR R E HIAMA P client001, JFRE %S AWISC aabbee, k%KAM SSH, H Mt
network-admin.

[AC] local-user client00l1 class manage

[AC-luser-manage-client001] password simple aabbcc

[AC-luser-manage-client001] service-type ssh

[AC-luser-manage-client001] authorization-attribute user-role network-admin
[AC-luser-manage-client001] quit

# lC'E SSH H /7 client001 AR %5274 Stelnet, AE 73 A password AIIE. (5B AT LA
B

[AC] ssh user client001 service-type stelnet authentication-type password



3.3 Witk &

= i
Stelnet & F s& A 1k %, #l4e PUTTY. OpenSSH %, AL F AR F %44 PUTTY0.58 4 #1,
#LBA Stelnet & P 3% 49 B & 7 ik .

# #5375 Stelnet iR 55 28 it O EH .

FIF PuTTY.exe F2 /77, HBLANE 2 As %8 P imlic B Sl . £ “Host Name Cor IP address)” 3
AHEF 4N Stelnet k55251 1P Hihik 4 192.168.1.40.

El2 Stelnet & FPinELERE

:_\2 FulTY Configuration

Cateqgary:
[=- Sezzion B azic options for pour PuT T seszion
L.c-gglng Specify your connection by host name or IF address
[=- Terminal
Host Mame [or IP addresz) Port
F.eyboard
Bl 1192.168.1.401 E= |
Featuresz Protocol:
= Window ) Baw () Telmet (O Rlogin (%) 55H
A
ppea.rar'u:e Load, zave or delete a ztored zezzion
Behawviour
Tranzlation Saved Seszionz
Selection | |
Colours :
Default Settings
= Connechion @]
Data e
hae [ Save ]
Rlogin
= 55H
Kex Claze window on exit:
i;‘;h O Alway: O Mever (3 Only on clean exit
Tunnels
T

EE 2, Hidi<Open>24ll. 5N 4 client001 J %45 aabbee, BIAIHEAN AC HIBLE

G



4 KE&AERNStelnet RSS2 BECE 2B (publickeyihiE)
4.1 HMEXK

e H /W LLIEIT Client FIZATH Stelnet & i Bf: (SSH2 fiuA) 4B 53] AC &,
27 FH A €4 network-admin 33470 B & 5

e AC XM publickey iAilF 5 3%t Stelnet % P i #EATIAIE, {8 FH FIASHETE N RSA,

E3 % &1EH Stelnet BRE RELSHME

Stelnet client Stelnet server

Vlan-int 2
192.168.1.40/24

IP network

AP AC

/Q
1L ER
o ERSBEWBEESIFEBILTEPBGNAGE, BB ETREF B EATGEE,
FHATIR GBI E.
o EPRBMAIS, ¥4 PUTTY. OpenSSH %, AL FAUAL P 3%k PUTTY0.58 4 4,
#LB Stelnet & 7 % 698 & 7 ik .

(1) i HE Stelnet % )7 ik

# E % RSA BN .
R P iiafT PUTTYGen.exe, {ESEF: ikt “SSH-2 RSA”, fiili<Generate>, 7F7A4E% F1 i
ERT



B4 EREFIHEH (B D

& PuTTY Eey Generator

File EKey Conwersions Help

F.ey

Mo ke,

Actiong

Generate a public./private key pair ﬁenerate
Load an existing private key file
Save the generated key
Farameters

Type of key to generate:
() 55H-1 [RS54] (&) 55H-2 RS54, () 55H-2 DSA

MHurnber of bitz in a generated key: 1024

FEP AR E YD I RE T R A B S, B S R T B e BR Sk bR 1L BERE 2R A1 3t
T, BGERRRR R oR 2 AE, B A, LELS,

ESs AHEFimER (]2

f PuITY Eey Generator

File Eey Conwersions Help
Ky
Pleaze generate zome randomneszs by moving the mousze over the blank area.

Actions

Generate a public/private key pair
Load an exsting private key file

Save the generated key

Farameters

Type of key ko generate:

Mumnber of itz in a gererated key: I:l




EHX A G, miidi<Save public key>, HALFfE A4 key.pub, s <RAF>125H
6 ERERHEH (TED

f PuTTY Eey Generator

Fi1le EKey Conwer=zionz Help

=
Public key for pasting into OpenS5H authonized_keys file:

zsh-rza

AdAABINzaCT e ZEALAABIDAAAIE AxYBHM 1 mEyT BxnZ+xB4L TCiZ2fE0Sn1 26TOU
20CEL 2 el M S F 203K FO=il+ 2l nd o 7t 9aibd a1 gGB uk pBhlsPhiEmgF 1 jzad O 4HDI
=5 SFIHhGhBo2405 b et FdT k) g2+ 370K 29R GO b wiZyy w7 OusndkyZF
RFk=rsa-key-20060818

K.ey fingerprint: |ssh-rsa 1024 Be:dm:5a:80: 7d:c3d3:9e:81:56:ed:01:c1:8d:ca:Be

F.ey cammeant: |l$a-ke_l,l-2DDBDS1 a

Key paszphraze: |

Canfirm pazsphrase: |

Actions

Generate a public/private kep pair
Load an existing private key file

Save the generated key Save public key ] [ Save private key l
Parameters

Type of ke to generate:

(1 55H-1 [RSA) (%) 55H-2 BSA () 55H-2DSA

Murnber of bits in a generated ke 1024

rifi<Save private key>fF it FAEH, # H B HE, FERE 2 5 ORATF BT R FE MBI FAEH , fidhi<Yes>,
HNALVE SO 42 0 private.ppk, A RAE.

B7 £MERPHZEHR (TBELH
xq

Are wou sure you wank to save this key
without a passphrase to proktect k7

B A AR S, BRI A B key.pub it FTP/TFTP 70 AR #4545, Akt
g .

(2) [ Stelnet il 4528

# £ RSA AT

<AC> system-view

[AC] public-key local create rsa

The range of public key size is (512 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..



++++++++

Create the key pair successfully.

# " DSA X

[AC] public-key local create dsa

The range of public key size is (512 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..

s s O L s o o o S S S S S B S el

Create the key pair successfully.

# £ R ECDSA %%,

[AC] public-key local create ecdsa secp256rl
Generating Keys. ..

Create the key pair successfully.

# fifE Stelnet R %5 &5 ThEE .

[AC] ssh server enable

# BCE VLAN #2101 2 1 1P ik, 70 7 il il i3t k% 4% Stelnet g5 25
[AC] interface vlan-interface 2

[AC-VlIan-interface2] ip address 192.168.1.40 255.255.255.0
[AC-Vlan-interface2] quit

# WE Stelnet 2/ I & F 7 R HAIE DT 208 AAA AIEE.

[AC] line vty 0 15

[AC-line-vty0-15] authentication-mode scheme

[AC-line-vty0-15] quit

# WA key.pub o Nz AEH, I 44y ackey.

[AC] public-key peer ackey import sshkey key.pub

# W E SSH H P client002 KIAIETT 2N publickey, F£457E 2874 ackey.

[AC] ssh user client002 service-type stelnet authentication-type publickey assign publickey
ackey

# QA BEAH A P client002, JEE RSKAN SSH, P #i 44 network-admin.
[AC] local-user client002 class manage

[AC-luser-manage-client002] service-type ssh

[AC-luser-manage-client002] authorization-attribute user-role network-admin
[AC-luser-manage-client002] quit

4.3 WA E

# eI, IR Stelnet k55 a3 HIERZ .



T PuTTY.exe F2 /77, HBLANE 8 A /nf%s P imfic B Sl . £ “Host Name Cor IP address)” 3
AREF 4N Stelnet xR 55251 1P itk 4 192.168.1.40.

&8 Stelnet & FimbL & R HE

:_\ FulTY Configuration

on - Bazic options for your PuT T zession
L.Dgglng Specify your connechion by host name or IP address
(= Terminal
Hozt Mame [or P addresg) Port
F.evboard
Bl 192.168.1.40 |2 |
Features Protocol:
= Window ) Raw (O Telnet O FRlogin - (%) 55H
A
ppea.rance Load, zave or delste a stored zezsion
Behaviour
Translation Saved Sessions
Selection | |
Colours :
Drefault Settings
[=- Connection ﬂ]
Data B
pas
Rilogin
= 55H
Kex Clogze window on exit:
i;‘;h Crthways (O Mever (%) Orly on clean exit
Tunnelz b
o= (e ]

# HLl Ao M AU Connection->SSH”, tH 4N [ 9 (1) 71 . 4% Preferred SSH protocol version”

y\j ({2”0




&9 Stelnet & kAL ERE

2 PuTTY Configuration

Cateqarny:

Logging
= Terminal
F.eybioard
Bell
Features
= Windaw
Appearahce
Behaviour
Tranzlation
Selection
Colours
=) Cannection
Data
Frosy
Telnet
Rlogin

Auth
1
Tunnelz
Buags

>

Options controling 55H connections

Data to zend to the server

Bemate canmatnd:

Protocol optionz

[ 1Dont allocate a pseudo-terminal
I Dan' start a shell or command at all
["1Enable compression

Prefered 55H protocal version:

Conly  O1 @2 () 2 only
Enzrption options
Encryption cipher selection policy:

AES [SSH-2 only)

Blowfizh

IDES Up

-- warn below bere -

DES

[JEnable legacy uze of single-DES in S5H-2

Open ] [ Cancel

]

B AN SRR “ Connection->SSH” R TH I Auth” GAAIE), H B0 E 10 f) R H . Bdi<Browse...>
Fedl, SR SO 1. RS O B AR 55 A i 1 A A B I FAEH SO private.ppke




[El10 Stelnet B FimbLE R E

§ PullY Configuration

Categony:

[=)- Session ~ Optionhs controling SSH authentication

Lagaging
Terminal

s e'ﬂ;jbﬂar . [ &ttempt TIS or CryptoCard auth [SSH-1]

Eell Atternpt "keyboard-interactive’ auth [SSH-2]
Featuresz
= window

Appearance )
Behaviaur [] &llows attempted changes of usemame in S5H-2

Tranzlation Frivate key file for authentication:
Selection |E:'\keyhprivate.|:upk | [ Browse... |
Colours
=) Connection
Data
Prosy
Telnet
Rlogin
= 55H
F.ex
ALth
=1
Turnels b

[ Qpen ] [ Cancel ]

Authentication methodz

Authentication parameters

[] &llovs agent forwarding

WE 10, Hidi<Open>#fl. &4 f AN~ 4 client002, RIAIiEEA Switch FIHCE 51 .-

5 ®w&EAStelnet® Figlc B2 (passwordiliE)
5.1 AMEEK

. B AC {E N Stelnet & i, I REgilEid AC 224 & %3 Switch £, I TH At
network-admin #F17Hc B & 3.

e Switch £} Stelnet ik 55 %% % F password IAIE 7 2%} Stelnet 25 7 S dEATIAIE, 27 s i
J 4 RS LR AFAE Switch |

El11 ®&F1EA Stelnet B Fim AL ELHM

SSH server SSH client

Vlan-int2 Vlan-int2
@192.168.1.40/24 192.168.1.56/24 "N

Switch

5.2 BLESE

(1) TFHE Stelnet k552
# £ RSA 5%

10



<Switch> system-view

[Switch] public-key local create rsa

The range of public key size is (512 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..

++++++++

Create the key pair successfully.

# £ % DSA BT .

[Switch] public-key local create dsa

The range of public key size is (512 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..

s s L s o o o S S S S S S e el

Create the key pair successfully.

# ' B ECDSA 5T,

[Switch] public-key local create ecdsa secp256rl
Generating Keys. ..

Create the key pair successfully.
# i fE Stelnet IR %525 Th Ak

[Switch] ssh server enable

#ECE VLAN 200 2 1 1P ik, 7% s il i iz bk %4 Stelnet g5 45

[Switch] interface vlan-interface 2

[Switch-VIan-interface2] ip address 192.168.1.40 255.255.255.0
[Switch-VlIan-interface2] quit

# W& Stelnet 2 /7 i & s 7 B AIE T O AAA AIE.

[Switch] line vty 0 15

[Switch-line-vty0-15] authentication-mode scheme

[Switch-line-vty0-15] quit

# QIR EHIAMA P client001, JF%E %Y AW aabbee, Mk%5EAN SSH, H Mt
network-admin.

[Switch] local-user client00l1 class manage

[Switch-luser-manage-client001] password simple aabbcc
[Switch-luser-manage-client001] service-type ssh
[Switch-luser-manage-client001] authorization-attribute user-role network-admin
[Switch-luser-manage-client001] quit

11



# B E SSH I/ client001 KRS % A Stelnet, AIIE TR N password AiE. B IR AT DUAED
B
[Switch] ssh user client001 service-type stelnet authentication-type password

(2) Stelnet % J i @37 5 Stelnet AR 55 28 %8
# BcE VLAN 10 2 1 IP Hiuht .

<AC> system-view

[AC] interface vlan-interface 2

[AC-VIan-interface2] ip address 192.168.1.56 255.255.255.0
[AC-VIan-interface2] quit

[AC] quit

5.3 Wit &

o HPUmAMBA RS EAAH, HIREGRS A LER

# LRS54 192.168.1.40 1) SSH &+, mIRAEANIENRSS 215 L N 4R EE 07 0 k55 W, IF4E
% P ORAT R 5% s o R AR B A 5H

<AC> ssh2 192.168.1.40

Username: client001

Press CTRL+C to abort.

Connecting to 192.168.1.40 port 22.

The server is not authenticated. Continue? [Y/N]:y

Do you want to save the server public key? [Y/N]:y

client001@192.168.1.40"s password:

Enter a character ~ and a dot to abort.

* Copyright (c) 2004-2019 New H3C Technologies Co., Ltd. All rights reserved.*

* Without the owner®s prior written consent, *
* no decompiling or reverse-engineering shall be allowed. *
<Switch>

WINIERRHE P 22 J5, BIR] a8 s 3] Switch b o BTG B8 A ORAFE IR 25 28 o 1 E LA
B, TP &S Switch I B A\ IEAR % AL R AT BRI & 5%

o HFmfCEMRSESIENAHE, HRSASELIER

# A% P G B SSH M55 ae it H EALA o 75 HIHL B N\ R 55 & i B0 EHLA B, BIAE R 55 & il
it display public-key local dsa public #r4 &R KIAHHN .

[AC] public-key peer keyl

Enter public key view. Return to system view with "peer-public-key end" command.
[AC-pkey-public-key-key1]1308201B73082012C06072A8648CE3804013082011F0281810
0D757262C4584C44C211F18BD96ESFO
[AC-pkey-public-key-key1]61C4F0A423F7FE6B6B85B34CEF72CE14AOD3A5222FEO8CECE
65BE6C265854889DC1EDBD13EC8B274

[AC-pkey-publ ic-key-keyl]DA9F75BA26CCBO87723602787E922BA84421F22C3C89CB9B0O
6FD60FE01941DDD77FE6B12893DA76E

12



[AC-pkey-public-key-keyl]EBC1D128D97F0678D7722B5341C8506F358214B16A2FAC4B3
68950387811C7DA33021500C773218C
[AC-pkey-public-key-keyl1]737EC8EE993B4F2DED30F48EDACE915F0281810082269009E
14EC474BAF2932E69D3B1F18517AD95
[AC-pkey-public-key-key1]194184CCDFCEAE96ECAD5EF93133E84B47093C52B20CD35D02
492B3959EC6499625BC4FA5082E22C5
[AC-pkey-public-key-key1]1B374E16DD00132CE71B020217091AC717B612391C76C1FB2E
88317C1BD8171D41ECB83E210C03CC9
[AC-pkey-public-key-key1]B32E810561C21621C73D6DAAC0O28F4B1585DA7F42519718CC
9BO9EEF0381840002818000AF995917
[AC-pkey-public-key-keyl]E1E570A3F6B1C2411948B3B4FFA256699B3BF871221CCOC5D
F257523777D033BEE77FC378145F2AD
[AC-pkey-public-key-key1]1D716D7DB9FCABB4ADBF6FB4FDBOCA25C761B308EF53009F71
01F7C62621216D5A572C379A32AC290
[AC-pkey-public-key-keyl]E55B394A217DA38B65B77F0185C8DB8095522D1EF044B465E
8716261214A5A3B493E866991113B2D

[AC-pkey-public-key-key1]485348

[AC-pkey-public-key-keyl] peer-public-key end

[AC] quit

# H L B S5EE 192.168.1.40 (1) SSH iER:, ik e o528 it EHNLAH.

<AC> ssh2 192.168.1.40 public-key keyl

Username: client001

Press CTRL+C to abort.

Connecting to 192.168.1.40 port 22.

client001@192.168.1.40"s password:

Enter a character ~ and a dot to abort.

* Copyright (c) 2004-2019 New H3C Technologies Co., Ltd. All rights reserved.*

* Without the owner®s prior written consent, *
* no decompiling or reverse-engineering shall be allowed. *
<Switch>

BINIESH P A MES 2 J5, BRI & 58] Switch B .

o HPUImAMCOA MRS TFIAYH, BEEEERS S LIER
<AC> ssh2 192.168.1.40

Username: client001

Press CTRL+C to abort.

Connecting to 192.168.1.40 port 22.

client001@192.168.1.40"s password:

Enter a character ~ and a dot to abort.

* Copyright (c) 2004-2019 New H3C Technologies Co., Ltd. All rights reserved.*
* Without the owner®s prior written consent, *
* no decompiling or reverse-engineering shall be allowed. *

*hkhk
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<Switch>

BN IEWHRI SRS ), RIS R 5 2 Switch B L.

6 W&1EAStelnet®E FimBc B2 (publickeyihiE)
6.1 AR EX

e [E AC1EN Stelnet % i, P AEUZEIT AC 24 % 5% 3| Switch &, JEgi TR Mt
network-admin #£47Ac & & B .
e Switch /£ Stelnet Al 55 %% ] publickey W\ iFJ5 0%} Stelnet 2 /7 47 A, fd A S5

%8 DSA.

E12 & &1EH Stelnet B Pimbc & 2H M &
SSH server SSH client
Vlan-int2 Vlan-int2
@ 192.168.1.40/24 192.168.1.56/24 ,@\
Switch AC

6.2 BCEXER

‘@?mm
ERGBORELRTFRAEEP HOMAE L, BREEEATRES b BN WRE, Fit
TR0 B E .,

(1) A E Stelnet % /7 ik
#MCE VLAN 221 2 7 IP Hudik.

<AC> system-view

[AC] interface vlan-interface 2

[AC-Vlan-interface2] ip address 192.168.1.56 255.255.255.0
[AC-Vlan-interface2] quit

# £l DSA BT .

[AC] public-key local create dsa

The range of public key size is (512 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..
i o S L L

Create the key pair successfully.

14



# YU DSA EHL AT 245 5 U key.pub Hs

[AC] public-key local export dsa ssh2 key.pub

[AC] quit

P E B IR R, R R I A SIS key.pub il FTR/TFTP 7720 EAL B RS 35
g .

(2) TFHE Stelnet k553

# £ R RSA 5T

<Switch> system-view

[Switch] public-key local create rsa

The range of public key size is (512 ~ 2048)

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..

R

Create the key pair successfully.

# £l DSA BT .

[Switch] public-key local create dsa

The range of public key size is (512 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys...

B L S S

Create the key pair successfully.

# £ ECDSA %X} .

[Switch] public-key local create ecdsa secp256rl
Generating Keys. ..

Create the key pair successfully.

# {fifE Stelnet IR%% 25 D).

[Switch] ssh server enable

# FCE VLAN #1002 1 1P sk, 7 il nd i bl 4 SSH Ik ds as .
[Switch] interface vlan-interface 2

[Switch-VIan-interface2] ip address 192.168.1.40 255.255.255.0
[Switch-VIan-interface2] quit

# W& Stelnet 25 /7 i & s 7 B NIE T O AAA AIE.

[Switch] line vty 0 15

[Switch-line-vty0-15] authentication-mode scheme
[Switch-line-vty0-15] quit

# MU key.pub H NI AEH, Hdr 4N ackey.
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[Switch] public-key peer ackey import sshkey key.pub
# & E SSH H P client002 KIAIETT N publickey, F£457E 2474 ackey.

[Switch] ssh user client002 service-type stelnet authentication-type publickey assign
publickey ackey

# G A B ERAH A P client002, FFi B R4 A4H SSH, H P #1424 network-admin.
[Switch] local-user client002 class manage
[Switch-luser-manage-client002] service-type ssh

[Switch-luser-manage-client002] authorization-attribute user-role network-admin
[Switch-luser-manage-client002] quit

6.3 WUEACE

# HLFIR S5 7% 192.168.1.40 1) SSH % #%.

<AC> ssh2 192.168.1.40

Username: client002

Press CTRL+C to abort.

Connecting to 192.168.1.40 port 22.

The server is not authenticated. Continue? [Y/N]:y
Do you want to save the server public key? [Y/N]:n
Enter a character ~ and a dot to abort.

*hkhk * ke

* Copyright (c) 2004-2019 New H3C Technologies Co., Ltd. All rights reserved.*

* Without the owner®s prior written consent, *

* no decompiling or reverse-engineering shall be allowed. *

<Switch>

T AR ORAF R 55 25 0 ) AL A SH, DRIMAE R #R 4k 27 [ IR 55 48 2 J5 . RITAT ) % 5% 21 Switch B
.

7 WERAEANSFTPIRGHRECE 244 (passwordihiE)
7.1 AR EX

o Client Ml AC Z [J#37 SSH %, Client £y SFTP % i & sk ¥ AC, , R THI AT
network-admin 4T SCAHE BEANSC AR IR S5 484

e AC:KH password W iE 7=kt SFTP & P i AT UGIE, 257 5t (1) FH P 44 R R CR A7 TE A

e AC fl Client Z |8 H AT ik
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E13 8 &{EH SFTP IRE =i EHHME

SFTP client
SFTP server

IP network

AP AC

Client

72 BEESER

(1) TFCE SFTP RS54

# £ RSA X

<AC> system-view

[AC] public-key local create rsa

The range of public key size is (512 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys...

++++++++

Create the key pair successfully.

# £l DSA BT .

[AC] public-key local create dsa

The range of public key size is (512 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..
B B L e e B o o i

Create the key pair successfully.

# £ ECDSA %X .

[AC] public-key local create ecdsa secp256rl
Generating Keys. ..

Create the key pair successfully.

# Ja 2 SFTP 55 %%

[AC] sftp server enable

# BCE VLAN #2100 2 1) 1P Mk, 207 s id iz bk 4% SSH k5545 -
[AC] interface vlan-interface 2

[AC-Vlan-interface2] ip address 192.168.1.45 255.255_255.0

17



[AC-Vlan-interface2] quit

# QIR A EHIEAH A client002, Hi&E %A NI L aabbee, REFAN SSH, HI Mtk
network-admin, TAEH3A cfa0:/s

[AC] local-user client002 class manage

[AC-luser-manage-client002] password simple aabbcc

[AC-luser-manage-client002] service-type ssh

[AC-luser-manage-client002] authorization-attribute user-role network-admin work-directory
cfa0:/

[AC-luser-manage-client002] quit
# B E SSH H FMIE 208 password, ARZ5IIN SFTP. (B IEAT AR ED

[AC] ssh user client002 service-type sftp authentication-type password

7.3 WitEc &

c /“ .

& i

o SFTPZEFiaBMAHIS, KX PVAE P %34 PUTTY0.58 F 69 PSFTP A4, #8 SFTP
B Pkt E 7 k.

e PSFTP R # #F password iA3iE, I Z#F publickey FAiE,

# #5 SFTP R&5 2% .
FI7F psftp.exe #2)7, HIWIE 14 Fromf& - e B 5 . AR a4

open 192.168.1.45
WAEH RN 14 client002, %510 aabbee, EA] & 5% SFTP RS 5.

El14 SFTP BERimEXHRE

D:\software\SFIP\P5FTP. exe

psftp: no hostname specified; use "open host.name' to connect
psftp> open 172.168.1.45

login as: clientB@2

The server’s host key is not cached in the registry. You
have no guarantee that the server is the computer you

think it is.

The server’'s rsa2 key fingerprint is:

ssh—rsa 18024 fh:2d:44:4d:h1:72:92:21:?d:8e:1laec:ad:hazebh:08
If you trust this host. enter """ to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once. without

adding the key to the cache. enter "n".

If you do not trust this host,. press Return to abandon the
connection.

Store key in cache? {(ysn> n

Uzing username '"clientBB2".

clientBB2R192.168.1.45%"s password:

Hemote working directory is ~

psftp>

18



8 WAVENSFTPE FIRECE 2] (publickeyihilE)

8.1 HMEK

8.2

o [it® AC 11EN SFTP &/ i, AP RERLIEIT AC 1 &M ERF| AC2 b, H¥zTH A
5, network-admin 47 SO BRAD SO AL 26 25 4 A
e AC 21N SFTP fik428 % publickey iAilE 7 2% SFTP % F i #E AT UGIE, d F 1A E %

N RSA.

E15 & &1EAH SFTP B Rinfl H4H MW E
SFTP server SFTP client
Vlan-int2 Vlan-int2
192.168.0.1/24 192.168.0.2/24 .%—?\\

AC 2 AC1
0=
BLE B

Z
RS B B A b E B EP AE &, B E A EAE P AT, Bt
ITIRE-RHEE .

(1) FE SFTP % /i

# FCE VLAN ££ 1 2 [ IP Hihik

<AC1l> system-view

[AC1] interface vlan-interface 2

[AC1-Vlan-interface2] ip address 192.168.0.2 255.255.255.0
[AC1-Vlan-interface2] quit

# £ RSA X

[AC1] public-key local create rsa

The range of public key size is (512 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..

++++++++

Create the key pair successfully.

# KRR RSA L AP T B4 € U pubkey H.
[AC1] public-key local export rsa ssh2 pubkey
[AC1] quit
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A B I, @ ER AR A AT pubkey i@id FTR/TFTP J7 X AR 2R 55 45

FEWE o

(2) TWCE SFTP RS54

# £ RSA B XS .

<AC2> system-view

[AC2] public-key local create rsa

The range of public key size is (512 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..

B S

Create the key pair successfully.

# £l DSA BT .

[AC2] public-key local create dsa

The range of public key size is (512 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys...

B o S

Create the key pair successfully.

# £ ECDSA %X} .

[AC2] public-key local create ecdsa secp256ril
Generating Keys. ..

Create the key pair successfully.

# Ja 2 SFTP 55 %%

[AC2] sftp server enable

# HCE VLAN #2101 2 1) 1P Mk, 207 S id i bk 4% SSH k5545 -
[AC2] interface vlan-interface 2

[AC2-Vlan-interface2] ip address 192.168.0.1 255.255.255.0
[AC2-VIan-interface2] quit

# M 3CAF pubkey H R NI AR, a4y ackey.
[AC2] public-key peer ackey import sshkey pubkey

# B E SSH H P client001 KRk 4535548 SFTP, AIEJT 304 publickey, 48 & A% ackey.
[AC2] ssh user client001 service-type sftp authentication-type publickey assign publickey

ackey

# BN A B HERAMA & client001, FHi%E RS KA N SSH, H F Mt 4 network-admin, TAE

H %A~ cfa0:/.

[AC2] local-user client001 class manage

20



[AC2-luser-manage-client001] service-type ssh

[AC2-luser-manage-client001] authorization-attribute user-role network-admin
work-directory cfa0:/

[AC2-luser-manage-client001] quit

WuEECE

# 5 fE SFTP IRg5as doridisk, B SFTP &/ im LA
<AC1> sftp 192.168.0.1 identity-key rsa

Username: client001

Press CTRL+C to abort.

Connecting to 192.168.0.1 port 22.

The server is not authenticated. Continue? [Y/N]:y
Do you want to save the server public key? [Y/N]:n

sftp>

# o IRSS ST H 3, MIBRSCIE z, FRRE SO 5 I R ) o
sftp> dir -1

- FWXIrWXrwx 1 noone nogroup 1759 Aug 23 06:52 config.cfg
- FWXFrWXFrwx 1 noone nogroup 225 Aug 24 08:01 pubkey2

- FWXFrWXFrwx 1 noone nogroup 283 Aug 24 07:39 pubkey
drwxrwxrwx 1 noone nogroup 0 Sep 01 06:22 new

- FWXFrWXFrwx 1 noone nogroup 225 Sep 01 06:55 pub
-rwxrwxrwx 1 noone nogroup 0 Sep 01 08:00 z

sftp> delete z

Removing /z

sfttp> dir -1

- FWXIrWXrwx 1 noone nogroup 1759 Aug 23 06:52 config.cfg
- FWXFrWXFrwx 1 noone nogroup 225 Aug 24 08:01 pubkey2

- FWXFrWXFrwx 1 noone nogroup 283 Aug 24 07:39 pubkey
drwxrwxrwx 1 noone nogroup 0 Sep 01 06:22 new

- FWXFrWXFrwx 1 noone nogroup 225 Sep 01 06:55 pub

# B H % newl, JRREET H A BRI,

sftp> mkdir newl

sftp> dir -1

—FWXIrWXFrwx 1 noone nogroup 1759 Aug 23 06:52 config.cfg
—FWXIrWXrwx 1 noone nogroup 225 Aug 24 08:01 pubkey2

- FWXFrWXFrwx 1 noone nogroup 283 Aug 24 07:39 pubkey
drwxrwxrwx 1 noone nogroup 0 Sep 01 06:22 new
—FWXFWXFrwX 1 noone nogroup 225 Sep 01 06:55 pub
drwxrwxrwx 1 noone nogroup 0 Sep 02 06:30 newl

# % H 4 newl B4 new2, HAFRMGELRI.

sftp> rename newl new2

sfttp> dir -1

—FWXIrWXFrwx 1 noone nogroup 1759 Aug 23 06:52 config.cfg
- FWXIrWXrwx 1 noone nogroup 225 Aug 24 08:01 pubkey2

- FWXFrWXFrwx 1 noone nogroup 283 Aug 24 07:39 pubkey
drwxrwxrwx 1 noone nogroup 0 Sep 01 06:22 new

- FWXFWXFrwX 1 noone nogroup 225 Sep 01 06:55 pub
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drwxrwxrwx 1 noone nogroup 0 Sep 02 06:33 new2

# MRS 5% LN #0501 pubkey?2 A, J£5 44 public.

sftp> get pubkey2 public

Fetching / pubkey2 to public

/pubkey?2 100% 225 1.4KB/s 00:00
# AT pu BAERIRS % b, B4 9 puk, JEEE BAERE D).

sftp> put pu puk

Uploading pu to / puk

sftp> dir -1

- FWXIrWXrwx 1 noone nogroup 1759 Aug 23 06:52 config.cfg
- FWXIrWXrwx 1 noone nogroup 225 Aug 24 08:01 pubkey?2
- FWXFrWXFrwx 1 noone nogroup 283 Aug 24 07:39 pubkey
drwxrwxrwx 1 noone nogroup 0 Sep 01 06:22 new
drwxrwxrwx 1 noone nogroup 0 Sep 02 06:33 new2

- FWXFrWXFrwx 1 noone nogroup 283 Sep 02 06:35 pub

- FWXFrWXFrwX 1 noone nogroup 283 Sep 02 06:36 puk
sftp>

# B H SFTP & Fufifi .

sftp> quit

<AC1>

9 SCPX ¥l & 251 (passwordiliE)
9.1 AMEX

IR KPR, AC 1{ER SCP % /i, AC 2 1E8 SCP R45#s. BlA I T Bk K.

o HfEWEIET AC 1 ZAHh B R AC 2 b, FudR T At network-admin 5 AC 2
BEAT AR

e AC 2:RH password iANIEX] SCP % Fuin i AT INIE, %% 7 3 i P 4 AU R A AE AC 2 |

[E16 SCP & ELH M E

SCP client SCP server
Vlan-int2 Vlan-int2
@\ 192.168.0.2/24 192.168.0.1/24 @\
AC1 AC 2

9.2 BEEXIR

(1) HBCE SCP iR %%

# 42 i RSA B8 .

<AC2> system-view

[AC2] public-key local create rsa

The range of public key size is (512 ~ 2048).
IT the key modulus is greater than 512, it will take a few minutes.
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Press CTRL+C to abort.
Input the modulus length [default = 1024]:
Generating Keys. ..

++++++++

Create the key pair successfully.

# £ DSA X .

[AC2] public-key local create dsa

The range of public key size is (512 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..

s s O L s o o o S S S S S B S el

Create the key pair successfully.

# £ R ECDSA %%,

[AC2] public-key local create ecdsa secp256ril
Generating Keys. ..

Create the key pair successfully.

# ffiGe SCP k%% D)he.

[AC2] scp server enable

# FCE R VLAN 211 2 1 1P Mk, 7%/ kel iz bk i 4% SCP k5545 -

[AC2] interface vlan-interface 2

[AC2-Vlan-interface2] ip address 192.168.0.1 255.255.255.0
[AC2-VIan-interface2] quit

# QBB B A & client001, Jfi B %9 W] S aabbee, 452Ky SSH.
[AC2] local-user client001 class manage

[AC2-luser-manage-client001] password simple aabbcc
[AC2-luser-manage-client001] service-type ssh

[AC2-luser-manage-client001] authorization-attribute user-role network-admin
[AC2-luser-manage-client001] quit

# LB SSH H P client001 1R scp, MIET AN password WAGE. (AP IRA] DIAELE )
[AC2] ssh user client00l1 service-type scp authentication-type password

(2) HiE SCP & i

# [ B #11 VLAN 2 (9 1P ik

<AC1l> system-view

[AC1] interface vlan-interface 2

[AC1-Vlan-interface2] ip address 192.168.0.2 255.255.255.0

[AC1l-VIan-interface2] quit

[AC1] quit
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9.3 Witk &

# 5ifE SCP IRSs#s L %EHz:, I F ki remote.bin SCHF, FNEEIAM 5T 44 local.bin.
<AC1> scp 192.168.0.1 get remote.bin local.bin

Username: client001

Press CTRL+C to abort.

Connecting to 192.168.0.1 port 22.

The server is not authenticated. Continue? [Y/N]:y

Do you want to save the server public key? [Y/N]:n

client001@192.168.0.1"s password:

remote._bin 100% 2875 2.8KB/s 00:00

10 NETCONF over SSHECE %46 (passwordikiE)
10.1 ZAMEEK

o M EILLESE Client FiE47#0%# NETCONF over SSH i%E#2 ) SSH & /i (SSH2 hit
KD ZAeHEFIAC b, I TR P A network-admin HEATCE E

o AC X password iAiE 77 206 Stelnet 2 7 s @EAT IAIE, 257 b D FH P 44 A0 25 i (R AP AE A L

e AC Fl Client 2 [a] % H AT ik

E17 1’ &1E4H NETCONF over SSH AR % 22 HiL B 4B W &

NETCONF over SSH client
NETCONF over SSH server

‘% (M IP network &

AP AC
Client

10.2 FLE S

# £ RSA X

<AC> system-view

[AC] public-key local create rsa

The range of public key size is (512 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:
Generating Keys. ..

____________ ++++++++
Create the key pair successfully.

# 4 DSA HEHXT
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[AC] public-key local create dsa

The range of public key size is (512 ~ 2048).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..

R s O L s o o o S S S S S el

Create the key pair successfully.

# £ R ECDSA %%,

[AC] public-key local create ecdsa secp256rl
Generating Keys. ..

Create the key pair successfully.

# ffi56 NETCONF over SSH %5 25 Ik .

[AC] netconf ssh server enable

# FCE VLAN #2101 2 1 1P ik, 70 7 g il il i3t k% 4% NETCONF over SSH g% 25
[AC] interface vlan-interface 2

[AC-Vlan-interface2] ip address 192.168.100.49 255.255.255.0
[AC-VIan-interface2] quit

# BB NETCONF over SSH % /i 8 3¢ FHl 7 2k IAIE T 208 AAA A

[AC] line vty 0 63

[AC-line-vty0-63] authentication-mode scheme

[AC-line-vty0-63] quit

# QIR A E A client001, FF&kE M NI aabbee, REFHAN SSH, MMl
network-admin.

[AC] local-user client00l1 class manage

[AC-luser-manage-client001] password simple aabbcc
[AC-luser-manage-client001] service-type ssh

[AC-luser-manage-client001] authorization-attribute user-role network-admin
[AC-luser-manage-client001] quit

# B SSH I/ client001 {55355 NETCONF, iAilFJ5 R4 password AiiF. (3R] PAA
fic &)

[AC] ssh user client001 service-type netconf authentication-type password

10.3 FiEACE

F i 32 Ff NETCONF over SSH ZEH2 1% F i 4 5 AC 257 NETCONF over SSH ZE#2 )5,
A H 3\ AC ) NETCONF it B .

# FT7JF3C#F NETCONF over SSH % 3¢ 77 s\ % 7 I 814, A 3CEL NetConf Browser 2015
(Version3.1) T H A,

# 1R A kS “File> Connect...”,
o “NETCONF version” i%# “Auto select” .
. “Host” SCAHEAbSI N 5% IP “192.168.100.497,
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. “Port” SCAHEA A “8307 .
. “Username” SCAHREAL A “client001” .
o  Hih “Connect” $#45E X E -
18 i@id NetConf Browser &% &

H Connect ﬁ

Connection type :SSH.‘?. - ganymed v:
NETCONF wersion :Autcu select v:
Host 192, 183, 100. 49

j| Fort g0
Username clientO01

|| D Public Key Authentication
(@ Private key file

| Private key from keystore

Connect ][ Cancel

E19 ¥ ANEHRL: aabbcc.

- H Enter Password - . — ﬁ

Enter password for password suthentication on elientOO1@192 168,100, 49

0k || Cancel
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E20 ZFFRMI

Log [ Nots Eications | Session Histery

Conmection successful: //clientD012192. 168. 100. 49:8307 type=55H2éver si on=aut obpl-keystore—file-path=C : ¥5CUser s¥5CulfB39TH5C. mgnet confbr owzer ¥5C confi g¥SCzecuri ty¥5Ckeystore.
TEICONF wersion 1.0 (RFC4741)

Server sessiom id: 1

Client session id: ecd5=0bf-0B28-4a2e-03b5-d71e04d535af

Client advertised these capabilities
wrn ietf params:netconf:base:1.0

wrn 1etf params:netconf:base:l.1

Server advertised these capabilities

wrn hp params netconf: capability hp-netconf-ext 1.0
urn hp:params:netconf:capability hp-save-point::1.0
wrn ietf params:netconf:base:1.0
wrnietf:params:netconf:capsbility interlesve:1.0
wrnietf:parems:netconf: capability notification:1.0

wnietf parans:netoont: capability:rollback-en-error:1.0

wrnoietf paramsinetoonf: capability validate:1.0

5 AC %37 NETCONF over SSH #%#:2 J5, H#Ed#t N\ AC 1 NETCONF FCE 0. FH P8 363k
5 network-admin AR, {51 40:

# £ NetConf Browser [#] “Command XML” XIS ALL R E R, I & Send:
<get-sessions/>
# 76 “Output XML” [X38{Z.7x NETCONF H 7 & iE(E B
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<get-sessions>
<Session>
<SessionlID>1</SessionlID>
<Line>vtyl</Line>
<UserName>cl ient001</UserName>
<Since>2011-01-01T08:36:27</Since>
<LockHeld>false</LockHeld>
</Session>
</get-sessions>
</rpc-reply>

11 MRBR

. (H3C Joki=hil 8= B T) i “Z2mEHRS.

. (H3C TL&zhldRr=m m25%) v ““emd5%.

. (H3C TLdk=tilas =i BLEFET) M “WLAN B ARLETR S,
. (H3C TLLkt=hi =i 4 2%) F 1) “WLAN AL 5%,
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