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1 OpenFlow

1.1 OpenFlowfL & 454
1.1.1 active instance

active instance v % H>KiiE OpenFlow s:4 .
undo active instance 74 HREUHEGE OpenFlow sS4l
[44]
active iInstance
undo active instance
[RETER]
% OpenFlow 5241 .
[#E]
OpenFlow SZ41 1 1A
[BRREAFAE]
network-admin
[ERES
i B BB OpenFlow S5, 75 EEH0E SERC B AR 3. HHNBIE SLpIn, W&aWTSpf
FEhI RS, RO AR, EEae e, B SEha gL ER.
[=4)]
# 3% OpenFlow 52491 1.

<Sysname> system-view
[Sysname] openflow instance 1
[Sysname-of-inst-1] active instance

1.1.2 classification
classification fir4 HKALE OpenFlow S 2R AL,
undo classification fiy4 HRIKE BEF
[4<]
classification {global | port | vlan vlan-id [ mask vlan-mask ] [ loosen ] }
undo classiftication
[EREFR]
KA E OpenFlow S 2R,
[#E]
OpenFlow SZ41 41

11



[RREFAFAE]
network-admin
[&#%]
global: 4 J52% OpenFlow SZfi .
port: #125%! OpenFlow S5, SE4%4% L% 5.
vlan: VLAN 2% OpenFlow 2, S2f14% VLAN %143 .
vlan-id: VLAN ID, HUE{EHY 1~4094.
vlan-mask: VLAN 64, HUETEHIDY 0~4095, 4 1H Y 4095.

loosen: loosen #:. FCE loosen #EX 5, WIAREFTIE VLAN 552610 E VLAN 774245,
M HE T OpenFlow S, RECE loosen B, A Y4LFIRCE R VLAN 242 H e VLAN
14, ZEO AR T OpenFlow L4

[ERES
ZRPAT ARG L, BJa —IRPAT B dr 2R AL
VLAN & mask HSEFRERL VLAN X (8] mask HAFAN 1 2R a, WTRAANESE, HRFAN 0 2R
A&, AR VLAN [X[8], n#id display openflow instance & .
[ 55451 ]
# & OpenFlow 241 1 44 /sl .

<Sysname> system-view
[Sysname] openflow instance 1
[Sysname-of-inst-1] classification global

# fic B OpenFlow VLAN 5261 1 %} N[ VLAN 4 255, 5K 7.

<Sysname> system-view
[Sysname] openflow instance 1
[Sysname-of-inst-1] classification vlan 255 mask 7

[HHXxH<]

. display openflow instance
1.1.3 controller address

controller address fir4 HRACE F &
undo controller address 4 FRIMIERE 2 13 %E# .
[4<]
controller controller-id address { ip ipv4-address | ipv6 ipv6-address }
[ port port-number ] [ local address { ip local-ipv4-address | 1ipv6

local-ipv6-address } [ port local-port-number ] ] [ ssl ssl-policy-name ]
[ vif vrf-name ]

undo controller controller-id address
[Br&1ER]
N FER
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[ ]
OpenFlow SZ41 1 &
[(REAFAE]

network-admin

[&5%]
controller-id: #%H|#1 1D 5, BUETEHEN 0~63.
ip ipv4-address: #=iHi|251 IPv4 ik,
ipv6 ipv6-address: i35 IPv6 ik,
port port-number: 8 @ ERAE R 5, BUETER Y 1~65535, #41{H N 6633.
local address: W& 56| 2HERTR IP Mkt . Wil E & Sihas 2 A7 E 2 4B ik, X4
WAAHAT F R BRR ELE EE G, A I R Bt FR @ S E, MASHER MR H, o
AT LLEE A S HOFATICE
ip local-ipv4-address: i IPv4 .
ipv6 local-ipv6-address: i IPv6 Hitil.
port local-port-number: Yl 5, HUEJEMHEY 1~65535, Gk E L BCHIME .
ssl ssl-policy-name: ZAIERINE P un A5, HTEHEHAERE, G168 ERER
BT 24K . ssl-policy-name N 1~31 NEFHITFRFH, AX4 KNS,
vrf vrf-name: f5E&EHIBATER VRF, vrf-name %£/x MPLS L3VPN ] VPN 248K, N
1~BLNFRFR R, X RNE . MRKRIEEASH, WERRERZEATAMF.

[ERES
ZRPAT Z A 2 AT AR I 2 AN 48, SR Edl s o vrdiar — A EiERe.
FEERE B TEHE R CRRRERDL RPEHE. 558 EiE), (#/H TCP/SSL fR¥Fn] 5
EHE .

[2£451]
# LB S 1 pFEHIEE 10 1P HhlkA 1.1.1.1, 31154 6666,

<Sysname> system-view
[Sysname] openflow instance 1
[Sysname-of-inst-1] controller 1 address ip 1.1.1.1 port 6666

1.1.4 controller auxiliary

controller auxiliary 4 RE & 5 %,
undo controller auxiliary 4 FRIMBR S & B4 BhiER: .
(<]
controller controller-id auxiliary auxiliary-id transport { tcp | udp | ssl

ssl-policy-name } [ address { ip ipv4-address | ipv6 ipv6-address } ] [ port
port-number ]

undo controller id auxiliary auxiliary-id
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[BRETER]
AAFAERH B R
[#RE]
OpenFlow 41 1 &
[REFAFARE]
network-admin
[&#]
controller-id: #=l# 1D 5, HUEWEFE 0~63.

auxiliary auxiliary-id: #in&Esgs, PEVEHDNY 1~255.
transport: &M,

tcp: TCP &,
udp: UDP #%$#%.
ssl ssl-policy-name: SSLEHZNAFR, KN 1~31 FRFTRIH, AX5KRNE,
ip ipv4-address: #%Hil#1 IPv4 Hitik,
ipv6 ipv6-address: #%iil#01 1Pv6 Hilik.
port port-number: #1545, BUETEHDY 1~65535, 8 EH A 6633,
[ERES

it By R P T R v ) R A
fi B PR R T I A MEBE@?&T"% R BNIE RS FERRCE MR, WIJCTE 5B
.

S BERER H AR A 5 AT DO A — B H A OS5 R ECE RN, g2

(2611
# OUSED] 1 TS 10 FEHI S IO E 45 08 1 AR BNERE .

<Sysname> system-view
[Sysname] openflow instance 1

[Sysname-of-inst-1] controller 10 auxiliary 1 transport tcp

1.1.5 controller connect interval

controller connect interval 4 FRECE 5% e 2% 11E.

undo controller connect interval 4 FRIKE BE .
[%%]

controller connect interval interval

undo controller connect interval
[ER&E1ER]

HEE I SR HIE N 60 £
[#RE]

OpenFlow 41 4 K]
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[REMFPAE]

network-admin
[&%]

interval: HEEENGME, BUEVEEDy 10~120, AN,
[=41]

# WO B SR 1 SO N AR BN 10 7).

<Sysname> system-view
[Sysname] openflow instance 1

[Sysname-of-inst-1] controller connect interval 10

1.1.6 controller echo-request interval

controller echo-request interval it RIS B % BAG I i i 2% 1 1E
undo controller echo-request interval 4 K E B 5.
[(%%]
controller echo-request interval interval
undo controller echo-request interval
[EREFR]
BRI E I 2R AN 5 AP
(L]
OpenFlow 41 1. &
[REAFHE]

network-admin

interval: EENENSHKE, BUEIEEDy 1~10, AN,
55451 ]

# W0 B S 1 BRI E N 2R RE Y 10 b

<Sysname> system-view

[Sysname] openflow instance 1
[Sysname-of-inst-1] controller echo-request interval 10

1.1.7 controller mode

controller mode fir4 FH KD & % i 25 e

undo controller mode 74 R A8 1 .
(<]

controller mode { multiple | single }

undo controller mode
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[EREFR]
P SHERA AT Multiple.
| EHED
OpenFlow SZ 41 #1 ]
[RREAFPARE]
network-admin
[&#]
multiple: [F—IZIA LS 2l dsdrds. mEEASE, W RN EE S A BT A 1
PE A%, 7B SRR 2SR W s W R, A S N A N S SR T R, R
DRI
single: [A—MZE —AMEhldsdrdss, HAbEm S &, REZENAE, HHMNE
BT HERWOITJE, Wd R N —MEHls, ERERRI).
[2541]
# WO E SR 1 B 2R AR 100N Single.
<Sysname> system-view

[Sysname] openflow instance 1
[Sysname-of-inst-1] controller mode single

1.1.8 datapath-id

datapath-id fir4 HKE & OpenFlow 524 1) Datapath 1D
undo datapath-id 4 4K & B 15 .
[%%]
datapath-id id
undo datapath-id

CERE1ER]
OpenFlow £ /] Datapath ID & H 5241 ID #1325 MAC 41%, #i 16 /ML NS ID, J5 48 4
LR N & MAC
[#LE]
OpenFlow 41 1 &
(FrEAFfae]
network-admin
[2%]

id: OpenFlow 521 Datapath ID, HUE Y& R A 7Sk % 1~ ffeeefeeef .
[ERES

Datapath ID FI R7EME—4512 OpenFlow 3241, As[F] OpenFlow 34 Datapath ID ASGEH [

1-6



[ 2451
# it B 5241 1 /) Datapath ID iy 123456,

<Sysname> system-view
[Sysname] openflow instance 1
[Sysname-of-inst-1] datapath-id 123456

1.1.9 default table-miss permit

default table-miss permit fir4 HKAL E Table Miss It K I EA SE N IEH K .
undo default table-miss permit fir4 R E A 1E M.
[44]
default table-miss permit
undo default table-miss permit
[BRETER]
Table Miss ¥t & Tl FRIERAE B 1E R 57
[ ]
OpenFlow 4111 &
[REFAFAE]
network-admin
[=45)]
# FL & Table Miss Vil &I 1) k48 S/ E N IEH # K o

<Sysname> system-view
[Sysname] openflow instance 1
[Sysname-of-inst-1] default table-miss permit

1.1.10 description

description 74 F KL & OpenFlow S R (5 E. .
undo description iy 4 HRKE AT

[%%]
description text

undo description
[ERE1ER]

AL E OpenFlow SEAIFFA(E & .
[#E]

OpenFlow SZ41 ¥ 1A
[BRREAFAE]

network-admin
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[5%]

text: OpenFlow SEHIHHIAE R, N 1~255 MMM FREH, KXo KNE.
[=45]

# ML E 5] 1 1aIR {5 BN test-desc.

<Sysname> system-view
[Sysname] openflow instance 1
[Sysname-of-inst-1] description test-desc

1.1.11 display openflow

display openflow @4 K&~ OpenFlow SEf 3% 2815 B

[4<]
display openflow instance instance-id { controller [ controller-id ] |
listened }

[#LE]
R
[(REAFAR]
network-admin
network-operator
[&5%]
instance-id: OpenFlow 5265, HUEEEAN 1~4094.
controller-id: #%#I#M ID 5, BUEJEFE N 0~63. W RIEEASH, BRI FIrHEE
HE S S
listened: SEM S 315 dimide 2 1) 2% /- i o
[ 2451 ]

# &7~ OpenFlow SE41 100 %2815 B .
<Sysname> display openflow instance 100 controller
Instance 100 controller information:

Reconnect interval : 60 (s)

Echo interval 5 (s)
Controller ID o1
Controller IP address : 192.168.49.49
Controller port : 6633

Local IP address : 192.0.0.1
Local port - 5566
Controller role : Equal
Connect type : TCP

Connect state : Established
Packets sent : 9

Packets received : 9

SSL policy T -

1-8



VRF name

—_

%<1-1 display openflow controller 44 E R {5 E2EA R

FB

i

Reconnect interval

S A T T A B W R (R TR] B, A DR

Echo interval

S A T T A A& ORI AR SC IR TR Ta] B, A D b

Controller ID

FEfil 22 H1D

Controller IP address

OpenFlowsZ g1 87 48 il 4% i 1P Hb ik

Controller port

HRTIESE R AR I TCPG 1 5

Local IP address

OpenFlowSE 5 % B 14 il 25 YR 1P b bk

Local port

RIS A IR TCPY 1 5

Controller role

TR A A €

o - RIEME, KECEME

e Equal: il €2 Equal
e  Master: 2% 2 Master
e Slave: il M2 Slave

Connect type

HRA,
e TCP: fiif] TCP #E#EHI2%
e  SSL: fiifl] SSL & HI4%

Connect state

o ldle: REER
e  Established: I %R

Packets sent

O 8 i 422 1) 9% B8 (AR ST - 40

Packets received

CL el &% (4R ST 4

SSL policy FIFSSLIERIKSSLIEIE I Z TR, —-RRKREE
VRF name EHIZS AT ERIVRFZ R, -FRAE

1.1.12 display openflow auxiliary

display openflow auxiliary fir4 HKE/R OpenFlow S FIH BIIERAE .

(<]

display openflow instance instance-id auxiliary [ controller-id [ auxiliary

auxiliary-id] ]
(L]

R
[REMFPAE]

network-admin

1-9



network-operator
[&#]
instance instance-id: OpenFlow 5265, BUEEEN 1~4094.
controller-id: =845, BUATELHEY 0~63,
auxiliary auxiliary-id: #iBhi&Esgms, BUEVEEAN 1~255,
[=41]
# 7R OpenFlow SZf51 100 F 4 il 4 il B a5 B

<Sysname> display openflow instance 100 auxiliary
Controller ID: 1 Auxiliary connection number: 2
Auxiliary connection ID : 1

Controller IP address : 192.168.49.48

Controller port : 6633
Connect type : TCP

Connect state : Established
Packets sent : 9

Packets received : 9

SSL policy Io—-

Auxiliary connection ID : 2
Controller IP address : 192.168.49.49

Controller port : 6633
Connect type - TCP
Connect state : Established
Packets sent :9

Packets received : 9

SSL policy T

#<1-2 display openflow auxiliary &3 % £/~ {E SR %

Controller ID 431D

Auxiliary connection number | 4RI R R

Auxiliary connection 1D HEERRID
Controller IP address L2 I B AE SEA T A2 i) 2% 11 P bk
Controller port YT E R R ER I TCPY 5
HEERA,
o TCP: fliH TCP HH: =4
Connect type
e  SSL: flif] SSL # R 2%
e UDP: flifi] UDP 245 %%
HEERE:
Connect state o Idle: REIEE

e  Established: mIhEi%ER:

1-10



FEB biz:py
Packets sent e [ 8 A& AR TH 4K
Packets received CL 28 PRUACH2 1) 5 AR ST AR T4
SSL policy FATSSLIEHSSLE F b Al A4 5K, —-FRon RECE

1.1.13 display openflow flow-table

display openflow flow-table 4 k&R OpenFlow sEfl RS S
(<]

display openflow iInstance instance-id flow-table [ table-id]
[#LE ]

EEAE
[BREAFAE]

network-admin

network-operator
€29

instance-id: OpenFlow 55, HUEIEHI 1~4094.

table-id: Ji% ID, BUHTEMHEY 0~254. WIRARIEEASH, KB RIARENEE.
[254]

# .7 OpenFlow 45 100 T A &S B .

<Sysname> display openflow instance 100 flow-table
Instance 100 flow table information:

Table O information:
Table type: MAC-IP, flow entry count: 1, total flow entry count: 2

MissRule (default) Flow entry information:

cookie: Ox0, priority: 0, hard time: 0, idle time: 0, flags: reset_counts
|no_pkt_counts|no_byte counts, byte count: --, packet count: --

Match information: any

Instruction information:

Write actions:
Drop

Flow entry 1 information: (Not effective)
cookie: Ox0, priority: 1, hard time: 0, idle time: 0, flags: none,
byte count: --, packet count: --
Controller ID: 15
Match information:
Ethernet destination MAC address: 0000-0000-0001
Ethernet destination MAC address mask: FFff-ffff-ffff

1-11



VLAN ID: 100, mask: OxFFf
Instruction information:
Write actions:

Output interface: GE3/1/4

Table 1 information:

Table type: Extensibility, flow entry count: 2, total flow entry count: 2

MissRule (default) Flow entry information:

cookie: Ox0, priority: O, hard time: O, idle time: 0, flags: none,

byte count: --, packet count: 60
Match information: any
Instruction information:

Write actions:

Drop

Flow entry 1 information:

cookie: Ox0, priority: 0, hard time: 0, idle time: 0, flags: flow_send_rem

|check_overlap, byte count: --, packet count: 1
Controller ID: 13
Match information:
Input interface: GE3/1/3
Instruction information:
Set meter: 100
Apply actions:
Output interface: GE3/1/4
Write actions:
Output interface: Controller, send length: 128 bytes

#<1-3 display openflow flow-table &34 B/R {5 S =

FE iR

Table information MEREE
MR

Table type e  MAC-IP: MAC-IP Jii%
e  Extensibility: Extensibility i

flow entry count I T KRR I

total flow entry count MEHPIRBIUEAEL

Flow entry information METE R .. &R ANot effective R /R 1Z iR LT AR AR

cookie it M cookie

priority METIR S, BAGBRK, ReFbim

hard time ‘?ﬁi%ﬁiﬂ‘]hard time I i ], FALNED, OFHAAEINT . 5 A i
BRiZmRT, IR RIE T BIHEER

idle time MEIidle time eI I ], $1Ejj@ Qﬁi%kﬁ&’ﬂﬂ‘o I Hidle timei Ik i} ]
P B R VTR B 2R R T, 2R TS bR
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e ik

TR TUIIFR AL

e flow_send_rem: Ki%iiR MR E
e check overlap: K& HFRHESE
flags e reset_counts: EEHRERMAIHER
e no_pkt_counts: ARG

e no_byte_counts: ARGitFHiitE

e none: LhpES

byte count UG C 244 H AL 3R 0 P 4 T4
packet count UG C 24 H AL SR T PR S T4
Controller ID ;ﬁ%ﬁ?@ﬁﬂ‘ﬂ?%ﬂ%&mo IUAETT JE OpenFlowH J i R -F I e fa, A RRi%s
Match information VLECHIMIE B (R1-4)
ERR ARG R

e Setmeter: B $EER Meter %

e  Clear actions: JEMRBIELFT A IIE

e Apply actions: 7RIHAT SIE 5 B Bh{E
e Write actions: HENEE A SIE
BE2ER, WS NELS

Instruction information

®1-4 REDTEHNIER

LECFEE B R EACHRD FER B R Ei::3u
Input interface o AN (£1-6)
Ethernet type oo PLUK
VLAN ID mask VLAN ID/#EHS
VLAN PCP x VLANfE /2%
P DSCP x Point, CHRARRAD
IP protocol I IPVAEKIPVE MY 5
IPv4 source address mask IPvAY kAL
IPv4 destination address mask IPv4 B il /46
TCP source port mask TCP i L /Y
TCP destination port mask TCP B Iy 415
UDP source port mask UDP i O /481G
UDP destination port mask UDP H (13 /14564
ICMPV4 type o ICMPv47
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ERFERBMR EACHERD FER B FR Fiz:pu
ICMPv4 code G ICMPVAR 5
IPv6 source address IPv6 source address mask [PV6 5 Hh ik /4 i
IPv6 destination address IPv6 destination address mask IPv6 H 1) btk hY
ICMPV6 type oo ICMPV6E 1Y
ICMPV6 code oo ICMPV6R 5
VRF index 7 VPNZ 5|
Fragment o oy bR
#*1-5 MEMBNEAEY
ERR ik

Drop

E3 3 (e Action)

Output interface

B il R IER T (KR1-6)

send length Zoutput B BRI, i FIEHRSC AT K
Group AR TE E Group R AL IR
Set queue AR T ) B 48 5 BAFIID
Set field BRI T E IR
*1-6 MmO KE
i O &R N 1ui im0 A
In port AHF AHE RISCMNEZ F e
Table AHE AHE 0 S H B E N R AT UL AT
Normal AR SCFF L IEH R
Flood ANHF AHE I R R IE
Al ANHF AHE S W NG EEARY 3¢S
Controller AN FF SCHF o bkl 3%
Local AZHE SR L LA HICPU
Any S E AHE BIDERCHE, AREME A DL S %0
¢ AREX ) SCRE SR S R 1, B ER R L AR AR

1.1.14 display openflow group

display openflow group fir4 H2KE7~x OpenFlow SE4 ) Group #1E ..
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(%]

display openflow instance instance-id group [ group-id ]
[#LE]

fEEALE
[REMFPAE]

network-admin

network-operator
[&5%]
instance-id: OpenFlow 55, HUEIEHEIN 1~4094.

group-id: Group ID, B[R 0~4294967040. R AKIGEASE, ¥ ErHIFiA Group
RHHEE.

[ =451 ]
# f.7~ OpenFlow 5241 100 ) Group IS 2.

<Sysname> display openflow instance 100 group
Instance 100 group table information:
Group count: 2

Group entry 103:
Type: All, byte count: 55116, packet count: 401
Bucket 1 information:
Action count 1, watch port: any, watch group: any
Byte count 55116, packet count 401

Output interface: XGE3/0/1
Bucket 2 information:
Action count 1, watch port: any, watch group: any
Byte count 0, packet count O
Output interface: Controller, send length: 128 bytes
Referencedinformation:
Count: 3
Flow table O
Flow entry: 1, 2, 3

Group entry 104:
Type: All, byte count: 0, packet count: O
Bucket 1 information:
Action count 1, watch port: any, watch group: any
Byte count 0, packet count O
Output interface: Controller, send length: 128 bytes
Referenced information:
Count: O
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#<1-7 display openflow group %4 &R s Bk R

ik

Group count

T S4B 5 (I Group R IR N4

Type MHTGroup R I IZRA, BUENAIRRIATITE Sh1ERE, FTAFeET %
Bucket GroupzR Iifu & ff]bucket

Action count

L ATbuckettd & faction 441

Byte count

group/bucket i 7 Gt it 4, WREIRN “-7 WFIRA SRR ZG T

packet count

group/bucketM R T4, WRERN “--7 WRRALIFZG T

watch port

s bucketfrlivetk 25 i um

watch group

B

sZinbucketlivelkZ& figroup ID

Output interface

GroupR 5 H AL (17 H ity 11

Referenced information

GroupR I & W 5| 15 &

Count 51 F Group R I (1) 7t e T3 1) 8 A 4
Flow table 5| F GroupZR T (19 K W AT 748 13 &K 1D
Flow entry 5| Fl GroupaR T ¥ i K IID 71| &

1.1.15 display openflow instance

display openflow instance 74 HkK 7~ OpenFlow SE# FI LIS .
(6]

display openflow instance [ instance-id ]
[#LE]

EEAE
[RERMFPAE]

network-admin

network-operator

[&#]
instance-id: OpenFlow sZ615, BUEVEEN 1~4094. WIRKIEEASE, B BoRFTa Lol
TEUIME

[ 2451

# oA OpenFlow Sl VEATE B .
<Sysname> display openflow instance
Instance 100 information:

Configuration information:

Description : test-desc
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Active status : Active
Inactive configuration:
None
Active configuration:
Classification: VLAN, loosen mode, total VLANs(1)
2
In-band management VLAN, total VLANs(O)
Empty VLAN
Connect mode: Multiple
MAC address learning: Disabled
TCP DSCP value: 10
Flow table:
Table 1D(type): O(MAC-IP), count: O
Flow-entry max-limit: 65535
Datapath ID: 0x0000001234567891
Default table-miss: Drop
Forbidden port: None
Qing Network: Disabled
TCP connection backup: Enabled
Data-plane: Disabled
Port information:
GigabitEthernet3/1/3
Active channel information:
Controller 1 IP address: 192.168.49.49 port: 6633
Controller 2 IP address: 192.168.43.49 port: 6633

#1-8 display openflow instance #4 BR{E Sk %

FE ik
Configuration information FLEEE
Description SRR AR S
SRS :
Active status e Active: ¥if
e Inactive: K¥E
Inactive configuration AR R S4BT
Active configuration LA R4 S4B T
Classification Openflow=L i 2574
loose mode b Floosenti =
In-band management VLAN, total VLANs N BEVLANA 2 2 VLAN/N 3
P AR =
Connect mode e Single: HA1T
e  Multiple: F47T
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%
2t
B

MAC address learning

MACHE}E ]«
e Enabled: ftir

e Disabled: ZEI-

TCP DSCP value OpenFlowf X [))DSCP1H
Flow table SRR B
H#ID, FM

Table ID(type)

e  MAC-IP: MAC-IP 2l

e  Extensibility: Extensibility 2% %

count

X I AL AR R A I A $

Flow-entry max-limit

4TI SR P A KA R PR

Datapath ID

252451 i) Datapath 1D

Default table-miss

S table missEI{E:
e  Permit: ¥
e Drop: 7

Forbidden port

A 1k b3k ) A I g 1 288
e VLAN interface: VLAN 0

e  Virtual Switch Interface: VXLAN "1/ VS| (Virtual Switch
Instance, REMATHSZG]) EAED, HUREA R

Qing Network

A EQINOHER :
e Disabled: KfE
e Enabled: i E

TCP connection backup

OpenFlowi% % Thk
e Disabled:
e Enabled: HJ&E

Data-plane

OpenFlowH 7 ¥ &V H M fig :
e Disabled:
e Enabled: JFJ3

Port information

CUII S (i 11 £ 44 Bk 31

Active channel information

A EEE R

IP address TR TR B E S R A3 28 1Pk
Port MHNERAEH AR TCPYG 15

Failopen mode

BT [ E 47
e  Standalone: FrifEE=
e  Secure: ZAREZ
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1.1.16 display openflow meter

display openflow meter {4 K &7~ OpenFlow S Meter /5 &
[%%]

display openflow iInstance instance-id meter [ meter-id ]
[#LE]

E=E
[REMFAE]

network-admin
network-operator

[&#]
instance-id: OpenFlow 5265, HUEEHEAN 1~4094.

meter-id: Meter ID, HUEIEHEIN 1~4294901760. 1R AIgwEASE, KL RLWIFrE Meter
KIFIE R

[ =545 ]
# Wiy~ OpenFlow SE41 100 ) Meter %45 5.

<Sysname> display openflow instance 100 meter
Meter flags: KBPS -- Rate value in kb/s, PKTPS -- Rate value in packet/sec
BURST -- Do burst size, STATS -- Collect statistics

Instance 100 meter table information:
meter entry count: 2

Meter entry 100 information:

Meter flags: KBPS

Band 1 information

Type: drop, rate: 1024, burst size: 65536
Byte count: 0, packet count: O
Referenced information:

Count: 3

Flow table: O

Flow entry: 1, 2, 3

Meter entry 200 information:

Meter flags: KBPS

Band 1 information

Type: drop, rate: 10240, burst size: 655360
Byte count: 0, packet count: O

Referenced information:

Count: O
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#1-9 display openflow meter 454 B =15 Btk %k

FE Fi

5%

Meter entry count RSP A I MeterZR IR S N

M ETMetersR WU T 57 (flags:

e KBPS: ##{HLL kbps JyHihL

Meter flags e  PKTPS: #ZR{H Ll packet/sec CHL/FD) HNEAL
e  BURST: Mik/h

e STATS: &4t EER

Band Meter# I, & [¥/band

Type bandZ$7!, HUE Adrop# s F 7

rate AR

burst size MR AN

Byte count band =W HIHTHE, WERERA “--7 MERALFHZG T
packet count band Uk X Gt 8, WEREIRA “--7 MFERAFHZGE 1T
Reference information Meter& B i R 1 5| H H)(5 2

Count 51 FIMeters& I 22 10 ) A~ 4

Flow table 51 FIMeters& Iyt 2 LT £ R 21D

Flow entry 5] FiMetersE Tl )i £ I DF| K

1.1.17 display openflow summary

display openflow summary #r4 H>K &7~ OpenFlow SEHl AL E(E .
(4]
display openflow summary
[#E]
EEAE
[(RERFPAE]
network-admin
network-operator
[=41]
# 578 OpenFlow fEE (5 A,

<Sysname> display openflow summary
Fail-open mode: Se - Secure mode, Sa - Standalone mode

1D Status Datapath-1D Channel Table-num Port-num Reactivate
1 Active 0x0000000100001221 Connected 2 8 N
10 Inactive - - - - -
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4094 Active 0x00000ffe00001221 Failed(Sa) 2 0 N

#<1-10 display openflow summary &% £/~ E SRR

FEL iR
ID SBID
S T B R A
Status e Active: S LHITE
e Inactive: SZ AR EE
Datapath-ID S:fiff)Datapath ID. KiFiFZ%OpenFlowsL i, WoRJy “-”

S 5 4 ) 28 2 ST I 22 A I TE IR A

e Connected: S| C&F L 2IBIE

Channel e Failed(Se): “A@IEWIIF, EZEPBHN Secure £

e Failed(Sa): ZAEIENTT, EEH WA Standalone 3\
o RMUEZ OpenFlow SZflit, EoRJy “-”

Table-num SERHRRECE o ARG ZOpenFlowsEfIl, BoRK “-”

Port-num BT S 5 CH . RMOR Z0penFlowsg Bl §y “-”

ST T E S 1% OpenFlowsE il :
Reactivate o N: MERME, AEEENEE
o RUEZ OpenFlow SZflit, EoRJy “-”

1.1.18 fail-open mode

fail-open mode 4 HRAC B iZEH H AR .
undo fail-open mode 4 F KK E B 1500 .
[44]
fail-open mode { secure | standalone }
undo fail-open mode
[RETER]
B I Ch Secure.
[#LE]
OpenFlow SZ41 41 &
[RREFAFPAE]
network-admin
[&%]
secure: Secure Bix, EHEWITE, WAMIEREIE K. AT ShIHEREES] 8 T A HIRD,
SRR JEHEATMER, — EOEREENL T, AN IR IR RAFAE
standalone: Standalone #:, EHEWITE, W&IEFEK.
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[ERES

AW EER PN standalone Jr, A5 SRS IOT IS, Wi ARSI R ACL A DGR
SCHSRNE (AN . QoS HRIgEE) W e KA

[ 254511
# e B P iR A Standalone #55X .

<Sysname> system-view
[Sysname] openflow instance 1
[Sysname-of-inst-1] fail-open mode standalone

1.1.19 flow-entry max-limit

flow-entry max-limit @4 H kAL E Extensibility F37 2 50 H)  KAH -
undo Flow-entry max-limit 14 kK E B 150
[4<]
flow-entry max-limit Limit-value
undo flow-entry max-limit

[BRETER]

Extensibility (132 0 1) & KA %04 64000,
[#E]

OpenFlow SZH141L
[RREAFAE]

network-admin

limit-value: Extensibility ()20 & K8, HUETEHY 1~64000.
[ 2451 ]
# lL & Extensibility [ % 5T i KE N 256,

<Sysname> system-view
[Sysname] openflow instance 1
[Sysname-of-inst-1] flow-entry max-limit 256

1.1.20 flow-table

flow-table 74 HRAL B R KK ID.
undo Flow-table fiv4 KK E B L.
[d<]
flow-table { extensibility extensibility-table-id | mac-ip
mac-ip-table-id }*
undo flow-table
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[FR&E1ER]
MR AN Extensibility, #i# ID N 0.

[#RE]
OpenFlow 41 1 &
[REFAFPAE]
network-admin
[&2#]

extensibility extensibility-table-id: Extensibility /i ID, HU{f iR N 0~254.

mac-ip mac-ip-table-id: MAC-IP /i3 ID, BUHEIEHIN 0~254.
[ERES

—> OpenFlow SZ4 i Z A SCHFRL B — > MAC-IP £ Fll—> Extensibility 7% .

ZURPITAAT L, Be)m— IRPAT IS A R

Extensibility 7% ID 421K T MAC-IP ii% ID.

WAANSCR BRI mac-ip S E MAC-IP iR, i\ extensibi ity 23 & Extensibility
[ 25451 ]

# L B S 1 R8N MAC-IP 3 ID 4 0, Extensibility % 1D 4 1.

<Sysname> system-view
[Sysname] openflow instance 1
[Sysname-of-inst-1] flow-table mac-ip O extensibility 1

1.1.21 forbidden port
forbidden port 4 H KA E 25 b 13045 i) 45 i ity 11287
undo forbidden port it 4 HRIKE HETE .
(<]
forbidden port { 13-physical-interface | vlan-interface } *
undo forbidden port
[EREER]
ARG EAE 1 ik deitom LAY, BT £ L SR AUHS Bak sl ds.
[#E]
OpenFlow SZ41 41
[REAFPAE]

network-admin

I13-physical-interface: =ZEKMEOM=ZERA5#EO.
vlan-interface: VLAN #1171,
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[ 2451 ]
# fi & OpenFlow 52 1 4% 1E Bk = ELLKME DM = 2R A&# 1.

<Sysname> system-view
[Sysname] openflow instance 1
[Sysname-of-inst-1] forbidden port 13-physical-interface

1.1.22 in-band management vian

in-band management vlan fiy4 F RECE W7 & # VLAN,
undo in-band management vlan 4 SRR S A0
[4<]
in-band management vlan { vlan-id [ to vlan-id ] } &<1-10>
undo in-band management vlan

CEREER]

ARHECE T A E P VLAN,
(¥R ]

OpenFlow SZ41#1 ]
[BREAPAeE]

network-admin
[£%]

vlan-id: VLAN ID, HUEEHN 1~4094.
[EAES

HNE B VLAN RO EEAT IEF 3%, H T OpenFlow 5 5 2 & i 37 22 425l
(=451 ]

# fES2f] 1 LB VLAN 10 M N FE VLAN.
<Sysname> system-view

[Sysname] openflow instance 1
[Sysname-of-inst-1] in-band management vlan 10

1.1.23 listening port

listening port @4 RECE OpenFlow S2FI{E K SSL AR 55 2% W W 42 il 2%
undo listening port 4 Rk E B g 150
2]

listening port port-number ssl ssl-policy-name

[

§>

undo listening port
[EREFR]
ARHBCE OpenFlow SEBI1Ey SSL e d5 &% i W il &
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[#LE ]
OpenFlow SZ41 1 &
[(REAFAE]
network-admin
[£%]
port-number: JRk55 205 H S5, BUEERAY 1~65535.
ssl ssl-policy-name: SSL x5 #suii g AR, N 1~31 AR FRHE, AXSRANE.
[FRES
KFFJa SSL MR4saeit, BE&MEN TCP/ISSL % i £ s el %% (SSLMR4-%%); JHah SSL RS
W2 Ja, BEIEN SSL MRS 2 sh el gs (SSL & i) %EHe. KT SSLIMEMINA, iE
Z0 “ZARERS” TR “SSL”.
Apeid I B G AT A A& OpenFlow SEfIE 3 SSL k%4 . w@Eek, hstidid undo
listening port &Mk OpenFlow 5245 5 1) SSL k4545, 4T listening port fiv4
FHr A SSL R4S 25
[ 25451 ]
#ILE OpenFlow 547 1 /F28 SSL k45 a8 I Wr i il #s, i 154 20000, SSL k55 # v HEHE (1) 44 75
A ssl_name.
<Sysname> system-view

[Sysname] openflow instance 1
[Sysname-of-inst-1] listening port 20000 ssl ssl_name

1.1.24 mac-ip dynamic-mac aware

mac-ip dynamic-mac aware 4 FRECE VG HCHE Hi] 2% 2 1) SO BRim R WidE 2 H s MAC

Hodk .
undo mac-ip dynamic-mac aware 4 IRk E Ba 15
[64]
<

mac-ip dynamic-mac aware

undo mac-ip dynamic-mac aware
[ERE1HER]
2 1 1 2 ) B BRI R TR 2 T I B A MAC Hihik
[#LE ]
OpenFlow SZ41 1 &
[BREAFAE]
network-admin
[(ERES
U MAC-IP iR S FF iz %
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(25611
# BCESCP 1 VL AC ] o 2 i B BRITR TR 2 (302 MAC Hidik.

<Sysname> system-view
[Sysname] openflow instance 1
[Sysname-of-inst-1] mac-ip dynamic-mac aware

1.1.25 mac-learning forbidden

mac-learning forbidden 4 Kt & OpenFlow SE % M) VLAN 25 1E MAC k22> .
undo mac-learning forbidden 4 Kk & 54 150 .
[4<]
mac-learning forbidden
undo mac-learning forbidden

[EREFR]
OpenFlow SZ41 % B ) VLAN 723 MAC Hiuhik 2>
[#RE ]
OpenFlow SZ41 #1 ]
[(REBAFAE]
network-admin
[245]
# JC B 5L 1 %R VLAN 28 1E MAC Hhiik2% 5] .

<Sysname> system-view
[Sysname] openflow instance 1
[Sysname-of-inst-1] mac-learning forbidden

1.1.26 openflow instance

openflow instance 4 FkA1HE# OpenFlow s, i N\ OpenFlow SZBIALE . 4148 5E 1
OpenFlow 5L C & 7 7E, W EE:#E N OpenFlow S .
undo openflow instance fiv4 H K ER OpenFlow SE41 .
[44]
openflow instance instance-id
undo openflow instance instance-id
[BRETER]
ANTELE OpenFlow SEH
[#E]
ARG
[BREAFAE]

network-admin
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instance-id: OpenFlow 5265, HUEEEAN 1~4094.
[ =451 ]
# 1] OpenFlow 524 1, F£it X OpenFlow SEHIALE .

<Sysname> system-view
[Sysname] openflow instance 1
[Sysname-of-inst-1]

1.1.27 openflow-instance

openflow-instance 4 R OME TS E OpenFlow S241 54 L 465€E .

undo openflow-instance 74 HREGH OpenFlow S 54 M1455E o
[%4]

openflow-instance instance-id

2

undo openflow-instance instance-id
[EREFR]
At E OpenFlow s 542 O 455€E .
[#LE]
O
[RREFAFAE]
network-admin
[(&%]
instance-id: OpenFlow 5265, HUEEEN 1~4094.
[=4)]
# OpenFlow St 1 4 F136AL, Fid B #: 1 GigabitEthernet3/1/1 T 4§5E 5491 1.

<Sysname> system-view
[Sysname] interface gigabitethernet 3/1/1
[Sysname-GigabitEthernet3/1/1] openflow-instance 1

1.1.28 permit-port-type member-port

permit-port-type member-port iy &R R vrEhla FRMREF SR E

undo permit-port-type 4RIk E A /H
(4]

permit-port-type member-port

undo permit-port-type
[EREER]

SR AT &8 T AR T AL BR A R i
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[#LE ]
OpenFlow SZ41 1 1A
[BRREFAFAE]
network-admin
[=4)]
# FOVFIE A T ORI L R G 1 O B i 1

<Sysname> system-view
[Sysname] openflow instance 1
[Sysname-of-inst-1] permit-port-type member-port

1.1.29 port

port T4 F>K7E OpenFlow SEf#LE AL & OpenFlow SEH 54 45 5E
undo port 4 FSREUE OpenFlow SZ41 582 46 5E .
(<]
port interface-type interface-numberl [ to interface-type
interface-number2 ]

undo port interface-type interface-numberl [ to interface-type
interface-number2 ]

[BRE1ER]
KELE OpenFlow S| 542 455
[#LE]
OpenFlow SZ1 11L&
[RREFAFAE]
network-admin
[&£#]
interface-type interface-numberl [ to interface-type interface-number2 ]:
PO KM=, interface-number2 f{EZE KT 85T interface-numberl HI{H.
55451 ]
# OpenFlow 3245 T4 #2111 GigabitEthernet3/1/1 % GigabitEthernet3/1/3.

<Sysname> system-view
[Sysname] openflow instance 1
[Sysname-of-inst-1] port gigabitethernet 3/1/1 to gigabitethernet 3/1/3

1.1.30 precedence dynamic arp

precedence dynamic arp 4 FRALE 8504 ARP R 35 OpenFlow ARP &I,
undo precedence dynamic fir4 Rk S BhE 1.
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(<]

precedence dynamic arp

undo precedence dynamic arp
[ERE1EAR]

A% 1 2h#& ARP K II7E i OpenFlow ARP £ Il
[#E]

OpenFlow SE 4141 4]
[BREAFAE]

network-admin
(RS

L MAC-IP LR SCHF AT BE -
[=45)]

# M & OpenFlow s 1 R ¥F2h4s ARP R I 78 5 OpenFlow ARP & 1.

<Sysname> system-view
[Sysname] openflow instance 1
[Sysname-of-inst-1] precedence dynamic arp

1.1.31 refresh ip-flow

refresh ip-flow x4 HKNEH MAC-IP Jit 1) = JZ & i,
[4<]
refresh ip-flow
[#LE ]
OpenFlow SZ41 1 1A
[REMFAE]
network-admin
[24)]
# Fill# OpenFlow SZ41 1 '~ MAC-IP ik = 23 il

<Sysname> system-view
[Sysname] openflow instance 1
[Sysname-of-inst-1] refresh ip-flow

1.1.32 reset openflow instance statistics

reset openflow instance statistics a4 HRiERRES# K IE MRS SR
[%4]

reset openflow instance instance-id { controller [ controller-id] | listened }

statistics

=
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[#RE ]
P ALK
[(REAFAE]
network-admin
[&5%]
instance-id: OpenFlow 5L, HUEEHY 1~4094.
controller-id: #l#1ID 5, BUEIEEN 0~63. WIRAKIEEASE, WIERRSLH T HTA %
i) #5 R AE AR S I S
listened: SEfJE 20 1) IR 55 oiide 42 1 % /- i o
[ 2451 ]
# JE R OpenFlow S 1 5 7 1) BTG 48 il 2% A ARSI U G T4

<Sysname> reset openflow instance 1 controller statistics

1.1.33 tcp dscp

tcp dscp A4 H kAL E OpenFlow i 3L ) DSCP {f .
undo tcp dscp & HRKE A E .
[4<]
tcp dscp dscp-value
undo tcp dscp

[RETER]
OpenFlow x5 ) DSCP {5 10.
[#RE]
OpenFlow SZ41 1 1A
[RREAFAE]
network-admin
[&#]
dscp-value: OpenFlow #: X f¥) DSCP {f, HUE N 0~63.
[=41]
# L& OpenFlow # 3Cf¥) DSCP fH 4 63.

<Sysname> system-view
[Sysname] openflow instance 1
[Sysname-of-inst-1] tcp dscp 63

1.1.34 tcp-connection backup

tcp-connection backup 4RI OpenFlow 441 DIt o
undo tcp-connection backup 4 H K5 OpenFlow &4 &1 Dike -
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[(%%]
tcp-connection backup
undo tcp-connection backup
[EREFR]
OpenFlow 8 &4 IRe AL T B IRA .
[#LE]
OpenFlow SZ41 1 1A
[BREFAFAE]
network-admin
[(ERES
MCE ARG, WATERAEF&EIHET, OpenFlow SEEIIR LR RR 5426 25 i HE .
1 IEF TCP ) OpenFlow ## S FF A ThE .
[=4)]
# 4 OpenFlow S24| 1 i OpenFlow 44473 At «

<Sysname> system-view
[Sysname] openflow instance 1
[Sysname-of-inst-1] undo tcp-connection backup
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